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CHARTING A PATH FORWARD: 

THE HOMELAND SECURITY DEPARTMENT’S 
QUADRENNIAL HOMELAND SECURITY 
REVIEW AND BOTTOM-UP REVIEW 


WEDNESDAY, JULY 21, 2010 

U.S. Senate, 

Committee on Homeland Security and 
Governmental Aefairs, 

Washington, DC. 

The Committee met, pursuant to notice, at 10:06 a.m., in room 
SD-342, Dirksen Senate Office Building, Hon. Joseph I. Lieber- 
man. Chairman of the Committee, presiding. 

Present: Senators Lieberman, Kaufman, Collins, Brown, McCain, 
and Voinovich. 

OPENING STATEMENT OF CHAIRMAN LIEBERMAN 

Chairman Lieberman. The hearing will come to order. Thanks 
very much to everyone for being here. In particular, welcome, of 
course, to the Deputy Secretary of the Department of Homeland Se- 
curity (DHS), Jane Holl Lute. 

In the 9/11 Recommendations Act of 2007, Congress mandated 
that the DHS carry out a Quadrennial Homeland Security Review 
(QHSR) as a way to develop and update strategies for homeland se- 
curity within the Federal Government and ensure that the Depart- 
ment’s programs and activities were aligned with that homeland 
security strategy. The Act required that the initial QHSR be pro- 
vided to Congress by the end of 2009. 

The QHSR was modeled on the Quadrennial Defense Review 
(QDR) that was put in place in the 1990s to ensure that the leaders 
of the U.S. military would focus on emerging national security 
threats, that to some extent the requirement to do the QDR would 
force them to look above the pressing events of the day, over the 
horizon to the challenges that were ahead, and then to develop and 
present to Congress and the public the strategies and resources to 
counter them. 

The QHSR report, which was completed in early February, and 
the follow-on Bottom-Up Review (BUR) report, which was com- 
pleted and issued just a few weeks ago, are meant to serve the 
same purpose for homeland security. They have the potential, I 
think, to be the catalyst for ongoing transformation and improve- 
ment of the Department, as well as across our entire homeland se- 
curity community outside of the Department, and in that sense, we 

( 1 ) 
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are very fortunate to have Ms. Lute with us because I know that 
she oversaw these two reports. 

This morning we want to hear about the results of the process, 
including the impact that it is having on strategic planning more 
broadly within the Department and at other homeland security 
agencies. 

I would like to hear about the steps that will be taken to imple- 
ment the initiatives described in the BUR report, including how it 
will impact the Department’s budget priorities in future years and 
how the Department intends to work with Congress on initiatives 
that may require statutory changes. 

Forty-four initiatives are described in the BUR report, in areas 
such as information sharing, management integration, DHS re- 
gional alignment, and the organizational framework for cybersecu- 
rity. In fact, cybersecurity, in a noteworthy change, has now made 
its way into the top five mission areas of the DHS, and I applaud 
that placement because that is exactly where I think it belongs. 

The Bottom-Up Review is also a broad narrative of the Depart- 
ment’s key missions — I will say for myself too broad at least in its 
first iteration and various of its parts — and its goals for improving 
those missions, which sometimes in the report seemed too vague to 
me as I read them. I hope, Ms. Lute, that you will be able to de- 
velop those in some more detail today and in follow-on documents. 

When Congress created the Department of Homeland Security 
out of 22 different Federal agencies in 2002, we knew it would take 
time for it to mature into a cohesive agency that could focus its 
many parts on its two main missions, which are to take the lead 
in our Nation’s fight against the Islamist terrorists who attacked 
us on September 11, 2001, and also to be able to respond better to 
natural disasters. I think overall, as I have said here many times 
before, the Department has done very well at achieving those mis- 
sions, but it still has a way to go as we all acknowledge. 

The QHSR and the BUR are important steps on the path to 
achieving that goal, and I have questions that I am going to ask 
about that. 

I do want to say that we hold this hearing against the backdrop 
of a series of articles that has been in the Washington Post called 
“Top Secret America” that examines the new institutions and pro- 
grams created after September 11, 2001, particularly focused on in- 
telligence, but also including the Department of Homeland Secu- 
rity. So it makes this oversight of the QHSR and the BUR particu- 
larly timely. 

I think the Washington Post series has raised important ques- 
tions about the big changes in our government since September 11, 
2001. For instance, is too much of our war against the terrorists 
who attacked us on September 11, 2001, being outsourced to pri- 
vate contractors? That is a big question raised by the Washington 
Post series; it is one that has been of concern to this Committee 
for some significant period of time, actually going back to October 
2007, when we held a hearing on the Department’s reliance on con- 
tractors. At that hearing, the Government Accountability Office 
(GAO) presented the results of a review that they conducted at the 
request of Senator Collins and myself. We have consistently 
pressed the Department on this issue in the context of our over- 
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sight of specific programs since then, such as SBInet and cyher 
functions, for example, where there continue to he a significant 
number of private contractors involved. The former Under Sec- 
retary for Management, Elaine Duke, I think, tried to dig into this 
issue toward the end of the last Administration hut did not get 
very far, and I am not sure she had much support from people 
above her. 

I am pleased to say that it does seem to me that a serious review 
of the contractor workforce is underway now under Secretary Janet 
Napolitano and Deputy Secretary Lute. At a briefing in December, 
we heard for the first time that DHS is trying to quantify the num- 
ber of contract employees. The numbers that we have received are 
really quite remarkable. At an oversight hearing on this question 
a while ago, I was shocked to hear the number 200,000 contract 
employees that are working for the Department of Homeland Secu- 
rity, as compared to 188,000 full-time civilian employees. 

After that hearing. Senator Collins and I wrote to Secretary 
Napolitano to ask for a more detailed breakdown on the contractor 
workforce so we could determine whether those contract employees 
were doing inherently governmental work in violation of the law. 
It is hard to imagine with so many that some of them were not, 
and I think we have to face that problem and deal with it so that 
the reality comes into conformance with the law. 

While we have been assured repeatedly by the Department that 
a review is underway, we still, as of this morning, do not have a 
timetable for when that review will be complete or a specific break- 
down at the program level of the current full-time employee to pri- 
vate contractor ratios. 

I hope, Ms. Lute, that you will be able to help us answer some 
of these questions today, and if not today, then as soon as possible. 
In my opinion, a lot of the growth of the homeland security and in- 
telligence community of the U.S. Government after September 11, 
2001, was necessary, and I do not know if the series in the Wash- 
ington Post intends to say that the system is out of control, but I 
do not find from my inquiry that it is out of control, both because 
of the creation of the Department, which is exercising management 
and coordination authority, and also in the intelligence area be- 
cause of the creation of the Director of National Intelligence who 
is doing the same. 

But there has been a lot of growth, and it has happened quickly. 
It is part of why we have been relatively fortunate since September 
11, 2001, that, thank God, and thanks to all the employees of the 
government who have helped us do that, we have not been hit 
again with anything like September 11, 2001. But the facts in the 
Washington Post series, and all that we have been working on over 
the last 3 years here in the Committee, say that we cannot just let 
the machine operate without control from the Executive Branch 
and oversight from the Legislative Branch so that we are sure that 
we are spending taxpayer dollars in a cost-effective way. 

I look forward to discussing this and all the other topics that the 
QHSR and the BUR raise with you this morning. I appreciate your 
being here. 

Senator Collins. 
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OPENING STATEMENT OF SENATOR COLLINS 

Senator Collins. Thank you, Mr. Chairman. Thank you for hold- 
ing this hearing on the need to establish clear priorities for the De- 
partment of Homeland Security, the Federal entity created to help 
protect our country from terrorism and other threats. 

As has been stated many times, if you try to protect everything, 
you end up protecting nothing. So it is incumbent upon the Depart- 
ment, particularly when budgets are tight, to set detailed priorities 
to improve the preparedness and security of our Nation. 

The Department’s Quadrennial Homeland Security Review is a 
good first attempt to outline strategic homeland security missions 
and goals. Yet, the Department itself acknowledged that the QHSR 
was incomplete, so it then conducted a follow-on review. As the 
Chairman has indicated, this assessment, known as the Bottom-Up 
Review, was intended to set priorities for security initiatives and 
reorganization at the Department. 

While I appreciate the Department’s effort to undertake such a 
comprehensive analysis, the results are disappointing. Indeed, the 
two reviews simply do not compare to the level of analysis and 
planning that goes into the Quadrennial Defense Review and sup- 
porting documents. Let me give an example. 

In the QDR and in the Navy’s shipbuilding plan, the Department 
of Defense outlined specific measurable goals, such as a 313-ship 
Navy. The 30-year shipbuilding plan includes a force structure, 
construction plan, funding assumptions, and a specific articulation 
of the risk inherent in the force projections. By comparison, the De- 
partment of Homeland Security’s reviews amount essentially to 
high-level strategy documents that provide little in the way of con- 
crete goals or the actions needed to achieve them. 

For example, the Department of Homeland Security reviews set 
some goals to eliminate unnecessary duplication, to decrease oper- 
ational inefficiencies, and to promote cybersecurity. But without 
specific measurable plans, how can Congress hold the Department 
accountable for meeting these goals? 

In these documents, the Department highlights the critical need 
to address the threat of a cyber attack and indeed lists cybersecu- 
rity as one of five strategic “pillars.” I agree with that priority, but 
that seems inconsistent with the President’s budget request for fis- 
cal year 2011, which cut the Department’s cybersecurity budget by 
$19 million. How can the Department shoulder even the general re- 
sponsibilities of an entire pillar while cutting the associated budg- 
et? The documents do not explain that contradiction, nor do they 
outline how the Department plans to do more with less. 

As co-author with the Chairman of a comprehensive bipartisan 
cybersecurity bill, I am disappointed that the Department’s reviews 
do not identify the authorities and resources that DHS will need 
to enhance its cybersecurity capabilities. The legislation this Com- 
mittee approved last month would fill that gap. 

The Bottom-Up Review also fails to provide any specificity, as 
the Chairman has indicated, on how the Department will reduce its 
troubling overreliance on contractors. This is a concern that I have 
raised repeatedly with the Secretary, as has the Chairman and 
other Committee members. As the Washington Post investigation 
revealed, six out of 10 employees at the DHS Office of Intelligence 
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and Analysis (I&A) are from private industry. This is on top of the 
revelation that an astonishing 50 percent of the DHS workforce are 
contractors. This is unacceptable. 

Now, let me emphasize that I recognize that contractors play an 
important role in augmenting the Federal workforce in helping to 
meet a one-time need, but they cannot displace the need for perma- 
nent, well-trained government employees. 

But what does the DHS report say about this? Simply that “DHS 
will continue to build on contractor conversion efforts at an even 
more aggressive pace.” That is not a plan. It is simply a platitude. 

Like a compass, the QHSR should aid the Department in align- 
ing its budget requests with homeland security priorities, and in 
turn, these priorities would help Congress evaluate the President’s 
budget request against measurable goals. The reviews that the De- 
partment has presented to Congress accomplish none of these 
tasks. They do not include a budget plan for the Department, nor 
do they assess how the organizational structure can better meet 
the national homeland security strategy. 

I also have to mention an issue that the Chairman and I have 
mentioned repeatedly about documents presented to the public and 
our Committee. The QHSR slights the strategic threat posed by 
violent Islamist extremists by refusing to call that real and present 
danger what it is. This is ironic considering that the introduction 
to the QHSR discusses the Christmas Day attack, an attack con- 
ducted by a violent Islamist extremist. The review does not ref- 
erence “violent Islamist extremism” or any variation of that phrase 
in the entirety of its 108 pages, and it refers to “homegrown ex- 
tremists” only once. That is astonishing given the alarming in- 
crease in the number of homegrown terrorist plots last year. In 
sharp contrast, the October 2007 National Strategy for Homeland 
Security uses the word “Islamic” 15 times and the word “home- 
grown” eight times. 

The Bottom-Up Review fails to describe how the Department will 
confront the threat of home-based terrorism. If DHS does not ac- 
knowledge in a forthright way the nature of the threat or explain 
how the Department intends to counter it, it is impossible for Con- 
gress and the American people to judge the Department’s counter- 
terrorism plans and whether they are adequately reflected in its 
budget and priorities. 

I look forward to hearing more from the Department’s Deputy 
Secretary about how more concrete and actionable plans will be de- 
veloped. That planning is essential to improve the efficiency of de- 
partmental operations and to build sensible budget plans. Only 
then will the time and effort — and I recognize there was tremen- 
dous time and effort put into these projects — spent on these re- 
views pay dividends in the form of a usable road map to better pro- 
tect the American people. 

Thank you, Mr. Chairman. 

Chairman LlEBERMAN. Thank you very much for that statement. 
Senator Collins. 

Ms. Lute, again welcome. Thanks for all your good work for our 
country, and we look forward to your statement now. 
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TESTIMONY OF HON. JANE HOLE LUTE/ DEPUTY SECRETARY, 
U.S. DEPARTMENT OF HOMELAND SECURITY 

Ms. Lute. Thank you very much, Mr. Chairman, Ranking Mem- 
ber Collins, and Members of the Committee. I am happy to be here 
today to discuss the Department’s Quadrennial Homeland Security 
Review and the Bottom-Up Review and, in particular, how the De- 
partment of Homeland Security plans to implement the initiatives 
set forth in these two efforts. 

As you know, and as you have pointed out, the submission of the 
QHSR report to Congress earlier this year marked an important 
first step in a multi-step process to examine and address funda- 
mental issues that concern the broadest perspective of what is 
called the homeland security enterprise. 

The Bottom-Up Review was initiated in November 2009 as an 
immediate follow-up to complement the work of the QHSR with the 
aim to align the Department’s programmatic activities and organi- 
zational structure with the broader strategic and mission direction 
identified in the QHSR. The BUR report itself reflects that endeav- 
or and represents an intermediate step between the QHSR report 
and the President’s fiscal year 2012 budget request and future 
years, which will propose specific programmatic adjustments based 
on the QHSR strategic framework. 

The QHSR resulted in the articulation of a strategic framework 
and a positive, forward-looking vision for homeland security. In- 
deed, one of the initial challenges that we faced is that while home- 
land security had broad and widespread and extensive name rec- 
ognition, brand recognition, there was less of a handle on what it 
meant to talk about a secure homeland. The QHSR lays out a vi- 
sion for homeland security that says, very simply, we are trying to 
build a safe, secure, and resilient place against terrorism and other 
hazards where the American way of life, interests, and aspirations 
can thrive. 

Informed by this conception of homeland security that is a posi- 
tive, forward-looking vision, the report also places emphasis on the 
fact that it takes an enterprise, the homeland security enterprise, 
a more complete and comprehensive understanding of the home- 
land security threats, and the need to achieve balance across the 
efforts related to security, resilience, and the important elements 
of customs and exchange. 

The QHSR strategic framework grounds homeland security, the 
achievement of this vision, in the accomplishment of five missions, 
and those missions are: Preventing terrorism and enhancing secu- 
rity; securing and managing our borders; enforcing and admin- 
istering our immigration laws; safeguarding and securing cyber- 
space; and ensuring resilience to disasters. We believe that if we 
achieve these five missions and execute these five mission sets, we 
will go a long way toward achieving a safe, secure, and resilient 
place where the American way of life can thrive. 

The Bottom-Up Review is the second major step of a three-part 
process that began with the QHSR. The BUR began with an activi- 
ties inventory of all of the things the Department does on a daily 
basis. Of the 230,000 people that comprise the Federal workforce 


^The prepared statement of Ms. Lute appears in the Appendix on page 33. 
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of the Department of Homeland Security, 225,000 of them are in 
the operating agencies. This is an operating Department. What do 
we do every day? And how do those activities every day contribute 
to the five missions we have identified as essential to building a 
safe, secure, and resilient place for the American way of live to 
thrive? 

The BUR went beyond this taxonomy of the activities inventory 
and resulted in a clear sense of priorities across three main cat- 
egories: One, how do we enhance our mission performance in the 
five areas I laid out? Two, how do we improve the way we run our- 
selves? And, three, how do we increase accountability for the re- 
sources that have been entrusted to us? 

We have laid out a number of priorities in the Bottom-Up Re- 
view, and these are priorities that we believe should be imple- 
mented by the Department over the coming quadrennial. This is a 
4-year list of priorities. We will not accomplish all 44 of the initia- 
tives and enhancements in fiscal year 2012. 

Several key themes emerged out of the QHSR and the Bottom- 
Up Review process. All of these are set forth in the Executive Sum- 
maries of the two reports, but I want to emphasize a few things 
that the QHSR and the BUR processes have brought forward. 

First, an emphasis on the importance of the resilience of individ- 
uals and communities to our Nation’s security. 

Second, as the Ranking Member mentioned, the promotion of cy- 
bersecurity as a key homeland security mission. 

Third, the recognition in a set of strategic documents that home- 
land security is a shared responsibility and that all of us — citizens, 
businesses, communities. Federal, State, local, territorial, and trib- 
al governments, nongovernmental organizations, and the private 
sector — are part of the larger homeland security enterprise. 

Fourth, the development through the Bottom-Up Review of a set 
of tools that will allow the Department for the first time to look at 
all of our activities across the five homeland security missions and 
assess their importance and contributions, not just from the per- 
spective of the individual operating component, whether the Trans- 
portation Security Administration (TSA), the Federal Emergency 
Management Agency (FEMA), or the Coast Guard, but to each mis- 
sion and to each specific set of critical functions. This will allow us 
to be better stewards of taxpayer dollars and to better manage the 
performance of our mission activities. 

And, finally, that the initiatives and enhancements that have 
emerged from the QHSR and the Bottom-Up Review will materially 
benefit the citizens of this country and their communities. 

It is unusual for a Federal department to have the opportunity 
to engage in the first principles that established it as a Federal 
agency and to engage in a comprehensive study of its missions 
from the bottom up and to evaluate each of its activities against 
priorities that have been identified from a thoroughgoing and 
broadly inclusive process. And DHS has benefited greatly from the 
experience. 

Finally, Mr. Chairman, we have learned a few lessons in this 
process, and as we look forward to the next QHSR, I would like to 
share with you a few of those lessons. 
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First, senior leadership and engagement is critical. The support 
of Congress is equally critical as well, and the Department has ben- 
efited greatly from the support of this Committee and from other 
Members of Congress through this entire 18-month exercise that 
brought us to today. 

Second, timing is important. The QHSR was conducted over a 
transition year. We lost valuable time in terms of consolidating the 
work that had been done in an effort to address all of the require- 
ments that Congress laid out for us. This is why we took the ap- 
proach we did to break it into three parts: The QHSR, the Bottom- 
Up Review, and the submission of the budget for fiscal year 2012. 

Third, you must oblige yourself to take account of what has gone 
on before you. The Department of Homeland Security is 7 years 
old. I have said in many forums that this is good news. It is not 
1 year old for the seventh time. There has been an enormous 
amount of work, thought, discipline, and activity that have gone on 
that we have been able to build on, expand on, and move on from 
this point forward. 

In addition, the other major quadrennial reviews, including the 
QDR, and the first ever Quadrennial Diplomacy and Development 
Review, among others, must be synchronized, and the Administra- 
tion made a concerted attempt to do just that. Today’s security en- 
vironment demands whole of government solutions and flexible and 
adaptable policy responses to difficult challenges. 

Thank you again, Mr. Chairman, for the opportunity to come 
speak with you today about implementation of the QHSR and Bot- 
tom-Up Review and the lessons learned for the future. I have sub- 
mitted my full testimony for the record and look forward to the 
questions of the Committee. 

Chairman LlEBERMAN. Thanks very much, Ms. Lute, for that 
opening statement. Let me say we will do 7-minute rounds of ques- 
tions. Senator Collins left, but she will be back. She has an Appro- 
priations Subcommittee meeting that she has to attend. 

Let me begin with the question, which is somewhat off the 
QHSR, but not really — which is about the private contractor work- 
force in DHS. I will give an example of some specific areas for con- 
cern. 

In the office overseeing the National Cyber security Protection 
System, there are 122 contract support staff but only 11 govern- 
ment employees. The latest numbers for the Intelligence and Anal- 
ysis Section of the Department show that about 53 percent of its 
workers are contractors. 

In the Department’s fiscal year 2011 budget submission, there 
were identified approximately 3,300 contractor positions that would 
be converted to Federal employees. Of course, at that rate it is 
going to be a long time, a lot of decades before we get the number 
of private contract employees down. 

In May, our Subcommittee headed by Senator Akaka and Sen- 
ator Voinovich held a hearing, and the Chief Human Capital Offi- 
cer reported on the broader process that the Department is under- 
taking through its Balanced Workforce Initiative to achieve the ap- 
propriate balance between full-time Federal employees and contrac- 
tors. The BUR again notes that the Department will continue to 
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build on these efforts, although no details on the review are pro- 
vided. 

So let me ask you to address yourself to this question. The first 
really is process. When will we see the specifics of the Depart- 
ment’s review of its private contractor workforce in relationship to 
the full-time Federal employees? 

Ms. Lute. Thank you, Mr. Chairman. We are working inten- 
sively on this issue. As you know, certainly, and Members of this 
Committee know well, the Department was stood up in part with 
an explicit reliance on a contract workforce to be able to get the 
Department up and running, and we continue to rely on hard- 
working contractors who come to work believing in the mission and 
the purpose of homeland security every day. 

The Balanced Workforce Initiative — and I just issued a series of 
instructions earlier this month to the leadership of the operating 
components regarding their personal association with the Balanced 
Workforce Initiative — is designed to give us a handle on strategic 
workforce planning. In order to do that, Mr. Chairman, what we 
also did as part of the Bottom-Up Review process was begin a pro- 
cedure to allow us to align our accounting properly so that we could 
tell personnel costs across the operating component because they 
were all counted differently. So before we could run, we needed to 
walk; and before we could walk, we needed to crawl. And we are 
doing these things somewhat simultaneously. So we are getting a 
handle exactly on where our workforce and personnel are assigned, 
how they are assigned to the critical missions that are the sub-com- 
ponents of each of the missions outlined in the QHSR, and then we 
are moving through systematically on a priority basis to see where 
contractors are present and work aggressively to convert them. 

Chairman LiEBERMAN. Do you have a timeline, a goal by which 
you hope to finish this review and report to us? 

Ms. Lute. Yes, we certainly hope to finish it this year, Mr. 
Chairman, and map our way forward. 

Chairman LiEBERMAN. So you are saying this calendar year. I 
guess the question is whether as a result you may be able to under- 
take a significant realignment of the workforce for the fiscal year 
2012 budget. 

Ms. Lute. We certainly hope to do that, Mr. Chairman. 

Chairman LiEBERMAN. Let me ask you just for a quick response 
because you had a lot of experience in governmental administra- 
tion. There is nothing inherently wrong with a private contractor 
being retained by a government agency. It has happened probably 
since the beginning of our government. But I wonder if you would 
talk a little bit about the balance there. 

For instance, on average, what is your sense of whether it costs 
us more, taking all the costs in mind and account, for a private 
contract employee or for a full-time Federal employee? 

Ms. Lute. It depends on the circumstances, Mr. Chairman. If it 
is for a short-term requirement, it may be more cost efficient to 
have contractors. For longer-term steady state need 

Chairman LiEBERMAN. More efficient because you are not build- 
ing in the long-term commitment that comes with retaining a full- 
time employee. 

Ms. Lute. Exactly. 
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Chairman LiEBERMAN. Yes. I hope that will he part of your re- 
view. You are right that we expected in standing up the Depart- 
ment that, particularly in getting into areas that we had not been 
in before, like cybersecurity, there would be a lot of contract em- 
ployees hired. But certainly the numbers are stunning, the number 
of contract employees larger overall than the number of full-time 
Federal employees. And I think this cries out for just what you 
have said in the title of the review, which is to balance the work- 
force consistent with the law. 

Let me leave that there and go on to a question about intel- 
ligence and analysis. 

The Washington Post series — I will lead into it with this — talks 
about a growth in not just contractors but people involved in intel- 
ligence. And, of course, in creating the Department of Homeland 
Security, we created an entire new intelligence operation, which we 
hoped would have a kind of value-added to it, a unique aspect to 
it. And, again, I know that a lot of the employees of I&A at the 
Department of Homeland Security are contract employees. So I 
want to ask you two questions. 

First, if somebody reading the Washington Post series asked if 
you are just duplicating in this intelligence department at the De- 
partment of Homeland Security what exists elsewhere, what would 
you say? 

And second, I trust that you are trying to bring on more full-time 
Federal employees in the intelligence section of the Department of 
Homeland Security so that this imbalance of more contractors than 
full-time workers will be eliminated. 

Ms. Lute. Well, thanks, Mr. Chairman. First what I would say 
is no, we are not duplicating it. One of the things that we have 
been able to do over the past year and a half is really drill into 
what the value proposition of the headquarters of the Department 
of Homeland Security is, and I&A is a vital part of that. 

The value proposition of I&A is to equip the entire homeland se- 
curity enterprise with the information and intelligence it needs to 
discharge all of the homeland security missions. There is no other 
part of the intelligence community that is oriented on that chal- 
lenge, and I&A performs that function critically in support of all 
of the operating components. So that is what I would say primarily. 

Chairman LiEBERMAN. So you would say that I&A in DHS is 
drawing from the rest of the intelligence community information 
that it is producing, but I&A is producing its own information that 
is also being shared with the rest of the community. 

Ms. Lute. Yes. 

Chairman LiEBERMAN. One of our hopes when we created the De- 
partment was that a lot of the intelligence work that is naturally 
done by components of DHS, including the Coast Guard or the kind 
of information that Customs and Border Protection (CBP) comes up 
with, would be fed more routinely into the pool of intelligence from 
which everybody can draw, and also, of course, that DHS would 
play a unique role here in drawing intelligence from State and local 
law enforcement officials and also returning intelligence in acces- 
sible packages to them. Is that latter function being carried out by 
I&A at this point? 
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Ms. Lute. It is, Mr. Chairman, and, in fact, this is an area where 
we really want to emphasize in building up the fusion centers that 
exist precisely for that purpose. 

I would back up and say, Mr. Chairman, with respect to the 
issue of terrorism and combatting terrorism and the potential for 
a terrorist strike in this country, the Department of Homeland Se- 
curity has, through its border agencies and other agencies, daily 
interaction with the global movement of people and goods and sub- 
stantial amounts of information regarding that movement in order 
for us to properly identify dangers where they exist and expedite 
legitimate trade and travel, which must go on. And we certainly 
are vibrant and active members of the entire whole of government 
approach in that regard. 

And, finally, Mr. Chairman, if I might, a word on the numbers 
with respect to I&A. Not surprisingly, you will hear me say that 
the Washington Post is wrong in saying that 

Chairman LlEBERMAN. You are not going to be punished in this 
room for saying that. [Laughter.] 

Ms. Lute. And, in fact, if all of our full-time Federal employees 
were on hand in I&A, the number would be closer to four out of 
10 rather than six out of 10, and so this is an issue we are working 
on. 

Chairman LlEBERMAN. Good. I appreciate it. You made a very 
important point at the end, which I just want to put an excla- 
mation point next to. I know that the Committee knows that, for 
instance, in the really remarkable work done to apprehend 
Najibullah Zazi and David Coleman Headley before they were able 
to carry out terrorist acts, the intelligence sections, particularly the 
databases that Customs and Border Protection has, for instance, 
were critically important in apprehending those two. And, of 
course, it was CBP that stopped ultimately Faisal Shahzad before 
he left America on that plane after attempting to blow up the bomb 
in Times Square. So I thank you for that. 

Senator Voinovich. 

OPENING STATEMENT OF SENATOR VOINOVICH 

Senator Voinovich. Thank you, Mr. Chairman. 

First of all, before I get into some of my comments and questions, 
I have been trying since February, again in March, and as recently 
as last week, to get an answer from the Department on whether 
or not the Biometric Air Exit Program should be decoupled from 
further expansion of the Visa Waiver Program. I am very frus- 
trated about that kind of turnaround on a response to a Member 
of the U.S. Senate. I am the sponsor of the legislation on the visa 
waiver program. I have asked for that response time and time 
again, and I cannot get it, and I am very upset about it. And I am 
telling you about it, and you should tell the Secretary that I am 
about ready to go to the floor to talk about the incompetence of 
your Department in not being able to get back to a Member of Con- 
gress with a simple answer to a question, and you have had plenty 
of time to look at it. 

Second of all, this Department has been on the high-risk list 
since 2003 — 22 agencies, 210,000 employees, 225 contractors, 45- 
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percent increase in the budget — and I have not heard anything 
about more with less or we are working harder and smarter. 

We have a very difficult budgetary environment right now. I hap- 
pen to be the Ranking Member on the Appropriations Subcommit- 
tee on Homeland Security, and we are trying to get the overall 
spending level down. And it appears to me that what may have 
been the Federal role in the aftermath of September 11, 2001, 
seems increasingly less appropriate when you give considerations 
to some of the things that we are doing in the Department. 

The Committee has learned time and time again that FEMA 
does not employ performance metrics that adequately assess the re- 
sults of grant program funding. The few metrics that do exist are 
output-based rather than outcome-based. As my colleagues know, 
measuring a program’s outputs provides little insight into its effec- 
tiveness. 

FEMA also persistently fails to allocate State Homeland Security 
Program and Urban Area Security Initiative funding according to 
risk. A June 2008 Government Accountability Office report found 
that when determining grant allocations, FEMA assigns the same 
vulnerability rating to all localities regardless of their unique fea- 
tures. And that arrangement remains in place today. 

One of the things that I remember clearly when the 9/11 Com- 
mission came back with their recommendations, they said home- 
land security assistance should be based strictly on assessments of 
risks and vulnerability, and not according to a general revenue- 
sharing arrangement like the kind that exists today. And I know 
that when September 11, 2001, occurred, I said we are going to 
have to spend more money, but we have to be careful — and I said 
this as a former governor and mayor — that it not turn into a rev- 
enue-sharing program. 

So I am looking at your budget now to figure out some ways, 
maybe, that we can reduce some of the funding that is in that 
budget. 

For example, we have the firefighter grants. We still have $150 
million in unobligated funds from the 2009 budget. We have not 
spent a dime of the $810 million in this fiscal year’s budget. It 
would seem to me that in light of that we could just say put noth- 
ing in the 2011 budget when you have over $1 billion hanging out 
there that nobody has even made application for. 

The Urban Area Security Initiative grants — at one time, in 2003, 
we had 29. Today we have 64 of them. And instead of sending 
money to every city in America, we should restrict funding to the 
top cities that face the threats. We are in a tight budgetary situa- 
tion today, and the Department ought to be looking at these pro- 
grams and saying are these really relevant to securing the home- 
land. 

Our homeland security grants — today we spend $950 million on 
those, and the program gets funded year after year without anyone 
having an idea if these dollars are being used effectively to reduce 
risk in this country. 

So we have this whole business of evaluating and looking at risks 
and where is the money going to. When are you going to start to 
look at these things? One of the things that I thought the Depart- 
ment did several years ago is that you did an assessment of inter- 
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operability in the various States. That was terrific for me because 
I read the report, I went out to the four areas in Ohio, went to the 
cities, visited with them, spent a day asking what are you doing 
with interoperability, how is it working and so forth. You just can- 
not keep going the way you are going. And what are you going to 
do to start looking at some of this stuff? You are going to have a 
tighter budget, and it is going to get worse as time goes on. What 
are you going to do about this? 

Ms. Lute. Thanks, Senator. A couple of things. 

We recognize that we are in different budgetary times than the 
Department has experienced since its founding. Congress has been 
very generous to the Department of Homeland Security and expec- 
tations have grown equally. The mandate and responsibilities given 
to the Department are extraordinary, as this Committee well 
knows. But we must get a tighter rein on our spending, and we 
have tried to do that through the BUR process and doing what I 
have been calling the plumbing and wiring of institution strength- 
ening so that we can be responsible stewards for the resources that 
have been given to us and that we can manage ourselves more ef- 
fectively. 

Part of the BUR process has included, as I mentioned, an activi- 
ties inventory. What are we doing every day and do those activities 
match to the missions, to the goals, and to the objectives that we 
say are most important? If they are not, we should really stop 
doing them or look at alternative ways to achieve what they were 
designed to do in support of those missions, goals, and objectives. 

Second, we are trying to align our account structure so that we 
can compare personnel across the Department, which we currently 
cannot do, so that we can compare investments across the Depart- 
ment, operating and maintenance costs across the Department, and 
understand the value proposition of applying in a border region, for 
example, the resources of CBP, TSA, Immigration and Customs En- 
forcement (ICE), and the Coast Guard appropriately, and do that 
in a way that is rationalized, as you mentioned, to risk. 

But I want to spend a moment on performance measures because 
the performance measures that we have been operating with in the 
Department do not reveal to the American public, or surely to this 
body or even to ourselves, the kinds of things that we need to see 
to know that, in fact, the United States is becoming more secure, 
that we are achieving our mission sets. 

Senator Voinovich. Let me just say this, as a simple matter. 
Some of this stuff is not real complicated, and I am familiar with 
what you have done on the border. I have had some problems with 
your buying airport screening machinery with body imaging capa- 
bilities. I have been briefed. You have done a good job of convincing 
me that it is needed. There are other things that are needed in the 
Department, but do you need to put another almost $800 million 
into the firefighter grants when you have not spent $150 million 
of the 2009 and 2010 money? There is an area, it seems to me, that 
could be looked at, where you could say to our Committee that you 
do not need this money right now. If you did not get this money, 
you could reduce your overall cost. You could, for example, replace 
a helicopter that you are going to need because one went down out 
in California. The urban security grants, giving all this money out 
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all over the country to people — for what reason? Why are we doing 
it? What are you getting out of it? 

It just seems to me that you have an obligation to start looking 
at these programs and coming back to Congress and saying this is 
not needed right now. Even some of the areas that got a whole 
bunch of money in the beginning, they did the infrastructure, they 
put in the cameras, they put in all of the stuff that is necessary, 
and yet they are still getting about the same or even more money 
than they were getting before they made these capital expendi- 
tures. 

Now, I understand if they want to argue and say we need that 
money so that we can hire more people to do something that we 
would not ordinarily do, but we have to have some rationale about 
this. And your people ought to be getting at it. 

Ms. Lute. We agree. Senator. We are looking at all of our risk 
frameworks and approaches across the entire Department, not only 
in the context of the challenges and threats that we currently face, 
but also in the context of the investments and expenditures that 
have gone on before. We are very mindful of this, and we are also 
very mindful that as we outlined in the QHSR 

Senator Voinovich. Let me say this to you: It was not reflected 
in the budget that you submitted to the U.S. Senate this year. 

Ms. Lute. What I can say to you. Senator, is that, as we have 
said in the QHSR, the security of the American homeland takes an 
enterprise. It takes informed individuals, it takes capable commu- 
nities, and it takes a responsive Federal system all working to- 
gether to achieve a secure homeland, and we recognize that the De- 
partment plays a key role in leading the Federal effort in this re- 
gard together with State and local officials. 

We are looking at all of our expenditures in the current fiscal cli- 
mate and assessing all of our risk frameworks, and we believe we 
can and will do better. 

Chairman LiEBERMAN. Thanks, Senator Voinovich. 

Secretary Lute, I do not think I heard you respond to Senator 
Voinovich’s concern about a lack of a response to his questions 
about the Visa Waiver Program. 

Ms. Lute. I apologize. Senator. Inordinate delay is unacceptable. 
I will not offer an excuse. I believe the Secretary signed earlier this 
week a response to you. 

Senator Voinovich. We have talked about this. 

Chairman LiEBERMAN. Yes, for sure. 

Senator Voinovich. You helped draft the legislation, and they 
put no money in the budget to pay for establishing a biometric air 
exit program. 

Chairman LiEBERMAN. Right. 

Senator Voinovich. And I said, well, if you do not think it is nec- 
essary — and they said they do not think it is necessary — then you 
ought to get back to us and say that we do not think it is nec- 
essary, that we are tracking this in some other fashion, and allow 
us to get rid of that provision and go back to the 10 percent rather 
than the 3 percent today. 

Chairman LiEBERMAN. Yes, this is really important. 

Senator Voinovich speaks for the whole Committee on this, so I 
look forward to seeing what the Secretary’s response is because as 
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he said, we required that the hiometric be in place before we al- 
lowed anyone to come into the program if they were over that 3 
percent, and we actually put a waiver of 10 percent into the law, 
but we have suspended that pending the coming of the biometric. 
So that is a very important letter to have answered. Thanks for 
raising it. Senator Voinovich, and thanks for your response, Ms. 
Lute. And so please do everything you can to make sure that letter 
gets to Senator Voinovich quickly. 

Senator Brown, welcome. 

OPENING STATEMENT OF SENATOR BROWN 

Senator Brown. Thank you, Mr. Chairman. It is good to be here. 
I am going to have a few questions, and I will submit a couple for 
the record because I have a couple of other hearings. I am bouncing 
back and forth, too, so thank you. 

What do you think DHS has learned from this review that will 
translate to 2013? Are there any lessons that you can share with 
us? 

Ms. Lute. Leaders have to be engaged. This is a leadership exer- 
cise, and it has to be led from the top. 

Second, the timing of the review is important. Transition years 
are difficult to manage efforts like this if you are looking for as 
comprehensive an analysis of the homeland security enterprise as 
you are. 

The third lesson that I have learned is kind of a personal lesson, 
I suppose. Homeland security is very different from national secu- 
rity where I have spent my whole career. National security is cen- 
tralized, strategic, and top-driven. Homeland security is decentral- 
ized; it is operational, and it is drive from the grass roots up. It 
is an enterprise that involves every American, every community, 
every State, territory, and tribal entity as well. So we need to have 
an inclusive process and opportunities for voices to be heard on 
these critical issues. We tried to do that in the QHSR. I would urge 
that this lesson be replicated the next time this occurs. 

Fourth, you must learn from what has gone on before you. Do 
not make the mistake of thinking that you are discovering things. 
Learn to distinguish what is new from what is new to you. Build 
on the work that has gone on thus far. Look at where the invest- 
ments have been made. Understand the rationales. Build out the 
capabilities. Be explicit in understanding what it will take to 
achieve the missions that you say are so central to the vision you 
are trying to create. In our case, we articulate a safe, secure, and 
resilient place where the American way of life can thrive. We think 
it takes five missions: Preventing terrorism, securing our borders, 
enforcing our immigration laws, ensuring our cybersecurity, and 
ensuring resilience of the American society against all hazards. 

How will we know if we have achieved those objectives? The 
QHSR lays that pathway out. And have nerves of steel because 
there will be people who will challenge you and question you. It is 
their right to do so, and the outcome will be the better and richer 
for it if you face the big league pitching of the best ideas that are 
out there. 

Senator Brown. Thank you for that response. You talked about 
leadership and grass roots. Well, I think leadership starts from the 
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top. I know I am new here, but taking so long to respond to Sen- 
ator Voinovich’s and Senator Lieberman’s pretty simple request is 
really unheard of. And the thing that I am noticing is that there 
is a disconnect sometimes between the Senate and the Administra- 
tion by not addressing very basic concerns because we are not mak- 
ing this stuff up. We usually get questions from our constituents 
who put us in office, who ultimately put people in the Administra- 
tion in office, and we need to have the answers to a lot of these 
questions. And we do not need them in months. We need them usu- 
ally in a day or two. 

And so I would encourage you and every other department in the 
Federal Government to get with it and start getting us the answers 
we need so we can respond properly. 

I also, as you may or may not know, am the Ranking Member 
on the Contracting Oversight Subcommittee, and we have had a lot 
of hearings, and I tell you that Senator Voinovich was right on the 
money. You have not used money, yet you are asking for more 
money. And we are using contractors, and we are giving them bo- 
nuses when they mess up and when they are in default, or they 
owe us money that they have owed us for years. So I do not if it 
is a question or a comment, but I would encourage you, because we 
are at $13 trillion and counting, if there is any streamlining, con- 
solidation, or eliminating of overlap that you can do in your De- 
partment to save the taxpayers some good funds, that would be 
greatly appreciated. 

Ms. Lute. Senator, I would just say that I absolutely agree with 
that. I certainly agree with that. One of the initiatives that we are 
pursuing in the Department, and have been and now are reaching 
a point where we will greatly accelerate our work, is looking at our 
whole acquisition process. Can we improve our ability to set re- 
quirements in reliable ways that allow effective contract mecha- 
nisms? Do we have the kind of program management and oversight 
for those contracts as well, again, building on work that has been 
done previously. 

So what I can tell you is that through efficiency reviews that the 
Secretary has ordered over the past 18 months, we have saved over 
$100 million, and we look forward to sharing those details shortly. 

Senator Brown. Well, the comment, can you do this, yes, you can 
do it. You can do these things. Every agency can do these things. 
I tell you, the rhetoric — we have saved $100 million here — with all 
due respect, $100 million in Washington is nothing. We are talking 
billions here. I would like to see some real savings. And can you 
do it? Yes, you should do it, and so should every other agency make 
it their No. 1 priority to start saving taxpayer dollars and putting 
them where it is effective. 

And with regard to closing borders, yes, you should jump on Ari- 
zona and get that squared away right away because until the bor- 
ders are secure in our country, how do we address all the other 
issues that flow down from that? 

I thank you, Mr. Chairman. I have other questions, but I have 
to get to the other hearing. 

Chairman LlEBERMAN. Thanks, Senator Brown, very much for 
coming by and for asking those questions, and we will enter your 
other questions in the record. 
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We will go to a second round of questions now. 

Ms. Lute, I know you have explained that the Bottom-Up Review 
includes 44 initiatives and enhancements that have heen recog- 
nized hy the Department as priorities for the next 4 years. I under- 
stand, of course, that not every worthwhile project can be included 
in the list of priorities, but there are a couple that are omitted that 
are troublesome to me, and the one that I particularly want to ask 
about is rail and transit security because the fact is it seems to me 
that the Secretary and now John Pistole coming in at TSA have 
pledged to give more attention than has been the case in the past 
to rail and transit security. So I want to ask you why rail and tran- 
sit security was not highlighted by either the QHSR or the BUR 
and what DHS plans to do to address those non-aviation forms of 
transportation, which, of course, in other countries have been at- 
tacked by terrorists and in our country in the case of Zazi were in- 
tended targets for attack? 

Ms. Lute. Mr. Chairman, we think we do identify mass transit, 
rail, and other transportation infrastructure as key, obviously, to 
the security of this country. We also highlight the vulnerability of 
these systems, recognizing that many of the systems exist in pri- 
vate sector hands. We highlight our awareness of the vulner- 
abilities of these systems to terrorist attacks. We have been and we 
will continue to work with the private sector in a concerted effort 
and also with the American public. The launching of the nation- 
wide campaign built on the New York model of “See something, say 
something” is precisely designed to enlist the extraordinary capac- 
ity of the American public as well. And so we do believe that trans- 
portation security involves far more than aviation. Aviation is a 
priority. It will be something that we are stressing. The Secretary 
has been working, as you well know, through the beginning of this 
year on a stronger international aviation security regime because 
we know that if you have access to any part of the system, you po- 
tentially have access to the entire system, and we need to work on 
that as a priority matter. 

Chairman LiEBERMAN. I appreciate that. So I take from your 
statement that rail and transit security, notwithstanding the par- 
ticulars of those 44, remains a priority for the Department. 

Ms. Lute. Absolutely. 

Chairman LiEBERMAN. Let me ask you about a couple of the 
structural changes that are called for in the Bottom-Up Review, 
which I found interesting. The first is the call for a “single coordi- 
nating entity” across the Department for counterterrorism activi- 
ties. I know that in March of this year. Secretary Napolitano des- 
ignated the Under Secretary for the National Protection and Pro- 
grams Directorate, Rand Beers, as the DHS Coordinator for 
Counterterrorism. 

I wanted to ask you just to talk a little bit about why the BUR 
and you conclude that this is necessary and how you think it will 
help the Department achieve its mission of protecting our home- 
land security. 

Ms. Lute. Thanks, Mr. Chairman. What we are trying to achieve 
in our preventing terrorism and counterterrorism agenda is an 
ability to leverage all parts of the Department as relevant for ad- 
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dressing the terrorism threat and also to leverage in turn a whole 
of government approach where necessary to do so. 

It is very clear to us that beneath the level of the Secretary and 
myself, there does need to he a coming together and an ability to 
coordinate the various activities — CBP, TSA, etc. This is something 
that the Secretary takes very seriously, I take very seriously, and 
an enormous amount of our time is spent on ensuring that this 
country is protected against another terrorist attack. 

We believe also that we need to look in a very deliberate way at 
the tools that are available to us to prevent terrorism here domesti- 
cally. We have our border tools. These are key and essential, as I 
mentioned earlier. We have law enforcement tools, not only the law 
enforcement resources that exist in our Department and the FBI 
and other parts of the Federal system, but also, importantly, the 
800,000 State and local law enforcement entities as well. We have 
intelligence and information sharing, as we previously discussed, 
and we have the American public. 

So pulling all of these things together is something that we are 
working on. The designation of a coordinator is an interim solution 
pending a final review of how best to organize the Department to 
achieve these synergies. 

Chairman LlEBERMAN. Good. Keep us posted on your work on 
that. 

The other proposal that I wanted to talk about, which I think 
makes sense and yet I also think will have some problems in being 
implemented, is the idea of realigning the various regional configu- 
rations within the components of the Department of Homeland Se- 
curity into a single Department of Homeland Security regional 
structure. So what are we talking about? DHS units have seven 
different regional structures. The Coast Guard may have one, CBP 
may have another, and FEMA may have another. 

Obviously, one of the challenges in creating a single regional sys- 
tem for the Department is that the components’ distinct organiza- 
tions may in some cases have developed particular organizational 
needs. For instance, the Coast Guard’s districts are typically fo- 
cused on the coastal United States with a single large district cov- 
ering much of the inland United States, while Customs and Border 
Protection’s regions obviously reflect the importance of the border. 

In carrying out this recommendation, how are you going to bal- 
ance these two public interests? 

Ms. Lute. You are absolutely right, Mr. Chairman. On the one 
hand, the existence of seven separate, different regional structures 
in addressing homeland security issues in the United States seems 
excessive. On the other hand, we do not believe in a simple one size 
fits all approach, unmindful of the particular needs, and you men- 
tioned the two components that are the most geographically fixed. 

Chairman LlEBERMAN. Right. 

Ms. Lute. So as we proceed forward, we would look to work 
closely with this Committee and other Members of Congress to 
achieve the kind of regional structure and approach that allows us 
to achieve the integration of homeland security efforts and mission 
accomplishment, mindful of the realities on the ground. 

Chairman LlEBERMAN. So it is probably going to be hard to have 
a single departmental regional structure. 
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Ms. Lute. It may be hard 

Chairman LlEBERMAN. Although you can certainly have less than 
seven. 

Ms. Lute. But we think certainly it is something that we need 
to look at. 

Chairman LlEBERMAN. I appreciate that. Thank you. My time is 
up. 

Senator Collins, welcome back from the Appropriations Sub- 
committee meeting. 

Senator Collins. Thank you, Mr. Chairman, and thank you for 
explaining my absence as well. 

Ms. Lute, let me start where the Chairman just left off. I do be- 
lieve that there are efficiencies and cost savings that can be 
achieved by consolidating some of the regional offices of DHS. But 
the Chairman’s point about the Coast Guard is a very important 
one. 

Obviously, there are some regional offices where the Coast 
Guard’s role is minimal, but on the coasts of this country, the 
Coast Guard is absolutely essential, and trying to shoehorn the 
Coast Guard into a broader DHS office may end up costing money 
and decreasing the effectiveness of the Coast Guard. 

Another agency, however, that you also need to take a close look 
at what you are doing in that area is FEMA. One of the lessons 
of the extensive investigation we did into the failed response to 
Hurricane Katrina was that there needed to be a regional FEMA 
presence that worked collaboratively all year round with its State, 
local, and other Federal partners and with the private sector, exer- 
cising together, planning together. As we found out during Hurri- 
cane Katrina, in the midst of a disaster is no time for people to be 
meeting each other for the first time, and yet that is exactly what 
we found. And that is why, as part of our FEMA reform bill, we 
specifically established FEMA regional offices. 

How do you see FEMA fitting into your consolidation of regional 
offices? 

Ms. Lute. Thanks, Senator. Craig Fugate and I have talked a lot 
about this because I could not agree with you more. When I was 
in the Army, we used to say that you fight like you train, and that 
is certainly true for crisis response. A crisis is no time to put to- 
gether an ad hoc organization in haste. Relationships matter and 
an understanding of capabilities matters and an understanding of 
the geography, the access, the particular needs of a community 
matters, and regions will not substitute for the State and local 
knowledge that exists, but these regions have to be important com- 
plements and points of synergy and leverage, as this Committee 
knows very well. 

I have asked CBP and Coast Guard to begin the process of look- 
ing at whether and how we could consolidate some of our regional 
structures together with FEMA. Obviously, this bears on all of the 
operating components, as well, because they all have regional 
structures. But we do believe that we can consolidate some of the 
literally thousands of facilities that DHS has across the country. 

Senator Collins. I think that is absolutely the case, and you can 
save money and actually enhance efficiency if the agencies are co- 
located in many cases. But I would caution you against assuming 
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that what works in Arizona for a regional office will work in New 
England. The needs and the roles of the various DHS agencies are 
extremely different depending on what region you are talking 
about. 

One of my frustrations with the Department and, frankly, with 
the Bottom-Up Review is that there are longstanding problems, 
which precede this Administration, that the Department still is not 
tackling and solving. And I want to give you two examples. 

At a hearing that our Committee held last month, the GAO testi- 
fied that the Department still lacks a strategic plan for the screen- 
ing of illicit nuclear and radiological materials that could come 
across our borders. The GAO first identified this necessity more 
than 7 years ago. 

Now, the QHSR does state that one of the Department’s goals is 
to “prevent the unauthorized acquisition or use” of nuclear and ra- 
diological materials along with biological and chemical weapons. 
But file Bottom-Up Review does not provide the kind of strategic 
direction that GAO identified 7 years ago and that our Committee 
has repeatedly pushed. And the lack of that plan has directly 
caused DHS to waste money, hundreds of millions of dollars, and 
to go off in one direction 1 year and another direction the other 
year. 

It disappoints me that rather than completing this plan, the Bot- 
tom-Up Review just states that DHS will “leverage the full range 
of capabilities” and “increase its leadership role.” 

Those are just buzz words. They do not substitute for the kind 
of plan for which the GAO has been calling for 7 years. 

When will DHS complete that important strategic plan? It is 
hard to think of something more pressing than making sure that 
radiological, nuclear, chemical, and biological weapons are not 
smuggled into this country. 

Ms. Lute. Senator, I agree with you. The BUR does identify as 
an initiative that we will increase efforts to detect and counter 
these dangerous weapons and dangerous materials, but how we 
will do that is the heart of your question. 

I have just convened a series of meetings on exactly this issue. 
I will chair a working group within the Department to generate a 
concrete plan for us to present — and we look forward to working 
closely with this Committee on that plan — on how the Department 
can play its role in reducing the risk of nuclear terrorism, the ter- 
rorism associated with these most dangerous weapons. 

In order to do that, we know that we must anticipate threats and 
protect against hostile use. In order to do that, we know we must 
ask: Who are the individuals seeking to acquire this? Where does 
this material exist? What are the lines of communications? What 
are the methods by which these individuals would seek to bring 
this material into this country? And what are the right strategies, 
leveraging, again, all of the resources that exist in the United 
States to protect against that? 

Senator Collins. So when will the plan be completed? 

Ms. Lute. We are in the process of working on it. Senator. I can- 
not give you a precise month, but I will go back and as a matter 
of urgency set a timeline and be in touch with you. 

Senator Collins. Thank you. 
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Chairman LlEBERMAN. Thanks very much, Senator Collins. 

Senator McCain, good morning. 

OPENING STATEMENT OF SENATOR MCCAIN 

Senator McCain. Good morning, Mr. Chairman. 

I was just looking at Appendix 1, the list of Bottom-Up Review 
initiatives and enhancements, and I must say that it is a wonderful 
and impressive list. 

For example, I guess, one is enhance the DHS workforce. That 
is a good idea. Increase analytic capability and capacity. That is a 
good idea. There are really a lot of great ideas here, I would say 
to the witness, and I would love to see some actual accomplish- 
ments that have been achieved over the last 7 years or the last 
year and a half of this Administration as to how “enhance the DHS 
workforce” has taken place. 

And I was struck by, for example, number 17, comprehensive im- 
migration reform. Now, maybe you could fill me in on what your 
agency is going to do as its initiative or enhancement of com- 
prehensive immigration reform. 

Ms. Lute. Senator, as you know, the President has made clear 
his desire to pursue comprehensive immigration reform. The Sec- 
retary has talked about it equally. The enhancements that we talk 
about 

Senator McCain. So is that an initiative or an enhancement? 

Ms. Lute. The comprehensive immigration reform is an initiative 
of the Administration. If I were to talk about the enhancement of 
the 

Senator McCain. I thought this was not an Administration ini- 
tiative. I thought this was a Bottom-Up Review of the homeland se- 
curity initiatives and enhancements. So you are just saying that is 
an overall Administration goal, so, therefore, it is your goal. Is that 
what you are saying? 

Ms. Lute. The Department discharges the responsibility for ad- 
ministering and enforcing the immigration laws of this country. 
Senator, as you well know, and this is an important feature of the 
way going forward 

Senator McCain. That is your job, to enact comprehensive immi- 
gration reform? That is your initiative? 

Ms. Lute. No. I apologize if I misspoke. What I said is we have 
the responsibility to administer 

Senator McCain. To administer. 

Ms. Lute [continuing]. And enforce the immigration laws. 

Senator McCain. But not take the initiative. 

Look, the point is that this list here is really entertaining. 
Strengthen aviation security, create an integrated departmental in- 
formation-sharing architecture. I would like to know what has been 
done in the last 7 years of these lists of initiatives and enhance- 
ments. Dismantle human smuggling organizations. There is noth- 
ing in this that anyone could argue with except that we would like 
to see some results. Apparently, the size of your organization con- 
tinues to grow, and there seems to be arguments that our border 
is “as secure as it ever was” while the terrorism and violence on 
the other side of the border continues to grow, the latest being the 
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car bombing in Juarez. And so these are enhancements and initia- 
tives. 

What I would like to see, Mr. Chairman, is what the Homeland 
Security Department has done to carry out these motherhood-and- 
apple-pie initiatives and enhancements. And for you to come before 
this Committee and say that this is a list of initiatives and en- 
hancements, I think, is laughable. And I would hope that maybe 
we would, as a Committee, demand that we know what the actual 
results are of these motherhood-and-apple-pie initiatives. 

If I were you, I would be a little embarrassed to come before this 
Committee with this kind of a list of initiatives and enhancements, 
which are, at least according to your testimony so far, that we all 
agree that we ought to do better. I have not heard yet a single con- 
crete example of what you have done to make these initiatives and 
enhancements a reality. And maybe you could supply those for the 
record. 

Ms. Lute. I would be happy to. Senator. 

Chairman LiEBERMAN. Senator McCain, as you can hear from 
statements that I made earlier, and Senator Collins did, too, the 
BUR statements are general, they are vague. Let me ask you be- 
cause it is my understanding, both from what you have implied 
here today and what the Department has said to our staff, that 
there are implementing directives to all 44 of these that are being 
circulated in the Department. Is that right? 

Ms. Lute. We are working on all of these initiatives. Senator, to 
give a concrete path forward on them, some of which, as I men- 
tioned earlier, we will prioritize for the 2012 budget submission 
when the President presents that. These are initiatives that we be- 
lieve over the quadrennial speak to areas that would be high-pri- 
ority areas of focus for us in strengthening our ability to execute 
the mission sets that we have outlined in the QHSR, which we 
think are central to achieving the vision that we have outlined. 

Chairman LiEBERMAN. There is nothing classified about those 
implementation plans. So as you get them together, I think it real- 
ly would be helpful to the Committee if you would send us copies 
of them because the state of the document now is unsatisfying be- 
cause it is unclear because of its lack of detail. 

Senator McCain. Mr. Chairman, could I also suggest that maybe 
the Department of Homeland Security should look at what the De- 
partment of Defense does on the Quadrennial Defense Review 
where there are specifics as to what initiatives need to be taken, 
what action has been taken, and what needs to be done. I have 
been around here a long time. This is one of the more remarkable 
things that I have ever seen, and, frankly, it is kind of disrespectful 
to the jurisdiction of this Committee to hand us a paper like this 
and expect that to be in any way helpful to us in our oversight re- 
sponsibilities of what is now growing to be one of the largest agen- 
cies of government. 

Chairman LiEBERMAN. The idea of the comparison to the QDR is 
an important one. Actually, Senator Collins mentioned it in her 
opening statement, and I would urge you to take a look at that and 
respond. 

Senator Collins, you missed a round, so I want to give you the 
opportunity to ask some more questions at this point. 
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Senator Collins. Thank you so much, Mr. Chairman. Most of 
them I will submit for the record so that I am not holding everyone 
up, hut there are a few that I do want to pursue. 

Ms. Lute, I mentioned my disappointment at the lack of a spe- 
cific plan for dealing with the nuclear and radiological weapons 
smuggling. But I want to give you another example of an area that 
this Committee identified first in June 2008, again in 2009, and 
again, the two reports you have provided do not have any specifics 
for correcting the problems. It is very frustrating that over and 
over this Committee has brought to the Department’s attention se- 
vere shortcomings, and yet there is no sense of urgency on the part 
of the Department. 

In this case, it has to do with the Federal Protective Service, and 
what we found is that GAO did a series of covert tests that re- 
vealed serious security vulnerabilities of Federal buildings with ex- 
plosive devices easily being smuggled into 10 Federal buildings. 
And it is now 2010, 2 years later from when these problems were 
first brought to the Department’s attention, and yet all that DHS 
says in the BUR report is that it “now proposes to undertake a 
major redesign of the Federal Protective Service.” 

It is extremely frustrating to me to have a serious problem 
brought to the attention of the Department 2 years ago and all that 
is in the BUR is a statement saying that the Department now pro- 
poses to undertake a redesign. Why are we not further along? 

Ms. Lute. Senator, I hear your frustration on the issue of why 
we are not further along. I can assure you that the Secretary and 
I and the leadership of the Department come to work every day 
with a sense of urgency about all of the missions that we have in 
homeland security. The Federal Protective Service, as you know, 
was just placed into the National Protection and Programs Direc- 
torate (NPPD), and as a consequence of that movement, of these 
reports that have come to light, and of our sense of the importance 
of the mission, the organization, the nature of the workforce, the 
training, etc., we have an obligation to present a comprehensive 
plan to bring the Federal Protective Service to the level of perform- 
ance that everyone has a right to expect. 

Senator Collins. Well, again, I want to see specific action in 
that area as well. 

Let me switch to cybersecurity, an issue that I think is of great 
priority, and I was pleased to see that it is identified as one of the 
five primary missions of DHS by your review. 

Do you agree that the Department needs new authorities and re- 
sources to perform its cybersecurity mission? 

Ms. Lute. We do think that the Department’s ability to dis- 
charge its cybersecurity mission would be enhanced by those, yes. 

Senator Collins. The Department’s budget request for the cyber- 
security division for fiscal year 2011 is $19 million less than it was 
funded for this fiscal year. Do you anticipate that the Department 
will request additional funding for cybersecurity for the fiscal year 
2012 budget so that you can fulfill this mandate? 

Ms. Lute. Without giving you a specific answer. Senator, we 
could. What we want to look at in our cybersecurity mission is pre- 
cisely how do we fill out the space that we have been given with 
respect to responsibilities for securing the dot-gov and extending 
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into the dot-com domain as well. How do we leverage the resources 
and existing capabilities across the Department? How do we work 
most effectively with the private sector in this regard? 

I mentioned earlier that doing something like the QHSR and the 
BUR takes nerves of steel. When we elevated cyhersecurity to one 
of the five key missions of Homeland Security, there was quite a 
reaction — surprise . 

Senator Collins. From whom? 

Ms. Lute. From a number of stakeholders across the country. 
Surprise — as if people had not really been thinking about it as an 
element of our homeland security. And so the simple articulation 
of the mission alone achieved a kind of effect we were hoping to 
achieve, which is to create a culture of awareness, a culture of re- 
sponsiveness and engagement on this important and critical mis- 
sion. So as we build out the Department’s capabilities in this re- 
gard, again, understanding that we are largely an operational De- 
partment, we will prioritize what our requirements are in the 2012 
budget. 

Senator Collins. And, finally, I know that the Chairman 
brought up concerns about the Intelligence and Analysis Office’s re- 
liance on contractors. I want to talk about another issue with that 
office. A very important function of that office is to share informa- 
tion with State and local officials and first responders. 

As you may be aware, the Appropriations Committee put a rider 
on the office that fences in some of the spending and, more trou- 
bling to me, attempts to limit what the office can do by saying that 
it should only produce reports that are unique — I am overstating 
it slightly, but it constrains the ability of the office to serve its cus- 
tomers because it says if there is any duplication, someone else 
should do it. 

Have you looked at that language? 

Ms. Lute. I have. Senator. 

Senator Collins. And do you have concerns about it? 

Ms. Lute. I do have concerns. Senator. The value proposition of 
our I&A office is to equip the homeland security enterprise with 
the information and intelligence it needs throughout the whole en- 
terprise, including State and local officials, and that important, as 
the Chairman mentioned earlier, two-way sharing of information is 
so essential to the discharge of our missions. 

Senator Collins. I would strongly encourage you and the Sec- 
retary to put your concerns in writing to Senators Dianne Feinstein 
and Christopher Bond, who initiated the proposal. Unfortunately, 
it was not cleared with our Committee, but we are going to work 
with the sponsors and with other members of the Appropriations 
Committee to try to clarify it. It would be helpful for us to have 
a letter from you expressing the concerns and for the appropriators 
to have it as well. And as someone who sits on both committees, 
as does Senator Voinovich, I think you can be assured that we 
would attempt to try to resolve these issues. 

Ms. Lute. Thank you. 

Senator Collins. I will speak for myself actually on that, but I 
know the Chairman and I have discussed it. 

Ms. Lute. Thank you. 

Senator Collins. Thank you. Thank you, Mr. Chairman. 
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Chairman LiEBERMAN. Well, as usual, you can speak for me, too. 
I agree. It was actually a misunderstanding between me and one 
of the members of the Appropriations Committee, and I believe it 
was reflected at the Appropriations Committee markup that I sup- 
ported this amendment, which I did not. And I am worried that it 
actually conflicts with existing law in terms of the authorities of 
the intelligence section of the Department of Homeland Security 
and will inhibit the capacity of the Office of Intelligence and Anal- 
ysis at DHS to be of help to the Secretary, you, the other compo- 
nents of the Department, and most critically, as we have talked 
about. State and local law enforcement officials around the country. 

So I think I am going to work with Senator Collins and our col- 
leagues on the Committee on this, but I want to second her request 
that the Secretary and you send a letter to the appropriators to let 
them know that this is not a good move on their part. 

Ms. Lute. Thank you. 

Senator Collins. Thank you, Mr. Chairman. 

Chairman LiEBERMAN. Thank you. Senator Collins. 

I think we have cross-examined you enough generally within the 
Geneva Convention. I think we have not gone beyond those rules. 
Thanks for your effort on this. I think you have done a lot of con- 
structive work, but on the BUR, the take-away is we really need 
more details. I think you are heading in a good direction, but it is 
hard for us to really judge until we see those implementing plans. 

I gather that the third part of this three-part approach to the 
look forward is the details that will come with the fiscal year 2012 
budget, right? 

Ms. Lute. Yes. 

Chairman LiEBERMAN. And that is where you hope to show us 
how you are going to implement it. 

Ms. Lute. Exactly, Mr. Chairman. As I mentioned earlier, one of 
the lessons learned is that the timing of a QHSR exercise, like such 
as was envisaged, is important. And we are conforming to the 
budget submission process, and then that is, as we have spoken 
about over 18 months, the third part of the exercise. 

Chairman LiEBERMAN. I really want to ask that as you make 
more specific the implementation plans for these 44 initiatives and 
enhancements, you send copies to Senator Collins and me, and we 
will circulate them to the Committee, so that we will not have to 
wait until the budget is submitted next year to understand how 
you are going forward with some of these. 

Ms. Lute. We look forward to working very closely with both of 
you and with the Committee. 

Chairman LiEBERMAN. Thank you. 

The record of the hearing will stay open for 15 days for addi- 
tional statements and questions. With that, I thank you, Ms. Lute, 
and adjourn the hearing. 

Ms. Lute. Thank you. 

[Whereupon, at 11:35 a.m., the Committee was adjourned.] 
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Opening Statement of 
Chairman Joseph 1. Lieberman 

^'Charting a Path Forward: The Homeland Security Department’s Quadrennial Homeland 
Security Review and Bottom Up Review” 

July 21, 2010 


The hearing will come to order. Good morning and welcome to the Deputy Secretary of 
the Department of Homeland Security, Jane Holl Lute. In the 9/1 1 Recommendations Act of 
2007, Congress mandated that the Department of Homeland Security carry out a Quadrennial 
Homeland Security Review^, a QHSR, as a way to develop and update strategies for homeland 
security within the federal government and ensure that the Department’s programs and activities 
were aligned with that homeland security strategy. 

The Act required that the annual QHSR be provided to Congress by the end of 2009. 

T he QHSR was modeled on the Quadrennial Defense Review (QDR) that was put in 
place in the 1990s to ensure that the leaders of the United States military would focus on 
emerging national security threats, that to some extent the requirement to do the QDR would 
force them to look above the pressing events of the day, over the horizon to the challenges that 
were ahead and then to present to Congress and the public the strategies and resources to counter 
them. 


The QHSR, which was completed in early February, and the follow-on Bottom Up 
Review - or BUR - which was completed and issued just a few w'eeks ago are meant to serve the 
same purpose for homeland security. They have the potential to he the catalyst for ongoing 
transformation and improvement of the Department, as well as across our entire homeland 
security community outside of the Department. In that sense we're very fortunate to have 
Secretary Lute with us because I know that you oversaw these two reports. 

This morning we want to hear about the results of this process, including the impact that 
it is having on strategic planning more broadly within the Department and at other homeland 
security agencies. 

I’d like to hear about the steps that will be taken to implement the initiatives described in 
the report - including how it will impact the Department’s budget priorities in future years and 
how the Department intends to work with Congress on initiatives that may require statutory 
changes. 

Forty-four initiatives arc described in the BUR report, the Bottom Up Review, in areas 
such as information-sharing, management integration, DHS regional alignment, and the 
organizational framework for cybersecurity. In fact, cybersecuritv — in a noteworthy change — 
has now made its way into the top five mission areas of the Department of Homeland Security 
and 1 applaud that placement because that’s exactly where I think it belongs, 
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The BUR is also a broad narrative of the Department’s key missions, too broad at least in 
its first iteration and various of its parts, and its goals for improving those missions, which 
sometime in the reports were too vague to me as I read them. I hope. Madam Secretary, that 
you’ll be able to develop those in some more detail today. 

When Congress created the Department of Homeland Security out of 22 different federal 
agencies in 2002, we knew it would take time for it to mature into a cohesive agency that could 
focus its many parts on its two main missions - take the lead in our nation’s fight against the 
Islamist terrorists who attacked us on 9/1 1 and then be able to respond better to natural disasters. 
And overall as I’ve said here many times, the Department has done very well at achieving those 
missions, but it still has a way to go as we all acknowledge. 

The QHSR and the BUR are important steps on the path to achieving that goal and I have 
questions that I’m going to ask about that. 

1 do want to say that we hold this hearing against the backdrop of a series of articles 
that’s been in “The Washington Post” called “Top Secret America” that examines the new' 
institutions and programs created after 9-11, particularly focused on intelligence, but also 
including the Department of Homeland Security. So it makes this oversight of the QHSR and 
the BUR particularly timely. 

The Post series has raised important questions about the big changes in our government 
since 9/11. 

For instance: Is too much of our war against the terrorists who attacked us on 9/1 1 being 
out-sourced to private contractors? That’s a big question raised by the Post series and one that 
has been a concern of this Committee for some significant period of time. 

Going back to October of 2007, we held a hearing hearing on the Department’s reliance 
on contractors. At that hearing, the GAO presented the results of a review that they conducted at 
the request of Senator Collins and myself. We’ve consistently pressed the Department on this 
issue in the context of oversight of specific programs, such as SBInet and cybersecurity for 
example, where there continue to be a number of private contractors involved. The former 
Under Secretary for Management Elaine Duke I think tried to dig into this issue towards the end 
of the last administration, but didn’t get very far and I’m not sure there was support from people 
above her. 

I am pleased to say that it does seem to me that a review of the contractor workforce is 
underway now' under Secretary Napolitano and Deputy Secretary Lute, At a briefing in 
December, we heard for the first time that DHS is trying to quantify the number of contract 
employees. The numbers that we’ve receieved are really quite remarkable. At an oversight 
hearing on this question a while ago, 1 was shocked to hear the number 200,000 contract 
employees working for the Department of Homeland Security, as compared to 1 88,000 full-time 
civilian employees. 

After the hearing, Senator Collins and I wrote to Secretary Napolitano to ask for a more 
detailed breakdown on the contractor work force so we could determine whether those contract 
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employees were doing inherently governmental work, in violation of the law. It’s hard to 
imagine with so many of them that some of them were not and I think we’ve got to face that and 
deal with it so that the reality comes into performance with the law. 

While we have been assured repeatedly by the department that a review is underway, we 
still as of this morning don’t have a timetable for when that review will be complete or a specific 
breakdown at the program level of the current full-time employee to private contractor ratios. 

I hope, Secretary Lute, that you’ll be able to help us answer some of these questions 
today, and if not today then as soon as possible. While, in my opinion, a lot of the growth of the 
homeland security and intelligence community of the U.S. government after 9/1 1 was necessary 
and 1 don’t know if the series in the Post intends to say that the system is out of control, I don’t 
find from my inquiry that it’s out of control, both because of the mission of the Department and 
also because of the creation of the Director of National Intelligence doing the same. 

But there’s been a lot of growth, it happened quickly and it’s part of why we’ve been 
relatively fortunate since 9/11, thank god, and thanks to all the people who have helped us do 
that, that we have not been hit again with anything like 9/1 1 . But the facts in the Post series, and 
all that we’ve been working on over the past three years here in the Committee, say that we can’t 
just let the machine operate without control from the executive branch and oversight from the 
legislative branch so that we make sure that we’re spending taxpayer dollars in a cost-effective 
way. 


I look forward to discussing this and all the other topics that the QHSR and BUR raise 
with you this morning, I appreciate you being here. 
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Opening Statement of 
Senator Susan M. Collins 

“Charting a Path Forward: The Homeland Secmity Department's 
Quadrennial Homeland Security Review and Bottom-Up Review” 
July 21, 2010 


Thank you, Mr. Chairman, for holding this hearing on the need to 
establish clear priorities for the Department of Homeland Security, the federal 
entity created to help protect our country from terrorism and other threats. As 
has been stated many times, if you try to protect everything, you end up 
protecting nothing. So, it is incumbent upon the Department - particularly 
when budgets are tight - to set detailed priorities to Improve the preparedness 
and security of our nation. 

The Department’s Quadrennial Homeland Security Review (QHSR) was a 
good first attempt to outline strategic homeland security missions and goals. 

Yet, the Department acknowledged that the QHSR was incomplete, so it 
conducted a follow-on review. This assessment, known as the “Bottom-Up 
Review” (BUR) was intended to set priorities for security initiatives and 
reorganization at the Department. 

While 1 appreciate the Department’s effort to undertake such a 
comprehensive analysis, the results are disappointing. Indeed, the two reviews 
simply don’t compare to the level of planning and analysis that goes into the 
Quadrennial Defense Review and supporting documents. 

For example, in the QDR and the Navy’s shipbuilding plan, the 
Department of Defense outlines specific measurable goals - such as a 3 1 3-ship 
Navy. The 30-year shipbuilding plan includes a force structure, construction 
plan, funding assumptions, and specific articulation of risk inherent in the 
force projections. 

By comparison, the QHSR and BUR amoimt essentially to high-level 
strategy documents that provide little in the way of concrete goals or the 
actions needed to achieve them. 

For example, the reviews set some DHS goals to eliminate unnecessary 
duplication, to decrease operational inefficiencies, and to promote cyber 
security. But, without specific, measurable plans, how does Congress hold the 
Department accountable for meeting these goals? 
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In these documents, the Department highlights the critical need to 
address the threat of a cyber attack and indeed lists cyber security as one of its 
five strategic “pillars." Nevertheless, the President’s budget request for fiscal 
year 201 1 cut the Department’s cybersecurity budget by $19 million. How can 
the Department shoulder even the general responsibilities of an entire “pillar” 
while cutting the associated budget? The documents do not explain this 
contradiction, nor outline how the Department plans to do more with less. 

As co-author with the Chairman and Senator Carper of comprehensive 
and bipartisan cyber security legislation, I am disappointed that these reviews 
do not identify the authorities and resources that DHS will need to enhance its 
cyber security capabilities. The legislation this Committee approved last month 
would fill that gap. 

The BUR also fails to provide any specificity on how the Department will 
reduce its overreliance on contractors. 1 have raised this concern with the 
Secretary repeatedly. A recent Washington Post investigation revealed that “six 
out of 10 employees” at the DHS Office of Intelligence and Analysis are from 
private industry. This is on top of the revelation that an astonishing 50 percent 
of the DHS workforce are contractors. This is unacceptable. 

While contractors play an Important role in augmenting the federal 
workforce, they cannot displace it. But what does the DHS report say? Simply 
that “DHS will continue to build on [contractor conversion] efforts at an even 
more aggressive pace . . . .” That is not a plan; it’s a platitude. 

Like a compass, the QHSR should aid the Department in aligning its 
budget requests with homeland security priorities. And, in turn, these 
priorities would help Congress evaluate the President’s budget requests against 
measurable goals. 

The reviews that the Department has presented to Congress accomplish 
none of these tasks - they do not include a budget plan for the Department nor 
assess how the organizational structure can better meet the national homeland 
security strategy. 

The QHSR also slights the strategic threat posed by violent Islamist 
extremists by refusing to call that real and present danger what it is. This is 
ironic considering that the introduction to the QHSR discusses the Christmas 
Day attack - an attack conducted by a violent Islamist extremist. 

The Review does not reference “violent Islamist extremism” or any 
variation of that phrase in the entirety of its 108 pages. And it refers to 
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“homegrown extremists” only once. That is astonishing given the alarming 
increase in the number of homegrown terrorist plots last year. In sharp 
contrast, the October 2007 National Strategy for Homeland Security uses the 
word “Islamic” 1 5 times and the word “homegrown” eight times. 

The BUR fails to describe how the Department will confront the threat of 
home-based terrorism. If DHS does not acknowledge the nature of the threat or 
explain how the Department intends to coimter it, Congress and the American 
people cannot judge how the Department's counterterrorism efforts are 
reflected in its budget and priorities. 

I look forward to hearing from the Department’s Deputy Secretary about 
how more concrete and actionable plans will be developed. Such planning is 
necessary to improve the efficiency of Department operations and to build 
sensible budget plans. Only then will the time and effort spent on these 
reviews pay dividends in the form of a usable roadmap to better protect the 
American people. 
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Good morning Chairman Lieberman, Ranking Member Collins, and members of the committee. 

It is my distinct honor to appear before you today to discuss the Quadrennial Homeland Security 
Review (QHSR) and Bottom-Up Review (BUR), and in particular how the Department of 
Homeland Security (DHS) plans to implement the initiatives set forth in these two efforts; how 
they will improve the performance of DHS and enhance the nation’s homeland security; and 
lessons learned that can inform the next QHSR. 

As you know, the submission of the QHSR Report to Congress on February 1 , 20 1 0 marked an 
important first step in a multi-step process to examine and address fundamental issues that 
concern homeland security. The QHSR Report described the Nation’s homeland security 
interests, identified the critical homeland security missions, and defined a strategic approach to 
those missions by laying out the principal goals, essential objectives, and key strategic outcomes 
necessary for that approach to succeed. 

The bottom-up review (BUR) was initiated in November 2009 as an immediate follow-on and 
complement to the congressionally mandated QHSR with the aim to align the Department’s 
programmatic activities and organizational structure with the broader mission sets and goal 
identified in the QHSR. The BUR Report reflects that endeavor and represents an intermediate 
step between the QHSR Report and the DHS FY 2012-2016 Future Years Homeland Security 
Program (FYHSP), which will propose specific programmatic adjustments based on the QHSR 
strategic framework. Together, these three elements — the QHSR, the BUR, and the DHS FY 
2012-2016 FYHSP — will address the primary legislative requirements set forth in Section 707 of 
the Homeland Security Act. 

The QHSR 

The QHSR resulted in a new strategic framework and a positive, forward-looking vision for 
homeland security: A homeland that is safe, secure, and resilient against terrorism and other 
hazards where American interests, aspirations, and way of life can thrive. The QHSR strategic 
framework grounds homeland security in five missions and their associated goals and objectives, 
informed by a new conception of homeland security that places emphasis on: (1) the homeland 
security enterprise; (2) a more comprehensive and complete understanding of homeland security 
threats; and (3) the need to achieve balance across efforts related to Security, Resilience, and 
Customs and Exchange. 
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The QHSR outlined this strategic framework to guide the activities of the members of the 
homeland security enterprise toward a common end. 

The BUR 


The BUR is the second major step of a three-step process that began with the QHSR and will 
culminate in the President’s Fiscal Year 2012 budget request and the accompanying Fiscal Year 
2012-2016 FYHSP. The BUR provided a DHS-specific review of the Department’s 
responsibilities and authorities within each homeland security mission set forth in the QHSR, and 
the programs and activities required to effectively execute the Department’s responsibilities 
within those missions. As required by the QHSR statute, the BUR included an assessment of the 
organizational alignment of the Department with the homeland security missions — including the 
Department’s organizational structure, management systems, procurement systems, and physical 
and technical infrastructure — and a review and assessment of the effectiveness of the 
mechanisms of the Department for turning the requirements developed in the QHSR into an 
acquisition strategy and expenditure plan for the Department. 

The BUR had four specific aims: 

(1) To gauge how well current activities and departmental organization align with mission 
priorities and goals as outlined in the QHSR; 
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(2) To identify ways to achieve better programmatic and budgetary alignment across the 
entire department; 

(3) To identify areas for enhanced mission performance; and 

(4) To prioritize initiatives to strengthen existing programs and organization, address 
shortfalls, and establish a foundation for innovation and advancement. 

While the robust portfolio of DHS’s component agencies could not be completely represented in 
a 40-page report, the BUR Report discusses the Department's core role in each of the homeland 
security missions, considers the additional statutory responsibilities of DHS component agencies, 
and outlines enhancements and initiatives that address three principal areas of emphasis: 

• Strengthening and Maturing DHS — There is a need to strengthen the Department’s 
ability to execute its mission responsibilities, run itself, and account for the resources that 
have been entrusted to it. 

• Enhancing Partner Capability and Capacity — Responsibilities for homeland security 
extend beyond DHS and indeed, beyond the Federal government. For that reason, there 
is a need to strengthen the ability of partners in the homeland security enterprise — in 
particular, State, local, tribal, and territorial governments, and the private sector — to 
execute important aspects of core homeland security mission activities. 

• Deepening International Engagement — Security of our homeland begins far from our 
shores, We must work with key international partners to improve the critical partnerships 
and activities that affect the homeland security mission space, consistent with the broad 
range of U.S. Government international priorities and in consultation and coordination 
with the Department of State and the U.S. Chiefs of Mission stationed in foreign 
countries. 

The BUR Process 


Beginning in November 2009, each DHS directorate, component, and office subdivided its 
programs into activities, and categorized those activities as mission activities, mission support 
activities, or business support activities. Each mission activity was then given a primary 
mapping to one of the five homeland security missions articulated in the QHSR Report, as well 
as to one of the six functional capability portfolios set forth in the Homeland Security Enterprise 
Architecture. ' 

The activities inventory resulted in a comprehensive catalogue of DHS activities across the 
homeland security missions. The three basic aims of the activities inventory were to: (a) increase 
comparability within and across Components; (b) improve measurement of mission outcomes 
and the contribution of particular programs to those outcomes; and (c) attain better cost 


' The six ftinctional capability portfolios in the Homeland Security Enterprise Architecture are Screening, Securing, 
Law Enforcement, Domain Awareness. Benefits Administration, and Incident Management. These mappings were 
done to facilitate functional capability portfolio reviews that are being conducted separately from the BUR. 
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estimating of missions, programs, and activities. The activities alignment allowed DHS 
leadership to view the full panoply of DHS activities within each mission, in order to enhance 
the accomplishment of the mission priorities identified in the QHSR through alignment and 
prioritization of DHS programs and resources. 

As the activities inventory progressed. Department leadership began identifying policy, 
legislative, and organizational implications arising out of the QHSR mission goals and objectives 
and the activities inventory. 1 personally held several meetings with the leadership of the 
Department’s directorates and operating components, as well as key offices, to discuss priority 
initiatives and enhancements in each of the five homeland security missions, as well as in the 
categories of Improving Department Management and increasing Accountability, Those 
meetings resulted in an initial list of over 300 potential initiatives and enhancements. Through 
further discussion and analysis, that list was reduced to the 44 initiatives and enhancements that 
are described in the BUR Report. 

BUR Results 


The BUR resulted in priorities across three main categories: (1) Enhancing Mission 
Performance; (2) Improving Department Management; and (3) Increasing Accountability. It 
should be noted that these are four-year priorities', DHS will not accomplish all 44 of the 
initiatives and enhancements in Fiscal Year 2012. Instead, DHS will begin work on the highest- 
priority initiatives now, propose the initiation of others in the President’s Fiscal Year 2012 
budget proposal, and accomplish others through the Fiscal Year 2012-201 6 time frame of the 
FYHSP. 

Enhancing Mission Performance 

Mission 1: Preventing Terrorism and Enhancing Security 

Protecting the United States and its people from terrorism is the cornerstone of homeland 
security. DHS shares leadership roles and responsibilities in the U.S. government’s efforts to 
prevent terrorist attacks with several Federal departments and agencies. DHS’s responsibilities 
focus on three goals: preventing terrorist attacks; preventing the unauthorized acquisition, 
importation, movement, or use of chemical, biological, radiological, and nuclear (CBRN) 
materials and capabilities within the United States; and reducing the vulnerability of critical 
infrastructure, key leadership, and events to terrorist attacks and other hazards. To improve 
performance in this mission area, the Department will: 

• Strengthen counterterrorism coordination across DHS; 

• Strengthen aviation security by bolstering the international aviation security system, 
improving security processes and technologies, and encouraging partnerships with 
industry; 

• Create an integrated Departmental information sharing architecture and link that 
architecture to interagency efforts to prevent terrorism while protecting privacy, civil 
rights and civil liberties; 
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• Deliver infrastructure protection and resilience capabilities to the field, in conjunction 
with efforts to “design in” greater resilience in critical infrastructure; 

• Set national performance standards for identification verification; 

• Increase efforts to detect and counter nuclear and biological weapons and dangerous 
materials; 

• Standardize and institutionalize the National Fusion Center Network; 

• Promote safeguards for access to secure areas in critical facilities, including through 
increased risk-informed screening and recurrent vetting; 

• Establish DUS as a center for excellence for canine training and deployment; and 

• Redesign the Federal Protective Service to better match mission requirements. 

Mission 2: Securing and Managing Our Borders 


DHS is responsible for secure, well-managed borders that not only protect the United States 
against threats from abroad, but also expedite the safe flow of lawful travel and commerce. 
Achieving this outcome rests on three interrelated goals: effectively securing U.S. air, land, and 
sea borders; safeguarding lawful trade and travel; and disrupting and dismantling transnational 
criminal and terrorist organizations. To strengthen efforts to achieve these goals, the Department 
will: 


• Expand joint operations and intelligence capabilities, including enhanced domain 
awareness; 

• Enhance the security of the global trade and travel systems responsible for the secure 
movement of people and goods, including enhanced container and maritime security and 
prioritization of immigration and customs investigations relating to global trade and 
travel systems; 

• Strengthen and expand DHS-related security assistance internationally (e.g. border 
integrity and customs enforcement security assistance) consistent with U.S, government 
security and foreign assistance objectives in consultation and coordination with the 
Departments of State and Defense; and 

• Work closely with the governments of Canada and Mexico to enhance North American 
security. 

Mission 3: Enforcing and Administering Our Immigration Laws 

Smart and effective enforcement and administration of our immigration laws allows the 
government to facilitate lawful immigration while identifying and removing those who violate 
our laws. To support this mission area, DHS will: 
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• Pursue comprehensive immigration reform; 

• Strengthen and improve the Department’s immigration services process; 

• Prioritize national security and fraud detection vetting in immigration services processes; 

• Target egregious employers who knowingly exploit illegal workers; 

• Dismantle human smuggling organizations through concerted law enforcement activity; 

• Improve the detention and removal process by increasing non-investigatory law 
enforcement staffing and expanding Secure Communities and the Criminal Alien 
Program; 

• Work with new Americans so that they fully transition to the rights and responsibilities of 
citizenship; and 

• Build and maintain a model immigration detention system. 

Mission 4: Safeguarding and Securing Cyberspace 

Cyber infrastructure forms the backbone of the Nation’s economy and connects every aspect of 
our way of life. While the cyber environment offers the potential for rapid technological 
advancement and economic growth, a range of malicious actors may seek to exploit cyberspace 
for dangerous or harmful purposes, disrupt communications or other services, and attack the 
Nation’s infrastructure through cyber means. By statute and Presidential directive, DHS has the 
lead for the Federal government to secure civilian government computer systems, works with 
industry to defend privately-owned and operated critical infrastructure, and works with State, 
local, tribal and territorial governments to secure their information systems. In pursuing these 
initiatives and enhancements to strengthen the Department’s capabilities in cybersecurity, DHS 
will: 

• Better integrate and focus DHS cybersccurity and infrastructure resilience operations; 

• Strengthen DHS’s ability to protect cyber networks; 

• Increase predictive, investigative, and forensic capabilities for cyber intrusions and 
attacks; and 

• Promote cybersecurity public awareness through the cyber awareness program and the 
planned implementation of a national public awareness and education campaign. 

Mission 5: Ensuring Resilience to Disasters 

Ensuring domestic resilience to disasters is grounded in the four fundamental elements of 
emergency management: mitigating hazards, increasing our Nation’s preparedness, effectively 
responding to emergencies, and supporting community recovery. During domestic disasters, the 
Department’s role, largely executed through the Federal Emergency Management Agency 
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(FEMA), is principally one of coordinator, working closely with our State, local, regional, tribal, 
and territorial partners, as well as nongovernmental organizations and the private sector, to 
enhance preparedness, build and sustain capabilities, and act as an aggregator of resources from 
across the Federal government. DHS, through FEMA, also has specific direct responsibililie.s, 
including disaster preparedness, response, recovery, and mitigation, including field coordination, 
disaster logistics, individual and public assistance programs, as well as national continuity 
programs. DHS maintains a significant first responder capability for disasters in the maritime 
domain through the U.S. Coast Guard (USCG), and also ensures the resilience of critical 
infrastructure to disasters through the National Protection and Programs Directorate. In order to 
strengthen mission performance, DHS will: 

• Enhance catastrophic disaster preparedness through shared objectives and capability 
standards at the Federal, State, local, regional, tribal, territorial, nongovernmental, and 
private sector level, developed in close collaboration with all partners and based on 
planning assumptions that address risk-based worst case scenarios (maximums of 
maximums); 

• Improve the capabilities of DHS to lead in emergency management through a new 
strategic approach to developing FEMA’s workforce, creating an emergency 
management career path, and harmonizing emergency responder training across DHS; 

• Explore opportunities with the private sector to “design-in" greater resilience for critical 
infrastructure; and 

• Make individual and family preparedness and critical facility resilience inherent in 
community preparedness. 

Complementary Department Responsibilities and Hybrid Capabilities 

DHS also performs a number of services and functions that are complementary to its homeland 
security mission responsibilities, including marine safety, stewardship, and environmental 
protection, and certain categories of law enforcement activities. These services and functions are 
typically performed with hybrid capabilities — assets and resources capable of performing 
multiple missions — which are a hallmark of homeland security. For example, the same assets 
and personnel that patrol our borders, enforce our immigration laws, and respond to major oil 
spills also enforce safety regulations, assist travelers, and safeguard natural resources. These 
complementary activities are critical to fulfilling other national interests and are often 
intertwined with and mutually supporting of homeland security activities. 

Improving Department Management 

The integration of 22 different Federal departments and agencies into a unified, integrated 
Department of Homeland Security continues to represent a significant public policy and 
management challenge. Over the course of its brief histoiy, DHS has evolved to its current 
structure, which includes seven operating components, four headquarters directorates, and over 
15 additional supporting offices, many of which combine responsibilities for policy, 
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management, operations, acquisition, external affairs, and research and development. In order to 
improve department management, DHS proposes to: 

• Seek restoration of the Secretary’s reorganizational authority for DHS headquarters to 
address new threats and realize greater efficiencies; 

• Realign component regional configurations into a single DHS regional structure; 

• Improve cross-Departmental management, policy, and functional integration; 

• Strengthen DHS internal counterintelligence capabilities and internal intelligence sharing 
and distribution; 

• Enhance the Department’s risk management capability; 

• Invest in the DHS workforce and improve retention and morale by strengthening 
employee health and wellness and other human resources programs; 

• Strengthen coordination within DHS through cross-Departmental training and career 
paths; 

• Increase diversity in the DHS workforce, especially at senior levels; and 

• Balance the DHS workforce by ensuring strong federal control of all DHS work and 
reducing reliance on contractors as needed to enhance competency and meet long-term 
mission requirements. 

Increasing Accountability 

To enhance mission performance and improve Departmental management, DHS must increase 
accountability across the organization. While accountability cuts across all aspects of the 
organization’s operations, our initial focus will be to maximize the performance and resource 
data we collect to support strategic and risk-informed decision-making. The initiatives described 
below are intended to improve the effectiveness of the Department in turning the requirements 
developed in the QHSR into an acquisition strategy and expenditure plan. DHS proposes to: 

• Increase its analytic capability and capacity by enhancing strategic planning, resource 
allocation, risk analysis, net assessment, modeling capabilities, statistical analysis, and 
data collection; 

• Improve performance measurement and accountability by increasing the quality of the 
Department’s performance measures and linking those measures to the mission outcomes 
articulated in the QHSR Report; and 

• Strengthen acquisition oversight by strengthening the Department’s independent cost 
estimation capability. 
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Imnlenienting the BUR and the Path Forward 

BUR implementation began on April 19 with the submission of resource allocation plans by 
DHS directorates, components, and offices. The resource allocation plan submission process 
was restructured to show resources in a common set of expenditure categories according to the 
activities identified in the BUR. By collecting the data in this way, DHS has been able to 
systematically look at costs associated with salaries (people), expenses, investments (planning, 
acquisition, and maintenance), research and development, and assistance payments (grants) 
across components, which DHS has never been able to do before. From this, DHS directorates, 
components, and offices were able to construct a more unified FYHSP program structure based 
on the activities. That programmatic structure facilitates much easier evaluation of resource 
prioritization and a clearer understanding of the alignment of program outcomes with the overall 
mission goals and objectives set forth in the QHSR Report. DHS is currently evaluating the 
resource allocation plans through its Program Review Board, and the final decisions on the 
resource allocation plans will ultimately be set forth in the President’s Fiscal Year 2012 budget 
proposal and the accompanying Fiscal Year 2012-2016 FYHSP. 

In addition, each of the 44 initiatives and enhancements set forth in the BUR Report have been 
assigned to a DHS directorate, component, or office, to lead Department-wide efforts to 
implement the initiative. Some of the initiatives will require programmatic or budgetary activity, 
and the Administration’s proposals for those initiatives will be included in the President's Fiscal 
Year 2012 budget proposal and the accompanying Fiscal Year 2012-2016 FYHSP. Other 
initiatives involve policy, legislative, and organizational activities. DHS will evaluate policy 
alternatives and change policy as appropriate, and those legislative and organizational proposals 
for Fiscal Year 2012 will be proposed either within the President’s Fiscal Year 2012 budget 
proposal and the accompanying Fiscal Year 2012-2016 FYHSP or another venue as appropriate. 

DHS will also undertake, in coordination with appropriate interagency partners, additional 
efforts in support of the QHSR, including the development of requirements for intelligence, 
science and technology, support to civil authorities, and other elements described in the QHSR 
and BUR reports. 

Lessons Learned 


As we look toward the next QHSR, I would like to share with you a few lessons learned. First, 
future QHSRs should not be conducted in transition years. Senior leadership engagement and 
support is critical to any planning process of this scale, and the timeline of the transition process 
creates significant challenges in the critically important conceptualization and launch phases of a 
review. Based on the foundation set by the 2009 QHSR, the next QHSR will involve significant 
analytics during both the prcparatoiy' and early phases of the review, which must be conducted 
with full buy-in and awareness of senior leadership. 

In addition, the other major quadrennial reviews, including the Quadrennial Defense Review and 
Quadrennial Diplomacy and Development Review, among others, must be synchronized. 
Today’s security environment demands whole of government solutions and flexible and 
adaptable policy responses to difficult challenges. Quadrennial reviews offer an important 
opportunity to pause and ensure the strategy is right and the organization is aligned. We must 
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find ways to do this in a way that meaningfully leverages the knowledge of each relevant 
department and agency, as well as stakeholders beyond the federal government. 

Lastly, though the QHSR succeeded in breaking down bureaucratic and other barriers to large- 
scale engagement with the public, there is still more we can do. The technology and the tools are 
there for government to significantly enhance representative policymaking and we must facilitate 
the use of such tools across the governmenl. 

Conclusion 

Thank you again for the opportunity to speak with you today about implementation of the QHSR 
and DHS Bottom-Up Review, and lessons learned for the future, 1 look forward to your 
questions. 


10 


VerDate Nov 24 2008 


10:1 4 Nov 08, 2011 Jkt 58402 PO 00000 Frm 000047 Fmt 06601 Sfmt 06E 


P:\DOCS\58402.TXT SAFFAIRS PsN: PAT 



44 


Post-Hearing Questions for the Record 
Submitted to the Honorable Jane Holl Lute 
From Senator Joseph 1. Licberman 

“Charting a Path Forward: The Homeland Security Department’s Quadrennial 
Homeland Security Review and Bottom-Up Review’’ 

July 21,2010 


Question#: 

1 

Topic: 

NHSS 

Hearing: 

Charting a Path Forward: The Homeland Security Department's Quadrennial 

Homeland Security Review and Bottom-Up Review 

Primary: 

The Honorable Joseph 1. Lieberman 

Committee: 

HOMELAND SECURITY (SENATE) 


Question: The provision of law mandating the QHSR required that the review should 
“delineate and update, as appropriate, the national homeland security strategy...” Does 
the QHSR report replace the National Strategy for Homeland Security issued by 
President Bush in October 2007, or is the QHSR a complementary document to it? 

Response: The QHSR Report is currently the prevailing source of strategic guidance for 
homeland security. It establishes a mission-based strategic framework for homeland 
security based on five missions: Preventing Terrorism and Enhancing Security; Securing 
and Managing our Borders; Enforcing and Administering our Immigration Laws; 
Safeguarding and Securing Cyberspace; and Ensuring Resilience to Disasters. These five 
missions are the priority, critical homeland security missions of the Nation. 

QHSR differs from previous strategy in four primary ways: 

1 . Outlines a comprehensive mission framework that captures the universe of 
homeland security activities in a rational and clearly understandable construct, 

2. Incorporates critical homeland security mission activities that w'ere not explicitly 
identified as part of homeland security in previous strategies — namely, 
immigration enforcement and administration; cybersccurity; and emergency 
management. 

3. Broadens the understanding of homeland security threats and hazards to 
specifically include high-consequence weapons of mass destruction, Al-Qaeda 
and global violent extremism, mass cyber attacks, intrusions, and disruptions, 
pandemics and natural disasters, and illegal trafficking and related transnational 
crime; and 

4. Shifts emphasis away from “Prevent, Protect, Respond, and Recover” as the 
primary strategic architecture towards the concepts of “Security, Resilience, and 
Customs and Exchange” upon which the foundations of homeland security rest. 
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Question#: 

2 

Topic: 

recommendations 

Hearing: 

Charting a Path Forward: The Homeland Security Depanmenl's Quadrennial 


Homeland Security Review and Bottorn-Up Review 

Primary: 

The Honorable Joseph 1. Lieberman 

Committee: 

HOMELAND SECURITY (SENATE) 


Question: The Quadrennial Homeland Security Review was mandated by Section 2401 
of the Implementing the Recommendations of the 9/1 1 Commission Act of 2007 (P.L. 

1 10-53), Please provide your assessment of the feasibility of the following requirements 
of Section 2401 , in light of the experience of carrying out the QHSR and BUR in 2009- 
2010, as well as any other recommendations for clarifications or improvements to the 
statute: 

The timing of the review, due currently at the end of the first year of each Presidential 
term; 

Response: Future QHSRs should not be conducted in transition years. Senior leadership 
engagement and support is critical to any planning process of this scale, and the timeline 
of the transition process creates significant challenges in the critically important 
conceptualization and launch phases of a review. Based on the foundation set by the 
2009 QHSR, the next QHSR will involve significant analytics during both the 
preparatory and early phases of the review, which must be conducted with full buy-in and 
awareness of senior leadership. 

Question: The requirement that the review be led by DHS but looking at homeland 
security broadly, beyond the scope of the missions and activities carried out by the 
Department of Homeland Security; 

Response: Homeland security is most appropriately view'ed from an enterprise 
perspective, reflecting the shared responsibility of Federal, State, local, tribal, territorial, 
nongovernmental, and private sector partners — as well as individuals, families, and 
communitie.s — for ensuring a safe, secure, and resilient homeland. 

Question: The requirement for a budget plan that provides sufficient resources to 
successfully execute the missions called for in the national homeland security strategy; 

Response: The requirement for a budget plan to provide sufficient resources to execute 
homeland security missions is fea.sible and desirable. For DHS, that budget plan exists in 
the form of the DHS Future Years Homeland Security Program (FYHSP), which is a 
five-year budget plan. The QHSR guides development of the FYHSP. 

Question: The requirement for a discussion of the status of cooperation among Federal 
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Question#: 

2 

Topic: 

recommendations 

Hearing: 

Charting a Path Forward: The Homeland Security Department's Quadrennial 

Homeland Security Review and Bottoin-Up Review 

Primary: 

The Honorable Joseph !. Lieberman 

Committee: 

HOMELAND SECURITY (SENATE) 


agencies; 

Response: A specific review of the status of Federal cooperation is a critical element to 
ensuring the Nation’s homeland security; however, such a roles and missions review is 
most appropriately conducted by the White House and is beyond the scope of what DHS 
can complete in a strategic review. The concept of the homeland security enterprise 
established in the QHSR explicitly acknowledges the fundamental role that other Federal 
partners play in homeland security. The QHSR makes specific recommendations on how 
to strengthen and mature the homeland security enterprise, including mechanisms to 
enhance unity of effort across multiple homeland security partners and stakeholders. 

Question: The requirement for a discussion of the status of cooperation between the 
Federal government and State, local and tribal governments in preventing terrorist attacks 
and responding to threats to national homeland security. 

Response: A specific review of the status of Federal, Stale, local, and tribal government 
cooperation is a critical element to ensuring the Nation’s homeland security; however, 
such a roles and missions review is most appropriately conducted by the White Flouse 
and is beyond the scope of what DHS can complete in a strategic review. The concept of 
the homeland security enterprise established in the QHSR reflects explicit 
acknowledgment of the fundamental role that Federal, Slate, local, tribal, territorial, 
nongovernmental, and private sector partners — as well as individuals, families, and 
communities — play in homeland security. The QHSR makes specific recommendations 
on how to strengthen and mature the homeland security enterprise, including mechanisms 
to enhance unity of effort across multiple homeland security partners and stakeholders. 
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Question#: 

3 

Topic: 

costs 

Hearing: 

Charting a Path Forward: The Homeland Security Department's Quadrennial 

Homeland Security Review and Bottom>Up Review 

Primary: 

The Honorable Joseph 1. Lieberman 

Committee: 

HOMF.LAND SECURITY (SENATE) 


Question: How much did the Department spend to develop the QhfSR and BUR, 
including costs related to (a) full-time headquarters personnel, (b) detailees and/or 
participants (reimbursable or non-reimbursable) from DHS components or other 
Departments or agencies, (c) use of Department FFRDC’s, (d) use of other contractors, 
and (e) other costs? Please provide a detailed breakout of costs by activity, office, fiscal 
year, and segment of the process (i.e. distinguish between QHSR costs and BUR costs). 

Did the Department have sufficient resources to carry out the QHSR and BUR in a way 
that would satisfy the statutory requirements of the review? If not, what steps is DHS 
taking or planning to take to more accurately estimate costs and budgetary requirements 
for the next QHSR? 

Response: Office of Strategic Plans had responsibility for the funding and conduct of the 
Quadrennial Homeland Security Review. The following is a breakdown of the requested 
QHSR costs: 


FY 

HQ 

Personnel 

Costs 

Intra/Inter 

Agency 

Personnel Costs 

FFRDC 

(HSSAI) 

Contractor 

Support 

Total (FY) 

2008 

915,276 

Not Tracked 

434,575 

739,795 

S2, 089,646 

2009 

!, 3 15,771 

3,913,351 

7,149.000 

1,219,895 

$13,598,017 

Total 

2,231,047 

3,913,351 

7,583,575 

1,959,690 

$15,687,663 


Program Analysis and Evaluation had responsibility for conduct of the Bottom Up 
Review. The following is a breakdown of the requested BUR costs: 


FY 

HQ 

Personnel 

Costs 

fntra/Inter 

Agency 

Personnel Costs 

FFRDC 

(HSSAI) 

Contractor 

Support 

Total (FY) 

2010 

1,253,900 

0 

Oj 

314,800 

1,568,710 


DHS applied sufficient resources to conduct these reviews and satisfy statutory 
requirements. DHS will program additional resources internally as needed for future 
reviews. 
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Question#: 

4 

Topic: 

studies 

Hearing: 

Charting a Path Forward: The Homeland Security Department's Quadrennial 

Homeland Security Review and Bottom-Up Review 

Primary: 

The Honorable Joseph 1. Lieberman 

Committee: 

HOMELAND SECURITY (SENATE) 


Question; Please provide a complete list of studies and reports undertaken since January 
2008 by DHS, and by external entities for DUS, in support of the QUSR and BUR, 
including the full name of the study, date of study, and the entity that produced the study, 
as applicable. 

Response: The QHSR was supported by seven study groups. Four of the groups 
addressed the purpose and objectives of the four homeland security mission areas, and 
three of the groups analyzed mission support tools — namely, homeland security national 
risk assessment, homeland security planning and capabilities, and DHS strategic 
management. The study groups convened from May 2009 through September 2009 and 
resulted in specific recommendations that were then considered by senior leadership. 
These study groups, consisting of over 200 participants from 42 DHS directorates, 
components and offices, represented the core of the QHSR effort. The study groups were 
convened by the Office of Strategic plans and supported by the Department’s Federally 
Funded Research and Development Center, the Homeland Security Studies and Analysis 
Institute (HSSAI). 
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Question#: 

5 

Topic: 

plans 

Hearing: 

Charting a Path Forward: The Homeland Security Department’s Quadrennial 

Homeland Security Review and Bottom-Up Review 

Primary: 

The Honorable Joseph 1. Lieberman 

Committee: 

HOMELAND SECURITY (SENATE) 


Question: At the Committee hearing I requested copies of the 44 Strategic 
Implementation Plans that have been developed to implement the Bottom Up Review 
(BUR) findings and recommendations. 

Please provide the Committee with copies of all of the 44 Strategic Implementation 
Plans, as requested at the hearing, and any overarching documents that outline the 
Department’s timetable for implementation of these plans. 

Response: The strategic implementation plans are an evolving product internal to the 
Administration, Each BUR initiative was tasked to a lead organization within DHS that 
developed one-page strategic implementation plan executive summaries, completed on 
•luly 2, 2010. That material w'as reviewed by DHS leadership and programmatic 
initiatives became the subject of Program Review Board deliberations throughout July as 
part of the DHS resource allocation process. Policy, organizational, and legislative 
initiatives are the subject of additional review by the Assistant Secretary for Policy and 
Under Secretary for Management throughout August. The programmatic implications of 
these initiatives will be evident in the Fiscal Year (FY) 2012 President’s Budget 
submission in February, 2011, and in the associated five-year FY 2012-2016 Future 
Years Homeland Security Program (FYHSP). 
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Question#: 

6 

Topic: 

report 

Hearing: 

Charting a Path Forward: The Homeland Security Department's Quadrennial 

Homeland Security Review and Bottom-Up Review 

Primary: 

The Honorable .loseph 1. Lieberman 

Committee: 

HOMELAND SECURITY (SENATE) 


Question: Section 874 of the Homeland Security Act requires that DHS submit to 
Congress a Future Years Homeland Security Program (FYHSP) at or about the same time 
as the annual budget request that provides a five-year budget outlook for key programs 
and activities of the Department. This report is intended to emulate the Future Years 
Defense Program (FYDP), which is a key source of information for the Armed Services 
Committee’s efforts to pass a Defense Authorization bill each year. The FYHSP is 
similarly intended to give the Committee information that it needs in order to authorize 
funding for the Department. 

This Committee did not receive an FYHSP report in 2009 to accompany the FY 2010 
budget request. And this Committee has not yet received an FYHSP report this year to 
accompany the FY 201 1 budget request. It is my understanding that these reports have 
been completed, but that decisions have been made to prevent their release to Congress, 
in contravention of Section 874 of the Homeland Security Act. 

What is the current status of the FY 2010-2014 FYHSP report? What has prevented its 
release to date? 

Response: The Administration released a FY 2010 Policy Budget to the Congress in 
February 2009 which was followed by a more complete congressional justification and 
President’s Budget in May 2009. Typically, issuance of the FYHSP report would occur 
within 60-90 days following release of the President’s budget. However, by the time the 
FY 2010-2014 FYHSP report was completed and reviewed with DHS leadership and 
OMB, a joint determination was made not to release the report. Given the timing, the 
report would have coincided with the Administration’s review of FY 201 1 budget 
justifications from Agencies, making the material in the report indicative of then ongoing 
pre-decisional budget deliberations for FY201 1 . 

Question: What is preventing the release of the FY 201 1-201 S FYHSP report? What has 
prevented its release to date? 

Response: The FY 201 1-2015 FYHSP report was completed and reviewed with DHS 
leadership and OMB in March, 2010. Unfortunately the timing of this report, shortly after 
the Quadrennial Homeland Security Review and in the midst of the Bottom-Up Review, 
did not allow incorporation of performance measures that adequately represent the 
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Question#; 

6 

Topic; 

report 

Hearing: ; 

Charting a Path Forward: The Homeland Security Department’s Quadrennial 

Homeland Security Review and Bottom-Up Review 

Primary: 

The Honorable Joseph 1. Lieberman 

Committee: 

HOMELAND SECURITY (SENATE) 


Department’s contribution to the new mission areas and program structure under 
development at that time. 

Question: Please provide a copy of the current versions (as of the date of the submission 
of these questions) of the FY 2010-2014 and FY 201 1-2015 FYI ISP reports to the 
Committee, If you are unable or unwilling to provide these reports upon the receipt of 
this question, please explain the reasons why. 

Response: The rationale for not releasing these reports is described above. 

Question: Flow will activities undertaken as part of the QHSR and BUR process 
(including the BUR Activities Inventory) be used to improve or inform the FY 2012- 
2016 FYHSP and subsequent FYHSPs? 

Response: The FY 2012-2016 FYHSP will include new performance measures 
developed over the course of the Bottom-Up Review which are reflective of the 
objectives of the Quadrennial Homeland Security Review. The Department-wide 
Activities Inventory will enable the Department to advance in three primary focus areas: 
o Comparability of our programs, activities, and resources within and across 
components; 

o Contribution of our programs, activities, and resources to mission outcomes; 
and 

o Alignment of activities to missions, identification of the cost elements/drivers 
of activities, aggregation of activity costs to programs and missions, and 
promotion of consistency between planned activities and execution. 

The activities inventory provides visibility into the various activities that comprise the 
programs that contribute to the missions of the QHSR. It allows for new programs to be 
introduced in our Annual Performance Report and Fiscal Years (FY) 2012-2016 Future 
Years Homeland Security Program. The comparability and granularity provided will 
continue to be an important element required in the annual internal DHS resource 
allocation process and analysis provided by cross-Component issue teams in each year's 
Program Review. 
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Question#: 

7 

Topic: 

approach 

Hearing: 

Charting a Path Forward; The Homeland Security Department's Quadrennial 

Homeland Security Review and Bottom-Up Review 

Primary; 

The Honorable Joseph 1. iJeberman 

Committee: 

HOMELAND SECURITY (SENATE) 


Question: A recent report from the Homeland Security Institute (HSI), one of the 
Department’s FFRDC's, indicates that “no method exists to determine what or how many 
strategic resources are needed to accomplish the goals and objectives” described in the 
QHSR, and adds that “no methodology has been designed to optimize these resources 
once they are defined,” HSI is now developing a Capability and Capacity Model in 
response to this deficiency. 

How great of a risk is it to the Department’s effectiveness that it currently has no 
methodology for strategic resource allocation and optimization? What is the 
Department’s approach to addressing this deficiency? 

Response: While many DHS components have methodologies for determining needed 
capabilities and capacities in order to help guide strategic resource allocation, DHS has 
recognized that no standardized method exists across all missions. DHS is working to 
develop such a method, and the Homeland Security Institute (HSI) is playing a 
supporting role. This effort is intended to work in harmony with other analytic efforts 
across the Department, including the Risk Management and Analysis office's work on 
risk analysis and FEMA's work on national preparedness. 
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Question#: 

8 

Topic: 

nieasuremenl 

Hearing: 

Charting a Path Forward: The Homeland Security Department’s Quadrennial 

Homeland Security Review and Bottom-Up Review 

Primary: 

The Honorable Joseph L Lieberman 

Committee: 

HOMELAND SECURITY (SENATE) 


Question: The BUR lists as one of its priority initiatives as “Improve Performance 
Measurement and Accountability.” DHS has been working with 0MB and GAO for 
years to develop better quality performance measures to assess how well the Department 
is falfilling its mission, but so far its efforts have mostly fallen short. 

What specifically does DHS plan to accomplish in this initiative and what is your 
timetable? What does DHS plan to have completed a year from now? In four years? 

How are the efforts to improve performance measures as the result of the QHSR and 
BUR drawing on the Department’s ongoing dialogue and interaction with GAO on this 
issue? 

Response; The Quadrennial Homeland Security Review (QHSR) strategic framework 
and the analytical work provided with the Bottom-Up Review (BUR) resulted in a large- 
seale effort to develop strategic-level performance measures that address contribution to 
the objectives of the QHSR. These outcomes delineated in the QHSR effort are the basis 
for driving towards a set of strategic performance measures. DHS leadership directed 
that the entire suite of mea.sures be reexamined in light of this new strategy. Currently, 17 
cross-Component teams are working to develop strategic-level measure across the 43 
objectives of the QHSR, as well as evaluating and recommending changes to the existing 
measure suite. Teams are expected to report back to DHS leadership to provide new fully 
developed measures and measurement concepts in September 2010, Each of these 
measure proposals will have a timetable indicating how long it will take to begin official 
tracking on these measures. Some of these measures we will be able to implement 
immediately; others will take additional time to develop. Performance measure 
development is an ongoing and iterative process internally within DHS as we seek 
continuous improvement in how the Department assesses the effectiveness of programs. 
In addition to review by the department, OMB and GAO are both involved partners to 
review measures as they are developed. 
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Question#: 

9 

Topic: 

program reviews 

Hearing: 

Charting a Path Forward: The Homeland Security Department's Quadrennial 

Homeland Security Review and Bottom-Up Review 

Primary: 

The Honorable Joseph I. Lieberman 

Committee: 

HOMELAND SECURITY (SENATE) 


Question: in February 2010 the Committee requested copies of reports resulting from 
Program Reviews carried out by the DHS Office of Program Analysis and Evaluation. 
The After-Action Report for the Department of Homeland Security’s FY 2010-2014 
Program Review (available at http://www.dtic.mil/cgi- 

bin/GetTRDoc?Location=U2&doc=GetTRDoc.pdf&AD=ADA50301 0) indicates that 
major reviews were carried out in areas such as People Screening, Cargo Screening, 
Interior Immigration Enforcement, Facilities Consolidation, Biowatch, IT, Intelligence, 
and Border Security. 

Please provide the Committee with copies of reports resulting from these reviews, 
including on the topics mentioned above, and other similar program reviews conducted in 
the last three years. 

Response; No formal reports were compiled. Program Reviews conducted as part of the 
internal DHS resource allocation process represent an internal pre-decisional deliberation 
among DFIS leadership to help shape budget justifications for the Administration. These 
reviews resulted in a series of briefings covering each of the areas that set forth resource 
alternatives and tradeoffs. Executive Branch communications that led to the President's 
budgetary decisions are not disclosed by the agencies that prepared the budget. 

Question: How are these reviews used by DHS to improve the effectiveness and 
efficiency of the Department’s activities? 

Respon.se: The Program Review and analytical w'ork of assigned cro,ss-Component is.sue 
teams relate to major multi-year programmatic issues directed by leadership and are 
presented to the Program Review Board (PRB), The board is chaired by the Deputy 
Secretary and provides discussion/decision on alternative resource options and tradeoffs. 
These reviews increase cross-component coordination and communication which aid 
identification of gaps and overlaps in DHS activities across components as w'ell as within 
components. 

Question: How will the Activities Inventory developed as part of the Bottom-Up Review 
be used to support future Program Reviews wdthin the Department? 
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Question#: 

9 

Topic: 

program reviews 

Hearing: 

Charting a Path Forward; The Homeland Security Department's Quadrennial 

Homeland Security Review and Bottom-Up Review 

Primary: 

The Honorable Joseph I. Lieberman 

Committee: 

HOMELAND SECURITY (SENATE) 


Response: The development olThe Department wide Activities Inventory was one of the 
several tasks comprising the Bottom-Up Review to enable the Department to advance in 
three primary focus areas: 

o Comparability of our programs, activities, and resources within and across 
components; 

o Contribution of our programs, activities, and resources to mission outcomes; 
and 

o Alignment of activities to missions, identification of the cost elements/drivers 
of activities, aggregating activity costs to programs and missions, and 
promoting consistency between planned activities and execution. 

The activities inventory provided a fresh look at the underpinning elements of the 
programs DHS uses to describe the outcomes it provides the public in the context of the 
missions detailed in the Quadrennial Homeland Security Review (QHSR) without 
presupposing whether the current structure is optimal. As a result you will see new 
programs introduced in our Annual Performance Report and Fiscal Years (FY) 2012- 
2016 Future Years Homeland Security Program. The comparability and granularity 
provided will continue to be important elements in the annual internal DHS resource 
allocation process and in the analysis provided by cross-Component issue teams in each 
year’s Program Review. 
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Question#; 

10 

Topic: 

timeliness 

Hearing; 

Charting a Path Forward; The Homeland Security Department's Quadrennial 

Homeland Security Review and Bottom-Up Review 

Primary: 

The Honorable Joseph 1. Lieberman 

Committee: 

HOMELAND SECURITY (SENATE) 


Question: In order for the Committee to conduct fair and constructive oversight over 
DHS, it is imperative that DFIS provide timely responses to legitimate Committee 
inquiries. In particular, our oversight of DHS acquisitions requires the Department to 
provide us timely and detailed reports on the status of projects, as well as a clear 
understanding of DHS goals and its acquisition strategies. On March 23, Senator Collins 
and 1 wrote to the Secretary to ask a series of questions about CBP’s plans for 
modernization of the Traveler Enforcement Compliance System, or TECS, a multi-year 
initiative, projected to exceed $360 million, to modernize the database system used by 
CBP and ICE to manage law enforcement actions, including efforts to stop terrorists from 
traveling. In addition to mailing the letter, our staff circulated an electronic copy of the 
letter to DHS and CBP legislative affairs offices on March 23. Since March 23, our staff 
has repeatedly inquired about the status of a response, each time attaching another copy 
of the letter to the inquiry. We were dumbfounded to receive a response from the 
Executive Secretary dated July 22, stating that the letter was received on July 14, and 
indicating that the Department needed additional time to provide a detailed response. 

Do you think it is acceptable for the Department to take nearly four months to respond to 
a letter from the Committee, and then to inform the Committee that the Department 
requires additional time to formulate a response? 

When can the Committee expect to receive a response to our March 23 questions about 
the TECS modernization initiative? 

How can the Committee have confidence that the Department is addressing weaknesses 
in its acquisition system when it takes longer than four months to provide fundamental 
information on its major acquisitions? 

Response; DHS agrees that TEiCS modernization is a critical project and assures you that 
the DHS is closely monitoring it to ensure that the critical functions provided by TECS 
are successfully improved and extended into the future. Attached is a white paper with 
specific answers regarding the TECS modernization. 
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ATTACHMENT - QFR HO 


U.S, Department of Homeland Security 
U.S. Customs and Border Protection 
Answers regarding the TECS modernization 

Program Management Office Staffing 

Both the DHS Chief Information Officer (CIO) and Acquisition Program Management Division 
(APMD) provide oversight to the performance of the TECS modernization program and its 
program management office (PMO), The DHS CIO and APMD staffs interact with the PMO on 
an ongoing basis in addition to the formal reviews conducted by each office. Based on the 
concern expressed by the DHS CIO, U.S. Customs and Border Protection (CBP) developed a 
staffing plan that included adding more government staff and reducing the number of contractor 
staff. CBP has implemented a staff increase according to the plan with periodic updates to the 
DHS CIO. The TECS modernization PMO currently consists of 43 staff members, of which 
10 are government employees. 

Contracting Strategy 

CBP revised the contracting strategy and is focusing on obtaining two long-term contracts. 

Over the last eight years, the application work within CBP’s Passenger System Program Office 
(PSPO) has expanded beyond TECS, while the TECS system has also expanded through 
programs such as US-VISIT and the Western Hemisphere Travel Initiative. Based on the 
tremendous growth of the PSPO systems, a strategy was developed to divide the PSPO work 
among four application services contracts and an overarching project support contract. The four 
application services contracts would have divided the work into logical divisions, while the 
overarching contract would provide the project support for all PSPO work, including 
requirements management, processes, configuration management, and security for all the PSPO 
application work. 

CBP also recognized that having four application services contracts would require a great deal of 
coordination and increased the risk for key interfaces and interdependencies between projects. 
For these reasons, CBP decided to change this strategy and pursue one large application services 
contract to handle all PSPO application work including TECS modernization. This will provide 
CBP with one contract for closely-related application efforts. However, CBP will award a 
separate contract for project support, as originally planned, which will include requirements 
management, processes, configuration management, and security for the PSPO application work, 
A separate contract for project support activities is critical to maintaining quality control, as it 
provides a separation of duties between the application development contractor and the project 
support contractor. 

Governance and Oversight 

TECS modernization oversight is provided both by DHS and CBP: 

• The DHS CIO provides technical architecture oversight to the program through reviews 
at each stage of the lifecycle. TECS modernization has been through these reviews and 

August 2010 
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received approval. Additionally, the DHS CIO conducted a special review of the 
technical approach of TECS modernization before the DHS Acquisition Review Board in 
September 2009. The DHS CIO concurred with the technical approach and CBP is 
currently addressing recommendations made by the DHS CIO. 

• The DHS Chief Procurement Office (CPO) provides support and oversight for the 
procurement activities. The DHS CPO provides guidance and review, and will have final 
approval of the request for proposal for the TECS modernization contract before it is 
released to vendors to bid on. 

• The DHS Acquisition Review Board reviewed the CBP TECS modernization in 
September 2009. The overall program received approval for Acquisition Decision Event 
(ADE) 1, which provides the overall authority to proceed with the program. Based on 
completing the action items outlined in the Acquisition Decision Memorandum (ADM), 
the Secondary Inspection was approved for ADE 2A/2B, which allows them to complete 
development and deploy to five sites for conducting operational testing and evaluation. 
High Performance Query received an ADE 2A approval which allowed for development 
activities to begin. The ADM from the Acquisition Review Board is enclosed. The CBP 
TECS modernization is scheduled for another Acquisition Review Board in 
September 2010. 

As part of the acquisition review process within DHS Headquarters, the CBP has 
prepared all the documents required for acquisition approval. DHS Headquarters has 
approved the Test Evaluation Master Plan. Additionally, CBP has approved the Mission 
Needs Statement and it is being reviewed for final approval. The other required 
documents are currently in CBP’s signature process and should be submitted to DHS 
Headquarters in late August. The acquisition documents provide the overarching 
requirements and plans for TECS modernization. 

• The TECS Modernization Executive Steering Committee (ESC) is co-chaired by the CBP 
Deputy Commissioner, the Deputy Assistant Secretary of Lf.S. immigration and Customs 
Enforcement (ICE), and the Deputy Director of U.S. Citizenship and Immigration 
Services (USCIS). ESC ensures the appropriate strategic business needs are addressed 
and the program is on course to deliver essential functionality in a timely and cost 
effective manner. ESC also sponsors the Integrated Governance Committee (IGC), 
which has members from all the major TECS modernization stakeholders, including 
CBP, ICE, USCIS, other DHS Components, the Department of State, and the Federal 
Bureau of Investigation. The IGC’s purpose is to ensure no degradation of TECS 
functionality during the modernization effort by facilitating cross organization 
dependencies and change management along with high level program risk mitigation and 
communications. 

Conclusion 


The TECS modernization effort is following all of the established review and decision protocols 
within both CBP and DHS Headquarters. These reviews ensure the program is being correctly 
monitored and administered. TECS modernization is proceeding on a sound, realistic plan to 
bring critical TECS functionality into a sustainable technology for the future. DHS will continue 
to closely monitor TECS modernization. 
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Question: The BUR report indicates that “DHS will examine the creation of a 
Headquarters Services Division within the Management Directorate from the existing 
service functions of the business chief that will provide day-to-day business support 
functions to DHS headquarters elements.” 

What are the key criteria that will be evaluated in the process of deciding on whether to 
create a Headquarters Services Division? What is the timeline for this evaluation? 

If the Department decides to create a Headquarters Services Division, w'hat statutory 
changes (if any) would be needed to facilitate its development? 

Response: Subsequent to the BUR report identifying the need for an increased focus on 
service functions of the Management business chiefs, the Under Secretary for 
Management has created the Management Service Council (the Council) to foster 
integration and communication between management service providers for the purpose of 
improving service to Headquarters customers. Service areas include acquisition and 
procurement; human capital and human resources management; accounting and financial 
management; information technology; employee and physical security; and facilities, 
property, equipment, and other administrative services. The Council is chaired by the 
Deputy Under Secretary for Management and includes Executive Directors responsible 
for providing the day-today business support functions. Specifically, the Council will do 
the following: 

• Assist management in implementing a service-oriented framew'ork and fostering 
an organizational environment that supports the provision of efficient, effective 
management services; 

• Serve as a forum to convey information and to discuss issues of mutual concern; 
and 

• Work together and coordinate efforts to resolve common challenges and address 
issues. 

The coordinated council approach will provide senior management level oversight and 
accountability regarding the provision of operational services to Headquarters offices. 

No additional statutory changes are needed to institute this approach to managing service 
delivery business functions. 
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Question: The BUR report states that “DHS will strengthen Department unity by 
developing DHS career paths that provide mobility within the Department and span 
headquarters and operational components.” 

What are the most significant impediments to career mobility within the Department 
today? 

Response: The most significant impediments to career mobility within the Department 
today include the lack of: 

• A consistent methodology to cross-walk DHS-wide competencies; 

• An effective process to analyze and identify cross-occupational competencies that 
lend theraseives to the successful transitioning from one occupation to another; 
and, 

• Tools and processes designed to effectively and consistently measure program 
activity and success. 

Question: What is the leadership of the Department doing today, or intending to do in the 
near-term, to increase career mobility within the Department? 

Response: The DHS Career Paths Program focuses on facilitating the movement of DHS 
employees between occupational groups, with a special emphasis on crossing Component 
lines. Currently, the Program focuses on certain law enforcement occupations, which 
lend themselves to cross-Component movement.' We have also identified three other 
occupations for inclusion in the Program. The Department plans to establish a cross- 
Component workgroup designed to examine the Career Paths Program and identify 
opportunities for expansion. 


‘ For example, 1,664 DHS employees from other components were selected for Border Patrol and CBPO 
positions from 2007 to 2009. 


10:1 4 Nov 08, 2011 Jkt 58402 PO 00000 Frm 000064 Fmt 06601 Sfmt 06601 P:\DOCS\58402.TXT SAFFAIRS PsN: PAT 




61 


Question#: 

12 

Topic: 

career paths 

Hearing: 

Charring a Path Forward: The Homeland Security Depanment's Quadrennial 


Homeland Security Review and Bottom-Up Review 

Primary: 

The Honorable Joseph 1. Lieberman 

Committee: 

HOMELAND SECURITY (SENATE) 


Question: How will the Department address any structural or long-term impediments to 
career mobility (as identified in the response to part ‘a’)? 

Response; The Career Paths workgroup will continually evaluate and assess the program 
effectiveness; identify opportunities to enhance the Program; and develop effective 
strategies to address any identified impediments. 
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Question: When the Homeland Security Act of 2002 was originally enacted, it included a 
provision - section 872 - that allowed the Secretary broad authority to reorganize the 
Department, as long as the Secretary provided Congress with 60 days notice. The first 
two Secretaries of the Department made liberal use of this provision to combine, divide, 
create and move offices and functions within the Department, However, Congress, 
concerned that the Department was suffering from frequent and repeated reorganizations, 
has included in appropriations bills for the last number of years a provision prohibiting 
the Secretary from exercising her reorganization authority under section 872. The BUR 
lists as its first priority initiative to improve the Department’s management the restoration 
of the Secretary’s reorganization authority - at least with respect to DHS headquarters. 

What is meant by the suggestion in the BUR that reauthorization authority is being 
requested only with respect to DHS headquarters? To which parts of the Department 
specifically would the Secretary’s reorganization authority extend? 

Only three other Department heads - the Secretary of Defense and, to a lesser extent, the 
Secretaries of Education and Energy - have any statutory reorganization authority 
beyond the implicit authority that all Cabinet Secretaries have to manage their 
departments. And none of these three has been given authority that approaches the 
breadth of that given to the Secretary of DHS under section 872. It may have made sense 
initially to include section 872 in the Homeland Security Act, as there would almost 
inevitably need to be some modifications to the structure of a Department that sought to 
integrate 22 different agencies. Why do you think it is still necessary, 7 '/> years after the 
Department was created, that the Secretary have such broad authority? Do you believe 
that the Secretary of Homeland Security should have broader reorganization authority 
than other Cabinet Secretaries, including the Secretary of Defense? 

If section 872 authority is restored, what initial changes do you anticipate the Secretary 
making? In the absence of 872 authority, why has DHS not sought Congressional 
authorization directly for these changes? 

Response: At its founding DHS was authorized to conduct reorganizations of 
Department functions upon 60 days notice to Congress, with the exception of USSS and 
USCG. Through subsequent appropriations language, this authority has been rescinded, 
and legislation such as the Post-Katrina Emergency Management Reform Act of 2006 has 
specifically added other DHS operational components (in that case, FEMA) to the 
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original list of exempt organizations. DHS's proposal acknowledges that Section 872 
authority is most appropriate for the Department's headquarters, as opposed to its 
operational components. However, it is imperative the Secretary have the flexibility to 
realign and restructure the Department's headquarters in the most efficient way to help 
align and unify departmental functions, especially as threats and challenges evolve over 
time. Section 872 authority does not obviate the need for notice and dialogue with 
Congress over DHS headquarters realignment and restructuring; however, it 
acknowledges that DHS's dynamic mission environment and continuing efforts to mature 
its Departmental operations require the Secretary to have the ability to evolve the 
Department headquarters structure to meet mission needs and drive forward 
Departmental maturity. 
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Question: As the BUR notes, the primary vehicle for enhancing preparedness at the state 
and local level is the Department’s homeland security grant programs, which provide 
almost $4 billion annually to slates, localities, first responders, and others. Both the Post- 
Katrina Emergency Management Reform Act of 2006 and the Implementing 
Recommendations of the 9/1 1 Commission Act of 2007 include a number of provisions 
designed to ensure that these grant funds are spent effectively and are increasing state and 
national preparedness, including requirements for the development of performance 
metrics. GAO has estimated that from FY 2008 to FY 2010, FEMA budgeted roughly 
$58 million to develop and implement several different evaluation efforts. Despite this, 
FEMA still cannot provide basic information on how these grants are being used or 
effectively measure how preparedness is increasing as a result. Recently, FEMA 
announced it was abandoning the development of its “Cost-to-Capabilities” system, the 
Department’s latest effort to track and measure the capabilities being achieved through its 
homeland security grant programs. 

Given the importance of these programs to state and local governments and first 
responders and the national need to better assess our preparedness, why did DFIS decide 
not to include a performance measurement system for homeland security grant programs 
as a priority initiative or enhancement in the BUR? As an initiative not designated a 
priority, what resources and attention can we realistically expect DHS to devote to this 
effort? 

Response: FEMA is committed to putting a system in place to measure State and local 
capacity and preparedness in an effective, coordinated manner by integrating existing 
assessment systems and considering grant efleclivencss as part of the overall assessment 
of preparedness. A homeland security grant performance measurement system is an 
integral part of FEMA’s preparedness assessment efforts. 

Cost-to-Capabilities (C2C) was intended to be a too! to help grantees prioritize their 
investments and identify gaps in capability. Though the C2C project yielded valuable 
lessons learned, the pilot did not produce results that merited institutionalizing this 
particular approach. Lessons learned will be incorporated into FEMA’s present efforts 
on assessment. 

A review of the Department’s efforts on State and local preparedness assessment revealed 
the existence of multiple federal assessment efforts. FEMA is integrating and improving 
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existing tools, like the Stale Preparedness Report, a web-based, streamlined, quantitative 
survey. 

Before identifying a final assessment solution, FEMA is working to coordinate, integrate 
and streamline current efforts. FEMA has stood up a Congressionally-mandated 
Preparedness Task Force, which is comprised of Federal, State, Tribal, local, and private 
sector experts and charged with, among other duties, making recommendations as to the 
best system that should be implemented to measure national preparedness. Through the 
Task Force recommendations and better data collection and analytical products, FEMA 
will be able to deliver meaningful, useful, standards-based assessments of all-hazards 
preparedness. 

Establishing a consolidated framework for the measurement of preparedness — that 
includes grant effectiveness — is a priority. 
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Question: The QHSR notes that interoperability is a critical capability for first 
responders, and achieving interoperability for first responders is a major, unfinished 
recommendation of the 9/1 1 Commission. We have made some progress in bringing 
greater focus to the issue, including creation in the Post-Katrina Emergency Management 
Refomi Act of the DHS Office of Emergency Communications, which has produced a 
National Emergency Communications Plan laying out broad goals for achieving 
interoperability and has helped States draft their own interoperability plans. But many 
obstacles remain, which relate partly to technical challenges but also to the need for 
better coordination at ali levels of government on how to make different communications 
systems compatible. Unfortunately, there is reason to believe that if we had a Katrina- 
like disaster today, we would see many of the same communications problems we saw 
five years ago after Katrina. 

Why did this issue not rank as something specific to mention in the BUR? What major 
initiatives is DHS undertaking right now to advance interoperability? 

Response: Interoperable communications is referenced in the BUR as part of the DHS 
responsibilities for ensuring effective disaster response within the overall mission of 
Ensuring Resilience to Disasters. Several major initiatives are under way now to advance 
interoperability. 

Established in 2007, the DHS Office of Emergency Communications (OEC) coordinates 
policy and assists in the development and implementation of interoperable and operable 
emergency communications capabilities for emergency responders at all levels of 
govenmient — Federal, state, local, tribal, and territorial. OEC leads on a number of 
major DHS initiatives to advance interoperability and provides more than 100 technical 
assistance visits to state and local partners each year. These initiatives include: 

• National Emergency Communications Plan (NECP) 

o Updating the NECP to address the use of broadband and other emerging 
technologies by first responders. 

o Evaluating NECP Goal 1, which states by the end of 2010, 90 percent of all 
high-risk urban areas designated within the Urban Areas Security Initiative 
(UASl) are able to demonstrate response-level emergency communications 
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within one hour for routine events involving multiple jurisdictions and 
agencies. 

o Planning to evaluate the compliance with NECP Goal 2 by 201 1, which state.s 
that 75 percent of non-UASl jurisdictions are able to demonstrate response- 
level emergency communications in the event of a significant incident, as 
outlined in national planning scenarios, within three hours, 

• Emergency Communications Preparedness Center (ECPC) 

o Serving as the interagency focal point for coordinating Federal efforts to avoid 
unnecessary duplication and hindrances to emergency communications among 
the participating Federal Departments and Agencies. 

o ECPC Focus Groups develop products to address legal and regulatory barriers 
and the coordination of grant administration. 

o Continuing to coordinate interdepartmental efforts that drive implementation 
of the ECPC’s Strategic Objectives, including development of capability 
mapping products. 

• The One DHS Emergency Communications Committee 

o Working towards the overall DHS Emergency Communications Strategy and 
initiation of governance and acquisition action plans across DHS. 

o Focusing on the implementation of One DHS Emergency Communications 
Strategy actions, including consolidation of emergency communications 
investments across the Department and integration of voice, video and data 
capabilities. 

• Border Interoperability Demonstration Project (BIDP) 

o Awarding grants anticipated for September 2010 in coordination with DHS 
Management Directorate. These grants will be used for monitoring and 
project implementation as well as conducting technical assistance to the States 
awarded the grants. 

• Regional Coordinators 

o Coordinate and support Federal, state, local and tribal emergency 

communications activities, in addition to serving as liaisons to and from all of 
OEC. 
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o OEC is developing roles and responsibilities for the Regional Coordinators. 

• SAFECOM is a communications program of DHS. SAFECOM provides research, 
development, testing and evaluation, guidance, tools, and templates on interoperable 
communications-related issues to local, tribal, state, and Federal emergency response 
agencies. 

o Developed the Guidance for Federal Grant Programs, which provides 
consistent policy guidance on equipment, planning, and training standards, 
o Continues to share information by convening meetings for the Executive 
Committee, Emergency Response Council, and the Statewide Interoperability 
Coordinator Council to share challenges and solutions and to support OEC’s 
achievement of NECP Goals and Milestones, 
o Provided Statewide Communication Interoperability Plan (SCIP) workshops 
to the states and territories to help them move towards fulfilling goals set forth 
in the NECP. 


10:1 4 Nov 08, 2011 Jkt 58402 PO 00000 


P:\DOCS\58402.TXT SAFFAIRS 


VerDate Nov 24 2008 


Frm 000072 


Fmt 06601 


Sfmt 06601 


PsN: PAT 




69 


VerDate Nov 24 2008 


Question#: 

16 

Topic: 

lA 

Hearing: 

Charting a Path Forward: The Homeland Security Department's Quadrennial 

Homeland Security Review and Bottom-Up Review 

Primary: 

The F^onorab!e Joseph 1. Lieberman 

Committee; 

HOMELAND SECURITY (SENATE) 


Question: One key enhancement identified by the BUR is expanding the Department’s 
ability to provide security assistance and training for our international partners abroad. 
This issue has been especially important with the government of Mexico, which is 
courageously fighting the narco-terrorist cartels and which needs all the assistance we can 
provide. This Committee has held a series of hearings analyzing this conflict and our 
government’s efforts to secure the border. And I must say that I was surprised to learn 
that DHS is unable to provide direct training for Mexico's border authorities without 
going through the State Department, a cumbersome process that takes a long time and is 
costly. While the Committee is encouraged by the BUR’s commitment to expanding 
DHS’ ability to provide international assistance, we are concerned that the Department 
did not request legislation to allow it to provide this kind of assistance directly to our 
foreign partners. 

Do you believe that this kind of legislation would be useful for the Department and 
would help us better prepare our foreign partners for the all-too real security threats that 
they are facing? 


Response: As noted in the Quadrennial Homeland Security Review, the Department's 
responsibilities “[require] international engagement,’’ Indeed, international engagement 
and partnership is a priority for DHS and a key part of the Homeland Security enterprise. 
DHS continues to work closely with the Departments of State and Defense to use their 
foreign assistance authorities to provide, within the limits of their budgetary resources, 
assistance to our international partners. This includes specifically providing training for 
Mexican officials and officers through the Merida Initiative and Narcotics Affairs 
Section, among other sources, and advising DOS on the procurement of homeland 
security-related technology purchases, DHS looks forward to continuing and 
expanding — in collaboration with DOS and DOD — our international engagement. 
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Question: The BUR and the QHSR draw distinctions drawn between activities within 
DHS that aim to prevent terrorism and those that aim to secure our borders. The 
Committee is somewhat concerned that this distinction may be overly simplistic. For 
example, according to the BUR the TSA is aligned with preventing terrorism and 
enhancing security, while CBP is aligned with border security. The recent attempted 
attacks on Christmas Day and on Times Square have shown that these distinctions are 
entirely non-existent. It was CBP, after all, that apprehended Faisal Shazhad as he tried 
to flee the United States. And CBP had identified that Umar Farouk Abdulmutallab 
warranted additional screening as he was in the air bound for Detroit. 

Can you explain what exactly the distinction is at DHS between preventing terrorism and 
securing the border? 

In the aftermath of the Christmas Day attempted attack, there were some indications that 
TSA and CBP were not on the same page when it came to the pre-screening of 
international travelers bound for the United States. The BUR and the QHSR's distinction 
between preventing terrorism and securing the border may undermine these agencies’ 
ability to effectively work together to prevent terrorists from entering the country. Can 
you explain what DHS is doing to ensure that this is not occurring? 

Response: Counterterrorism cuts across ail of the homeland security missions. 

Homeland security relies on our shared efforts to prevent and deter attacks by identifying 
and interdicting threats, denying hostile actors the ability to operate within our borders, 
and protecting the Nation’s critical infrastructure and key resources. A safe and secure 
homeland requires that we maintain effective control of our air, land, and sea borders; 
that we safeguard lawful trade and travel; and that we disrupt transnational organizations 
that engage in smuggling and trafficking across the U.S. border. Both CBP and TSA 
prevent terrorism as a result of successfully executing these functions, in addition to 
engaging in specific activities aimed at countering terrorism. 

Effectively controlling U.S. air, land, and sea borders is just one of many objectives that 
support preventing terrorist attacks. Others include; 

• Managing risks to critical infrastructure, key leadership, and events; 

• Safeguarding lawful trade and travel; 

• Preventing unlawful immigration; 

• Creating a safe, secure, and resilient cyber environment; and 
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• Ensuring the protection of privacy, civil rights and civil liberties. 

Our borders are not our first line of defense against global threats; they are an integral 
part of any strategy to counter terrorism as key nodes in global systems that carry people, 
goods and data around the world. These systems underpin a strong and competitive U.S. 
economy, but are also vulnerable to exploitation by our adversaries, terrorists, and 
criminals. We must work to confront this exploitation at every opportunity along the 
supply chain, including border crossings and aviation security checkpoints. Security and 
expediting and enforcing lawful trade, travel, and immigration are mutually reinforcing 
and inextricably intertwined through actions such as screening, authenticating, and 
maintaining awareness of the flow of people, goods, and information around the world 
and across our borders. 

Ensuring that DHS Operational and Support Components arc coordinating towards all of 
the QIISR Mission areas (including preventing terrorism and securing our borders) 
requires planning at all levels. 
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Question: The Committee was encouraged by the QHSR’s focus on looking “beyond our 
borders to identify and disrupt threats well before they reach our shores,” and its 
emphasis on working with our international partners to enhance the security agreements 
that are in place to prevent terrorists from traveling. It is vital to our homeland security 
for DHS to have access to the specific identifying information that it needs to match 
individuals on the terrorist watch list to passenger manifests well before those individuals 
reach the airport. 

Although the BUR includes a goal of strengthening aviation security, it focuses more on 
physical screening and does not mention the importance of international agreements that 
was a focus of the QHSR. Can you explain in the context of the BUR how the 
Department will be working to enhance our ability to pre-screen international travelers 
bound for the United States? 

Response: DHS, including U.S. Customs and Border Protection (CBP), administers a 
number of overlapping programs designed to screen international travelers bound for the 
United States in advance of arrival. 

US Customs and Border Protection (CBP) administers the Immigration Advisory 
Program (lAP), which is a partnership between CBP, foreign governments, and 
commercial air carriers to identify and prevent high-risk and improperly documented 
travelers from boarding US-bound flights, LAP is operational in ten locations in eight 
countries: Amsterdam, Frankfurt, Inchon (Seoul), L.ondon (Heathrow and Gatwick), 
Madrid, Manchester (UK), Narita (Tokyo). Paris, and Warsaw. 

lAP teams have excellent relationships with host country authorities, allowing them to 
receive information regarding local trends in fraudulent document and mala fide traveler 
intercepts. CBP officers working on lAP teams are able to intercept and coordinate with 
foreign authorities to prevent a passenger from boarding a flight when the passenger 
presents a security concern, is attempting to travel on fraudulent documents, or is likely 
to be found inadmissible on arrival in the U.S. Privileged access to the airside passenger 
areas of the airports enables lAP to provide an unprecedented level of support to air 
carriers, host governments, U.S. embassies, and DHS Attaches. Furthermore, as CBP 
continues to hone its scenario- and intelligence-based targeting rules, previously 
unknown individuals identified by these rules will be referred to lAP locations. Officers 
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on-site can then assess the perceived threat posed by such individuals and work with 
foreign authorities and carriers to take the appropriate action. 

Additionally, CBP works closely with Mexican Authorities through the Joint Security 
Program to identify high risk travelers, CBP officers on site at the Mexico City airport 
work in conjunction with Mexico Immigration, Federal Police and Intelligence Agencies 
on identifying travelers who do not possess the proper documentation to enter or transit 
the United States or Mexico, or who may otherwise be inadmissible upon arrival in the 
United States or Mexico. 

On January 10, 2010, CBP also began pre-screening passengers traveling from non-lAP 
locations. To accomplish this goal, the National Targeting Center, Passenger (NTC-P) 
works in coordination with CBP officers assigned to the Regional Carrier Liaison Groups 
(RCLG) who are GBP’s regional points of contact and coordination between international 
carriers, foreign immigration authorities and other DHS entities. CBP officers at the 
NTC-P work with the RCLG officers to make recommendations to carriers in foreign 
locations that boarding be denied (off-loads) to individuals traveling to the United States 
who have been identified as being national security related threats, ineligible for 
admission or who are traveling on fraudulent or fraudulently obtained documents prior to 
boarding a flight to the United States. CBP also coordinates with ICE Attaches and Legal 
Attaches and Air Carrier Security Offices on high risk passengers. 

CBP’s Preclearance program is another program in which CBP partners with foreign 
governments and commercial air carriers to pre-inspecl travelers and includes the full 
range of vetting and screening that occurs at any U.S. port of entry, except it is conducted 
on foreign territory. In most instances, a foreign government requests consideration of 
initiating preclearance operations. In response to a request, the Department of Homeland 
Security (DHS), in collaboration with the relevant component agency, conducts a 
thorough review of the proposal to determine feasibility of meeting established 
operational requirements prior to entering into exploratory discussions with the host 
government; which may lead to negotiation of a Preclearance agreement between the 
U.S. government and the foreign government to initiate preclearance operations once 
requirements are met. The agreements vary by country and these agreements are often 
classified. 

CBP is mindful of the significant resource implications associated with preclearance 
operations; and at this time is not looking to further expand the preclearance program. 
Section 71 1 of the “Implementing the Recommendations of the 9/1 1 Commission Act of 
2007” (P.L. 1 1 0-53; 9/1 1 Act) created mechanisms to expand membership and enhance 
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the security of the Visa Waiver Program (VWP). In response to this requirement, CBP, 
in consultation with the Department of State (DOS), developed Electronic System for 
Travel Authorization (ESTA) program to collect and screen biographic information and 
responses to VWP eligibility questions from VWP citizens or nationals to determine their 
eligibility to travel to the United Stales under the VWP. The development and 
implementation of ESTA represents a major change in visa-free travel to the United 
States. CBP, in coordination with other U.S. Government partners, has made great 
strides in communicating the ESTA requirement to VWP stakeholders. CBP remains 
committed to continuing to work with the VWP traveling public, air and sea carriers, and 
the travel industry to further ensure stakeholder buy-in and commitment and to facilitate 
100-percent compliance with the ESTA requirement. 

DHS continues to work with interested foreign governments on collaborative 
arrangements; the purpose of these efforts is to identify higher-risk travelers intending to 
travel to the United States prior to their actual departure from overseas locations. 
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Question: The BUR highlights the need for enhanced catastrophic disaster preparedness 
and emphasizes that planning assumptions must address worst case scenarios. The need 
for catastrophic planning has never been clearer as we approach the five year anniversary 
of Hurricane Katrina and as we watch the Gulf Coast struggle again - this time to 
recuperate from the catastrophic Deepwater Horizon oil spill. While it was good to see 
catastrophic disaster preparedness included in the BUR, there was little description of this 
initiative in the BUR. For instance, DHS still has not completed revising the 
Catastrophic Incident Supplement - an action required by the Post-Katrina Act passed 
into law in October 2006. The failure to complete this essential plan puts the nation at 
great risk. 

When will the Department finalize an updated Catastrophic Incident Supplement? Given 
that the Catastrophic Incident Supplement was not mentioned in the BUR, is completion 
of the revised Catastrophic Incident Supplement a priority for DHS? 

Response: The Catastrophic Incident Supplement (CIS) has not been updated. The 
revision to the CIS was placed on hold because of the rewrite of HSPD-8 and the ultimate 
replacement of HSPD-8 with the soon to be issued White House Presidential Policy 
Directive (PPD) on National Preparedness. Because the new PPD on National 
Preparedness will have such a significant impact on future planning activities, the 
decision was made to place on hold any further revision to the CIS. Once the new 
National Preparedness PPD is issued, a determination will be made on whether the CIS 
will ultimately be revised as a stand-alone document or incorporated into the larger 
planning effort that will be required by the new PPD. The new PPD incorporates the 
framework of mitigation with the prevention, protection, response and recovery 
frameworks. 

At the same time, FEMA is also undertaking a “Whole Community Catastrophic 
Response” initiative as one of the Administrator’s strategic priorities. This initiative will 
focus on critical disaster response operations needed in the first 72-hours following an 
extreme disaster that overwhelms the existing federal-state-local emergency support 
capacity. The results of this initiative will also be used in addition to the new PPD to 
help inform future decisions on the best course of action for revising the CIS or 
incorporating it into the new planning efforts. 
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Question: When DHS released the QHSR, we were told by DHS that more details were 
coming in the format of a bottom-up-rcview, the BUR. But now that the BUR has been 
released, many are still w'ondering where the details are, particularly with regard to 
improving the nation's resiliency to disasters. While the QHSR recognizes that FEMA 
must continue to make strides in its capabilities, the BUR doesn’t go far enough in 
providing details on how the department will accomplish this. The Post-Katrina 
Emergency Management Reform Act authored by Senator Collins and myself creates a 
new FEMA with missions and authorities far exceeding the old FEMA. Complete 
implementation of the Post-Katrina Act is something that will still require sharply 
focused initiatives and hard work. 

Can you provide more specifics of FEMA initiatives for the next few years that will 
ensure complete implementation of the Post-Katrina Act? 

Response: FEMA remains committed to continuing to implement the provisions of the 
Post-Katrina Emergency Management Reform Act (PKEMRA) and to ensuring the 
authorities and flexibilities in the law are implemented as well. Substantia! progress has 
already been made, and several of the outstanding deliverables are nearing completion. 
The following are some examples of FEMAs progress and plans moving forward to 
complete implementation of PKEMRA. 

National Advisory Council - FEMA has greatly benefitted from the establishment of the 
National Advisory Council, which provides valuable advice on a number of initiatives 
early in the concept development phase, in order to solicit feedback and gain stakeholder 
buy-in before initiatives are completed. The NAC is comprised of a diverse group of 
emergency management leaders and partners. 

National Disaster Housing Strateuv - PKEMRA mandated that FEMA create the 
National Disaster Housing Strategy (Strategy). The Strategy, published in January 2009, 
calls for the establishment of a National Disaster Housing Task Force (NDHTF) to 
provide a full-time, multi-agency focus on disaster housing related issues, to elevate the 
significance of disaster housing preparedness in all jurisdictions, and to oversee 
implementation of the Strategy. 

The NDHTF, staffed and led by FEMA, is made up of multiple key Federal agency 
partners including DHS, DOJ, DOT EPA, OSA, HHS, HUD, NCD, SBA, USACE, 
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USDA, VA and the U.S. Access Board. TheNDHTF developed an Implementation Plan 
for the Strategy which describes how members of the Task Force will move tow’ard 
connecting critical programs with interagency, intergovernmental, and non-governmental 
organizational efforts in order to accomplish the goals of the Strategy, and w'ill help to 
ensure that the Strategy is effectively incorporated into existing emergency plans, 
procedures, and policies by providing measurable objectives, specific actions, and 
achievable milestones. Additionally, the NDMTF facilitates interagency disaster housing 
planning efforts, encourages preparedness and planning activities by State and local 
governments, private sector and non-governmental agencies. 

The NDHTF is currently focused on finalizing a disaster housing Concept of 
Operations (CONOPS) and a Disaster Housing Practitioners’ Guide through a 
collaborative process among the various local, State, tribal and Federal partners, 
nongovernmental organizations, and the private sector to meet the needs of all disaster 
survivors. The CONOPS lays out how the range of Federal agencies involved in disaster 
housing coordinate response efforts and explains the Federal Government's housing 
support role to State and local partners in operational terms for the normal range of 
disasters, along with the responsibility to maintain readiness to assume a greater role in 
housing disa,ster survivors in response to catastrophic events. Additionally, the CONOPS 
will convey national guidance, operating principles, and a vision for public (Federal, 
state, tribal, local), private, and non-profit cooperation in providing disaster housing 
assistance. It defines the roles, programs, authorities, and responsibilities of all entities, 
detailing shared responsibilities and emphasizing the cooperative efforts required to 
provide disaster housing assistance. 

The Practitioners’ Guide will serve as a guide for State, local, tribal, and territory disaster 
housing assistance practitioners to establish their own State-Led Disaster Housing Task 
Forces and to develop disaster housing strategies that improve disaster responsiveness 
and consider the unique needs of all people displaced by disasters. The Practitioner’s 
Guide will provide tools for individual entities, such as the State-Led Disaster Housing 
Task Forces, and local governments to operate or to create housing plans. The 
Practitioners’ Guide also identifies preparedness and mitigation measures that enable 
State, local, tribal, and territory governments to better prepare for, respond to, and 
recover from different types and levels of disasters and resulting housing needs. 

To ensure consistency, the completion of theNDHTF’s CONOPS, Charter, and the 
Disaster Housing Practitioners’ Guide are set to coincide with the release of the National 
Disaster Recovery Framework (NDRF). 
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Following development of these guiding documents, the NDHTF will shift focus to 
seeking improvements in the delivery of disaster housing assistance, and ensuring 
coordination between partners to improve the entire continuum of disaster housing, from 
sheltering to permanent housing. 

Reducing Waste. Fraud, and Abuse - PKEMRA created several provisions in order to 
prevent waste, fraud and abuse in the contracting and relief aid processes. To this end, 
FEMA implemented new software in 2007, communicating real-time data to caseworkers 
in order to prevent duplicate housing payments. FEMA also implemented checks in the 
National Emergency Management Information System (NEMIS) that trigger additional 
review for ‘high risk’ recipients before assistance is delivered, in order to prevent 
potential fraud. These actions allow FEMA to balance the need to quickly provide 
disaster aid to victims with our responsibility to be good stewards of the Disaster Relief 
Fund, ensuring that federal funds are used properly. 

National Emergency Family Register and Locator System - FEMA has established a 
national emergency family register and locator system and a national emergency child 
locator center to help displaced persons find their loved ones. FEMA has worked with its 
partners to provide basic life support, first aid, and education, as well as all-hazards 
preparedness training to children in grades one through seven, caregivers, parents, and 
responders. The agency also supports team community emergency response training for 
high school students. Additionally, FEMA has placed significant focus on planning for 
all members of affected communities, including infants, children, and the disabled. 

Private Sector Integration - PKEMRA has helped FEMA to integrate the private sector 
into preparedness, response and recovery efforts. In 2007, FEMA established a Private 
Sector Division of External Affairs, in response to recommendations in PKEMRA. 
FEMA’s Private Sector Division facilitates full engagement of the private sector - 
including business and industry, academia, non-profit and other non-governmental 
organizations - as a key player in disaster preparedness, response and recovery. 

Comprehensive Preparedness System - In terms of Subtitle C of PKEMRA, 
Comprehensive Preparedness System, the new Presidential Preparedness Directive (PPD) 
on National Preparedness, FEMA is involved with an interagency group that is drafting 
an updated PPD that is anticipated to address the call for an update of the National 
Preparedness Goal (PKEMRA Section 643). Since the formal implementation of the 
NPG in September 2007, FEMA’s understanding of the nation’s risks and capabilities has 
evolved, and national preparedness concepts, policy, doctrine, and target capabilities have 
matured. Once the PPD is finalized and signed, FEMA is expected to conduct a 
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comprehensive review, update the NPG, and develop a schedule to identify and 
synchronize major preparedness program activities, a clear delineation of roles and 
responsibilities, and specific supporting courses of action across each element of the 
preparedness cycle (i.e. plan, organize and equip, train, exercise, evaluate, and improve). 
This update will describe the process for incorporating developments in policy, doctrine, 
and lessons learned into preparedness activities, as well as how exercises, evaluations, 
and assessments evaluate risks, capabilities, and needs to advance national preparedness. 

Finally, PKEMRA enabled FEMA to strengthen its partnerships within the entire 
emergency management community through the establishment of a small state and rural 
advocate and a national disability coordinator. The national disability coordinator's 
office has subsequently been expanded to an Office of Disability Integration and 
Coordination. 

While completing implementation specific actions mandated by PKEMRA is a priority, 
we also must continuously work to ensure that our policies are consistent with the 
PKEMRA, and maximize the tools available to us under the FEMA’s authorities in order 
to effectively respond to the needs of individuals and states following a major disaster. 
FEMA recently completed an aggressive review of all disaster assistance policies in the 
Individual Assistance (lA) and Public Assistance (PA) Divisions apart from the three- 
year cyclical review, in addition to these efforts, the National Advisory Council has 
placed priority on identifying areas where changes in the PKEMRA-implementing 
regulations and policy can most quickly and directly result in greater flexibility in 
providing assistance. 

The QHSR and the Bottom Up Review report complement PKEMRA and provide a 
framework for FEMA’s efforts to “Ensure Resilience to Disasters.” The following 
provides additional information regarding FEMA BUR initiatives that are consistent with 
PKEMRA and will help build national resilience. 

BUR Initiative #29: Enhance Catastrophic Disaster Preparedness . 

The FEMA Administrator has directed FEMA staff to first define and then implement a 
“whole of community” focused preparedness and response national-level capacity to 
improve our resilience to extreme disasters, and enhance our ability to save and sustain 
lives following a catastrophic event, with the additional goal of stabilizing the event 
within 72 hours. By the start of FY 2012, FEMA expects to have developed key doctrine 
and procedures and prioritized disaster outcomes for each representative catastrophic 
meta-scenario. The focus of FY 2012, efforts will be on implementation of this initiative, 
in coordination with “whole of community” partners, through training, planning projects. 
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exercises, and supporting policies and documents (e.g., pre-scripted mission 
assignments). For example, one significant current planning effort is the formulation of a 
plan to address a catastrophic earthquake impacting eight states in the New Madrid 
Seismic Zone, This initiative integrates plans at all levels of government with an 
overarching national-level earthquake plan and provides the basis for a fundamental re- 
tooling of all-hazards catastrophic incident guidance. The experience from this planning 
effort is being applied to other key planning activities, 

BUR Initiative #30: Improve DHS’ ability to lead in emergency management . 

FEMA is exploring opportunities to improve the lifecycle of FEMA’s workforce, from 
recruitment through professional growth into the most senior levels of leadership. The 
core objective is to create an improved work environment for FEMA's current and future 
employees, including interns. The objective will be substantially achieved through 
enhanced recruitment, hiring, and developmental initiatives and opportunities. In FY 
2012 FEMA will complete strategic workforce planning efforts and present 
implementation strategies to support development of both FEMA’s workforce and across 
the entire field of emergency management. Leadership will then be able to make 
decisions regarding any future resource implications and begin to implement resource 
neutral options as appropriate, 

BUR Initiative #32: Make individual and family preparedness and critical facility 
resilience inherent in community preparedness . 

Numerous offices and divisions within FEMA and DUS have initiatives and programs 
that support this goal through technical and social science research, partnerships with 
government and civic organizations at all levels, and tools and resources for state, tribal, 
local, family and individual execution. In addition, the proposed new Presidential Policy 
Directive (PPD) on National Preparedness is expected to require DHS and FE.MA to 
develop a national strategy that promotes and enables “whole of community” 
participation and involvement in national preparedness. This strategy should be 
completed by the start of FY 2012 and include five components: National Leadership 
Voice and Collaborative Partnerships; Doctrine, Policy, Strategic Planning; Public 
Outreach and Training; Tools and Resources for local implementation; Evaluation and 
Recognition of Success. The focus of FY 2012 efforts will be on continued 
implementation of these strategies and expanded use of the Citizen Corps and Ready.Gov 
programs. 
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Question: The Implementing Recommendations of the 9/1 1 Commission Act of 2007 
required DHS to implement a voluntary program to certify the preparedness of private 
sector companies not later than 210 days after enactment. Unfortunately, the previous 
Administration missed the statutory deadline for implementation and failed to widely 
promote the program. To date the program still has not been implemented, nor has it been 
promoted as required by the law. Although I was pleased that this program was 
mentioned in the BUR and pleased that the Department recently announced the standards 
that will be used for the program, the Department’s failure to completely implement the 
program is regrettable. Given that the private sector controls 85 percent of the critical 
infrastructure in the Nation, the importance of enhancing private sector preparedness 
cannot be understated. The 9/1 1 Commission found that the private sector remains 
largely unprepared for disasters, and the recent devastating oil spill in the Gulf of Mexico 
serves as a painful reminder of why private sector preparedness is so important. 

When will DHS have the program fully implemented? Please describe your plan for the 
future promotion of this program. 

Response: DI IS will begin an aggressive campaign to raise awareness of the PS-Prep 
Program and how private sector organizations can participate to coincide with National 
Preparedness Month in September 2010. DHS plans to roll-out a small business-specific 
certification initiative in the fall of 2010. 
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ATTACHMENT - QFR #21 


Private Sector Preparedness in the DHS 
QHSR 


PS-Prep is recommending the following performance measures to be added to the DHS QHSR missions, 
goals, and objectives that are specific to private sector preparedness. 

h Recommended Private Sector Preparedness Outcome Measures 
We recommend outcome measures specific to private sector preparedness for the following goals and 
objectives under Mission 5: Ensuring Resilience to Disasters.^ 

Goa! 5,4: Rapidly Recover 

• Objective 5.4.1: Enhance recovery capabilities 

• Objective 5.4.2: Ensure continuity of essential services and functions 

Outcome Measures (Applicable for Goals 5.1 and 5.4): 

• Developing measures on level of voluntary nationwide participation in Private Sector 
Preparedness Accreditation and Certification Program (PS*Prep). One element of 
Accreditation will be a business continuity plan. 


Goal 5.2: Enhance Preparedne.ss 

• Objective 5.2.2: Strengthen capabilities 

Outcome Measures: 

• Percent of private sector organizations that are engaged in preparedness activities such 
as education and training, organizational development, and or assessment. 

• Percent of private sector organizations reporting they are or plan to formally certify to 
one or more DHS adopted preparedness standards through the PS-Prep Program. 

• Percent of private sector organizations reporting they are utilizing one or more DHS 
adopted preparedness standards outside of the formal PS-Prep Program conformity 
assessment processes. 

o Percent of private sector organizations reporting their known or desired impact 
on community, individuals, business operations, or supply chain based on the 
formal PS-Prep Program conformity assessment activities in which they are 
engaged. 


^ There are five missions outlined in the QHSR: Mission 1- Preventing Terrorism and Enhancing Security, Mission 2- 
Securing and Managing Our Borders, Mission 3- Enforcing and Administering Our Immigration Laws, Mission 4- 
Safeguarding and Securing Cyberspace, and Mission 5- Ensuring Resilience to Disasters. 
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Goal 5.3: Ensure Effective Emergency Response 

• Objective 5.3.1: Provide timely and accurate information to the public 

• Objective 5.3.2: Conduct effective disaster response operations 

• Objective 5.3.3; Provide timely and appropriate disaster assistance 

Outcome Measures: 

• Percent of private sector organizations that have public crisis communications plan. 

• Percent of private sector organizations that have trained relevant staff to the public 
crisis communication plan. 

• Percent of private sector organizations reporting they have or plan to exercise their 
business continuity plan in coordination with local/state officials, supply chain, and 
other applicable public and private sector partners. 

• Percent of private sector organizations reporting that they have or plan to utilize 
lessons learned and after action report outcomes to update and enhance their business 
continuity plan. 
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Question: In September 2009 a Task Force of the Homeland Security Advisory Council 
completed a review of the Homeland Security Advisory System (HSAS) that had been 
requested by the Secretary in July 2009. Since the completion of that review, no changes 
have been made (at least publicly) to the USAS. 

What is the status of efforts to modify the Homeland Security Advisory System following 
the September 2009 HSAC review? Have any changes been made to the HSAS since 
September 2009? 

Response: The task force helped to develop actionable recommendations regarding 
potential changes to the Homeland Security Advisory System. The recommendations and 
any potential changes to the system are currently being discussed in the interagency 
process. 
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Question: One of the 44 initiatives identified in the Bottom-Up Review (BUR) is to 
reduce DHS’ reliance on contractors, and I understand that DHS is creating a specific 
Program Management Office (PMO) to handle a Workforce Balance assessment, but I 
am concerned about the timeliness of these initiatives. For example, in December 2009, 
DHS stated that 3,500 contractor positions had been identified as being more appropriate 
for performance by Federal employees and that conversions would take place by the end 
of FYIO. but in April 2010 DHS stated that these conversions may carry over into 
FY201 1. Then in May 2010, DHS stated that there were delays and favorable 
miscalculations, and now the Department estimates that 700 of these positions will be on 
board by the end of FYIO, There are thousands of contractors that this PMO will 
potentially identify for conversion in the near future. What will DHS do to ensure a more 
efficient and effective process? Can Congress do anything to enable a more efficient 
conversion process? Please explain. 

Response: The initial effort to address potential contractor over-reliance was based on a 
March 2009 data call that asked components to identifying contracts that potentially 
included “inherently governmental” or “closely associated with inherently governmental” 
work. This data call, and the components’ responses, took place prior to OMB’s issuance 
of the Memorandum on the Multi-sector Workforce, which provided direction to 
executive agencies on determining the proper balance between federal and contractor 
workforces. 

As a result of the March 2009 data call, the then Under Secretary for Management 
approved the conversion to Federal service of 3,500 positions. As insourcing progressed, 
the Department learned numerous lessons, including the need for: 

• More comprehensive guidance to the components; 

• Greater standardization of processes and documentation of decisions; 
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• Increased, habitual senior-level attention, particularly at the component level; 

• Regularly scheduled, consistent reporting on progress and results; 

• Clearly defined outcomes; and 

• Shift in primary focus on the number of contractor positions eliminated; as 
opposed to a one for one conversion from contractor to federal positions. This 
became evident as a result of an analysis which revealed the work of some 
contractor positions was absorbed by existing Federal employees and multiple 
part-time contractor positions were filled via full-time federal employment. 

The Balanced Workforce Program Management Office was established in March 2010 
and has since accomplished the following: 

• Issued preliminary Balanced Workforce Strategy Guidance on July 13, 2010, and 
final Guidance on August 2, 2010, which outlines a 3-step process to determine 
the appropriate w'orkforce mix, and includes detailed instructions; 

• Conducted a day-long training event for Department level senior executives on 
the Balanced Workforce Strategy on July 13, 2010; 

• Organized and held the first meeting of the Balanced Workforce Executive 
Steering Group composed of a senior executive component representatives on 
August 3, 2010; 

• Deployed an intranet web site to provide background materials and guidance 
information for use by components as they implement the Balanced Workforce 
Strategy; 

• Developed a methodology for prioritizing service contracts and issued a timetable 
for contract review to members of the Executive Steering Group; and 

• Designed a survey tool, currently undergoing in-depth technology testing, to serve 
as the “repeatable process” to conduct the analysis of federal and contractor work. 

The process to analyze and make determinations of the proper workforce balance has 

been developed. We will gauge the implementation effort as we go forward, which 

w'ill enable us to notify the Congress if specific assistance is needed. 
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Homeland Security Review and Bottom-Up Review 
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The Honorable Claire McCaskill 

Committee: 

HO.MELAND SECURITY (SENATE) 


Question: The DHS/Chief Human Capital Officer (CHCO) also mentioned as part of 
their response of why so few positions are planned to be converted by the end of FY20t0 
was because “some of the functions and activities previously performed by contractors 
were absorbed by existing Federal employees, a result not anticipated by the Components 
when they identified the 3,500 positions.’’ How many of these positions were absorbed 
by existing Federal employees? Does DHS plan to track the cost savings realized from 
this review and conversion process? What does DHS plan to do with the cost savings 
once identified? 

Response: As of August 14, 20 1 0, of the 3,500 contractor positions identified for 
conversion, a total of 1 ,596 have been eliminated. As a result, a total of 1 ,323 new 
Federal positions have been established from dollars formerly dedicated to contracts of 
which 843 of those positions have been filled with Federal employees. As part of this 
initiative, the workload that was previously performed by contractors that may have been 
absorbed by existing Federal employees has not been recorded. 

The Department will detail the cost savings from converting and eliminating contractor 
positions in the Congressional Budget Justification. 

Once identified, the Department intends to use conversion-related savings to fund other 
areas of the Department critical to our mission. 
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Question: The Chief Human Capita! Officer (CHCO) stated that it will cost $1,38 
million (salaries, benefits, and shared services) in FYl 1 for six resources; one Senior 
Executive Service (SES), one GS-15, and four Full Time Equivalents (FTEs) for this new 
PMO dedicated to determining the optimum federal employee-to-contractor ratio. CHCO 
stated that the FYl 1 Budget request alone for the four FTEs was $900,000. Are these 
positions going to be mid-grade level federal employees since an SES and a GS-15 are 
being paid for out of existing baseline funds? If so, why does a mid-level federal 
employee cost an average of $225,000? Please provide a breakout per employee of this 
$900,000 cost estimate. 

Response: The FY 201 1 budget request for the Office of the Chief Human Capital 
Officer PPA requested 108 FTP/FTEs and $24,999 million which includes $900,000 to 
support the Balanced Workforce Strategy. The $900,000 supports the salaries, benefits, 
expenses and Working Capital Fund shared services of three GS-14 positions, one GS-13 
position and minimal funding for contractor support to assist the program office during 
the first quarter of the fiscal year. A breakout of the $900,000 is provided below: 


Salaries and benefits for (3) GS-14s (assumes a step 5 
and 1 .4% pay inflation) 

$464,283 

Salaries and benefits for (I) GS-13 (assumes a step 5 and 

1 .4% pay inflation) 

$130,965 

WCF Shared Services (4 positions) 

$180,000 

Expenses (travel, training, supplies, awards, etc) 

$31,000 

Contractor Support (1st quarter FY 201 1) 

$93,700 

Total 

$899,948 
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HOMELAND SECURITY (SENATE) 


Question: The Office of Chief of Human Capital Officer (CHCO) stated that in the near 
term, the balanced workforce strategy will address pressing issues related to the 
appropriate balance of federal staff to contractors, and over time, the balanced workforce 
strategy will evolve into the department’s overall workforce planning model. What is the 
timeframe for determining the optimum federal government-to-contractor ratio? What 
are the specific plans for this PMO after this optimum federal staff to contractor’s ratio 
level is achieved? 

Response: At this time, we do not anticipate that the Balanced Workforce Strategy will 
produce an overall “optimum federal staff to contractor ratio.” It is possible that, as work 
is analyzed, an “optimum federal staff to contractor ratio” may be an output of the 
Balanced Workforce Strategy process. However, as currently structured, not every 
service contract can be quantified as consisting of a specific number of contractor 
positions. We would need that information in order to create a ratio. 

A full-scale Balanced Workforce review of contracts and federal work will take 
approximately three fiscal years. Our initial focus is on high priority service contracts. 
We will then expand the analysis to all aspects of DHS work. As DHS components, 
managers, and business support organizations gain more experience with the Balanced 
Workforce process, we expect to move more quickly in conducting the analyses and then 
implementing any needed adjustments to the workforce balance. 

Once the initial round of analysis is completed, the PMO will be needed to update policy, 
guidance, and processes on a regular basis, and also provide oversight and reporting on 
the workforce. We also anticipate that additional workforce planning actions, such as 
designation of mission critical occupations and identification of needed competencies and 
skills will be incorporated logically into the PMO. The PMO has already begun work on 
revising the DHS Workforce Planning Guide to incorporate the Balanced Workforce 
Strategy guidance. 
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Question: The Chief Human Capital Officer (CHCO) recently provided me a bre; jkout 
dollar figure of the FY09 support service contractors from the Federal Procuremei it Data 
System (FPDS). It showed -$10.97 billion was executed on service support contr actors 
and over 33% (~$3.68 billion) of this was executed on professional, administrativ e, and 
management support services. The next two categories w'cre IT-re!ated support at , $2.22 
billion (-20%) and Utilities and Housekeeping at SI .51 billion (-14%). This $3.6 18 
billion does not include research and development support, architecture/engineer 
services, education/training services, medical services, maintenance/building repa ir, or 
quality control, test and inspection support services. Please explain a little further what 
these professional, administrative, and management support services are being use ;d for 
that costs $3.68 billion? 


Response: The Chief Procurement Officer (CPO) indicated that the $3,68 billion 
includes the following services: 


FY09 Professional Services (R SERVICES (other than Research and I 


PSC Code (Description) 

Total Dollars 

% Toti 
Dollars 

R499 (OTHER PROFESSIONAL SERVICES) 

$880,666,544.41 

23.886; 

R408 (PROGRAM MANAGEMENT/SUPPORT 
SERVICES) 

$875,390,243,57 

23.743' 

R425 (ENGINEERING AND TECHNICAL 
SERVICES) 

$568,805,915.68 

!5.427< 

R799 (OTHER MANAGEMENT SUPPORT 
SERVICES) 

$435,411,412.54 

11.8091 

R414 (SYSTEMS ENGINEERING SERVICES) 

$148,716,488.48 

4.03371 

R699 (OTHER ADMINISTRATIVE SUPPORT 

sves) 

$140,795,464.89 

3.8188' 

R421 (TECHNICAL ASSISTANCE) 

$70,656,305.61 

1.91641 

R426 (COMMUNICATIONS SERVICES) 

$64,976,961,37 

1.7624'; 

R710 (FINANCIAL SERVICES) 

$62,002,813.35 

1,6817'; 

R707 (MGT SVCS/CONTRACT & 
PROCUREMENT SUP) 

$56,305,776,82 

1.52721 

R706 (LOGISTICS SUPPORT SERVICES) 

$46,940,225.13 

1.27321 

R70I (ADVERTISING SERVICES) 

$46,244,296.25 

1.25431 


iment)) 

tl 

; 

5 % 

1% 

}% 

1% 

'/o 


’4 

4 



4 
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R419 (EDUCATIONAL SERVICES) 

$36,476,747,91 

0.9894% 

R703 (ACCOUNTING SERVICES) 

$27,269,410.86 

0.7396% 

R402 (REAL ESTATE BROKERAGE 

SERVICES) 

$26,395,992.23 

0.7159% 

R604 (MAILING AND DISTRIBUTION 
SERVICES) 

$26,021,642.95 

0.7058% 

R407 (PROGRAM EVALUATION SERVICES) 

$18,954,954.00 

0.5141% 

R603 (TRANSCRIPTION SERVICES) 

$17,270,326.70 

0,4684% 

R423 (INTELLIGENCE SERVICES) 

$15,944,916.00 

0.4325% 

R612 (INFORMATION RETRIEVAL) 

$14,533,987,54 

0.3942% 

R405 (OPERATIONS RESEARCH & 
QUANTITATIVE) 

$14,053,403.06 

0,3812% 

R409 (PROGRAM REVIEW/DEVELOPMENT 
SERVICES) 

$13,145,178.18 

0.3565% 

R608 (ADMIN SVCS/TRANSLATION-SIGN 
LANGUAG) 

$11,896,625,94 

0.3227% 

R708 (PUBLIC RELATIONS SERVICES) 

$8,700,442.02 

0.2360% 

R702 (DATA COLLECTION SERVICES) 

$6,861,477.58 

0.1861% 

R415 (PROF SVCS/TECH SIIARING-UTIL) 

$5,920,881.95 

0.1606% 

R420 (CERTIFICATIONS & ACCREDIT PROD 
&IN) 

$5,101,879.73 

0.1384% 

R704 (AUDITING SERVICES) 

$5,085,692.80 

0.1379% 

R498 (PATENT AND TRADEMARK 

SERVICES) 

$4,520,919.93 

0.1226% 

R41 1 (PROF SVCS/REAL PROPERTY 
APPRAISALS) 

$4,230,466,17 

0.1147% 

R497 (PERSONAL SERVICES CONTRACTS) 

$3,840,672.62 

0.1042% 

R406 (POLICY REVIEW/DEVELOPMENT 
SERVICES) 

$3,728,316.00 

0.1011% 

R607 (WORD PROCESSING/TYPING 
SERVICES) 

$3,453,021.39 

0,0937% 

R4 18 (LEGAL SERVICES) 

$3,258,728.34 

0.0884% 

R4 16 (VETERINARY/ANIMAL CARE 
SERVICES) 

$3,001,149.62 

0.0814% 

R428 (INDUSTRIAL HYGIENICS) 

$2,411,621.12 

0.0654% 

R605 (LIBRARY SERVICES) 

$1,745,443.10 

0.0473% 

R61 1 (CREDIT REPORTING SERVICES) 

$1,524,906.10 

0.0414% 

R602 (COURIER AND MESSENGER 

$1,387,892.09 

0.0376% 
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SERVICES) 



R709 (ONGOING AUDIT OPERATIONS 
SUPPORT) 

$1,182,517.64 

0.0321% 

R422 (MARKET RESEARCH & PUBLIC 
OPINION SE) 

$651,347.28 

0.0177% 

R4 12 (SIMULATION) 

$399,424.88 

0.0108% 

R614 (PAPER SHREDDING SERVICES) 

$310,347.00 

0.0084% 

R606 (COURT REPORTING SERVICES) 

$187,496.98 

0.0051% 

R4I3 (SPECIFICATIONS DEVELOPMENT 
SERVICES) 

$173,151.40 

0.0047% 

R71 1 (BANKING SERVICES) 

$154,162.76 

0.0042% 

R613 (POST OFFICE SERVICES) 

$54,449.79 

0.0015% 

R424 (EXPERT WETNESS) 

$41,500.00 

0.0011% 

R401 (PERSONAL CARE SERVICES) 

$21,730.78 

0.0006% 

R404 (PROF SVeS/LAND SURVEYS - 
CADASTRAL) 

$15,537.83 

0.0004% 

R609 (STENOGRAPHIC SERVICES) 

$11,027.12 

0.0003% 

R6 10 (PERSONAL PROPERTY 

MANAGEMENT SERVIC) 

$10,000.00 

0.0003% 

R7 12 (COIN MINTING) 

$8,280.00 

0.0002% 

R427 (PROF SVeS/WEATHER RPT-OBSERV) 

$3,300.00 

0.0001% 

Total 

$3,686,873,417.49 

100.00% 
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HOMELAND SECURITY (SENATE) 


Question: I chaired a hearing for the Homeland Security and Governmental Affairs 
Subcommittee on Contracting Oversight on Counternarcotics Contracts in Latin America 
in May of this year. In preparation for this hearing I had reque.sted documents from the 
Defense Department (DoD) and in order to respond, DoD hired a contractor to respond to 
our request. They paid the contractor almost $50,000 to respond to a request from 
Congress; the contract ceiling was for $150,000. Does DHS hire outside experts to 
respond to requests from Congress? Do you think that there are situations in which DHS 
should hire contractors to respond to requests from Congress? Please explain. 

Response: Contractors are strictly prohibited from performing inherently governmental 
functions. Federal Acquisition Regulation § 7.503(c) provides a non-exhaustive list of 
examples of functions considered to be inherently governmental functions or which shall 
be treated as such. FAR § 7.503(c)(20) includes “[t]he drafting of Congressional 
testimony [and] responses to Congressional correspondence” as examples of inherently 
governmental functions. Supplementary Department- wide procedures in the Homeland 
Security Acquisition Manual (HSAM) sections 3007.502 and 3007.503 re-affirm FAR § 
7.503(c)’s prohibitions. 

There are, however, limited instances in which it may be appropriate for the Department 
to engage contractors for the purpose of Federal employees drafting testimony 

and or responses to requests from Congress. The Department strives to provide Congress 
w'ith complete, accurate, and timely responses to its requests. In order to achieve this 
important goal, it is occasionally necessary to enlist the labor of contractors in a support 
capacity, performing tasks such as research and data collection. In all cases, however, the 
drafting of testimony and responses to congressional questions and requests are 
conducted entirely by Federal employees. 
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-^i'Ci-flary 

t.S. Dfpitrimtnl of Homeland Security 
Washington., IX' 2!f52x 


Homeland 

Security 


Piirsiuiiu to ilio Iiiipivnh'nlin;^ R^y.-ijnunc'ihhh'irnis of ihc 9. J I ( 'tmunissUm . loi of . I am plca'^yd lo 
Mibmii tlic tliM (,bjadivnnia! i lonickind Security Review (Qi ISR), 

Since I he terrorist aiuicks of September 1 1. 2<H) i . ihis Nation has reci.>gni/ed hou reintde threats ariei 
distant iroiible c;in pose near aixi present dangers to our shores. Wc have learned as a N,ition iliai \\c 
must maintain a constant, capable, and \igilam posture to protect uurseives against new threats and 
cvoiN'ing hat'ards. iiul we have al.so learned that vigilance and protection are not ends in and of 
themselves, but rather neces>ar> t»x>!,s in the service orour national purpose. 

just as today N threats to (Mir national sccuriw and strategic interests are e\ol\ ing and imerdependeni. so 
loo must our elTons to ensure the seciirit} ofour homeland rolled these same cltaraclerisiics, As we 
develop new capahihties and technologies, our ad'.v'rsarics will seek to evade ibeni. as was sitow n by liic 
.itiernpted terrorist attack on Might 2.'s.'t on December 2.*^. .d)od. Wc must constantly work to sta\ ahead ol' 
(uir adversaries. 

This hoiTiciand security review addresses hoilt the threats presented and tiie ti'amework ibr our strategic 

response. Tlte Ql ISR identifies the importance ol'what wc refer to as the homeland securit\ enterprise 

that is. the FederaL State, local, tribal, territorial, nongovernincntal, and private-sector entities, as well as 
individuals, families, and communities who share a ci>minon national interest in the safety and securiu id' 
America and the .American population. I he Department ofl lomeland Securilv (DMS) is one among 
many components of this national enterprise. In some areas, like securing our borders or managing our 
immigraiion system, ilio Depanment piisscsses unii.)uc capabilities and. hence, responsibilities. In other 
areas, sue!) as critical inlVastruclure protection or emergency managemenl. the Deparimenl's role is 
largely one oflcadership and stewardship on behall'of those who have the capabilities to gel the Job done, 
in still \Mher areas, such as counterterrorism, defense, and diplomacy, oilier Federal departments and 
agencies have critical role.s and responsibilities, including the Departments of.lusiico. DcIcihc. and Stale, 
the f ederal Bureau of hwestigation. and the National Counlcnerrorism Center. 1 lomeland security w ill 
only be opiimi/ed wtien wc fully leverage the distributed and deceinrali/ed nature olTitc entire enterprise 
in the pursuit of our com!ii(>!i goaU. 

’! ho purpi.'NC of this ()\ iSf^ is to outline the strategic tramewiM'k t(' gui«.le the vietivitic' ot pariicipuuts in 
homcbind scciiniv toward a common end. With respect to DUS speeilicaily, the Ol iSR has led diiecily to 

Quadrennia.i Hoinoiand Security Re\iew Report Page iii 

february 2011.) 


VerDate Nov 24 2008 


10:14 Nov 08, 2011 Jkt 58402 PO 00000 Frm 000102 


Fmt 06601 Sfmt 06601 P:\DOCS\58402.TXT SAFFAIRS 


PsN: PAT 



99 


an examinalioa ol [)1 IS‘s tn\ ii activities from the bemorn up in order to make recommendations rcuarding 
programs, assets, and capabilities, as well as policies, authorities, and organi/alioiia! efTeehveness. in iiN 
ilsca! year 20 ! 2 budget submission. Thus, the Q\ ISR will be ibMowcd by subscqueni submissions to 
('('iigrcss that addres.s programmatic, budgetary, and organi/afional aiignincnt as eatied Ida' by statute. 

The ()! ISR sets the stage by deseribing the breadth and depth of an enterprise-wide approach U' homeland 
seciiriyv. 

in preparing the OHSR, die Department has beneHied from the constnictive engagement ofiiKnisands (U 
dcdicatci.! indi\ idu<ils from acro'.-, the eonniry and. indeed, around the glo-be. .Mllitnigh numbers adone 
cannot capture die depth and ibranev olThe debates and discussions that occiirrcd ihi'ouglioui die proces'. 
v>l’ preparing, die (Jl ISIT more than ! Oi) slakcholdcr asst'Ciatiotis and more ihati 5ti0 experN irons 
go\erniiienl at all levels, as wed as academia and the private sector, iiavc been engaged in this process. 
Our online Naiiona! DiaU'gues had more than 20.000 visits, with over 3.000 conimenis subniiiied. 

The Ql ISR retlccls the most comprehensive assessment and anaKsis ofhomeland sccuriiv to date. 1)1 IS 
worked closely widi the White I louse. National Securiry SlalT. ;md other I'ederal departments and 
agencies lo rellne the Qi ISR and ensure con.sisiencv with the Piv-'idcnt's 2010 Naiiona! Security Strategy 
and other maior seeuriiv reviews, including the Quadrennial Delense Review and die Quadrennial 
Diplomacy and Development Revievv. Tliis interagency engagement, at tite leadership and siaiT levels, 
htis helped to ensure that the Qi ISR rcjircsents llie whoic-of-govenimeni approach lo national security 
envisioned h> the Obama Administration. 

Indeed, everv da> . ensuring the security olThe homeland requires the interaction ormuldple l ederai 
deparimciUs and agencies, as well as operational collaboration across I'edera!, Slate, local, tribal, and 
territorial governments, nongovcrnmenial organizations, and die private sceior, 1'his collaboration and 
cooperation undergirds our sccuriiv posture at our borders and ports, our preparedness in our 
communities, and our ability to elTectively react to crises. The (,)l iSR makes specific recommcndalions 
on (kwv 10 .sirengllien and mature the homeland security enterprise, including mechanisms lo enhance 
unilv ofclTort across muliiplo homeland securitv partners and stakeholders. 

fin;!!!) . in presenting, tiiis first-ever Ql ISR. ! believe it is imporumi to aeknow ledge Ihe efforts and 
conimiimeni of my predecessors in this ofllcc. die men aiui women of the Deparinieni of I lomeland 
Security, and the main di(,msands of law entbreemem iK’rsuniK’t. !n>! responders, emergenev' managers, 
and Ollier homeland security professionals across the country wIk^ have worked tiivlessiv to make this 
Nation secure. <.)n their behalf, and on behalf oflhose who eontinuc to serve. I am piea>ed to deliver this 
Jlrsl Quadrennia! I lomeland Security Review. 



Secretarv Janet Napohiano 
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Preface 


The llrsi-ever Quadrennial Homeland Scci(ri{\ Ro\ ie\^ ( ()l ISR ) comes 
amid much exjX'Ctanon and inieresi. iionicland securit} eiicvanpassc' 
the most sweeping relonn in governnicnt in neari} iiaU'a centun. and 
makes explicit the realization that the evolving iiUernaiiona! securitx 
landscape hears dirccily on our domestic securit) , Kul liav e also 
learticd that security is ni>i an end in itself: rather, it is an impcn'Uini 
litcans t<^ a \ ilai ettd; prcscr\ing the values, principles, and \sa_\ td' iilc 
we pursue ils Americans. 

A review of homeland security could take man}' forms- from a 
rctrospeciix'e and assessment of the past, to an analvsis of current programs artd 
ac!!\ ilies. to a \ icw oi' what the future might bring. Noneiiioless. (A>ngress tnade 
clear in its direction to the Department of I lotneland Securit} (1)1 IS), the principal 
;!U!hor ot'this report, that the Qi ISR shiUild dciine<i!c a homeland securit} ■'irateg} . 
inciu<iing an outline of priority mission areas, not simpl} ior i)HS. but for the 
iKmidauvi securit} enterprise as a wh(»le embracing Federal. Stale, local, tribal, and 
leri iiorial eocenunenis, nongovernmentai org;ini/a!iotis. the i)ri\au: sector, as well 
as iiidi\ iduals. families and commimiiies. Such a "ira'.egtc anal} sis wmild liten ser\c 
as a basis j'or a deeper review of the many pnygrains aiul budgets reqtiii'cd to execuie 
the full range of homeland securit} missions. 

(.'ongress also sought to belter understand tlie resource and organizational 
ijnplications of an evolving strategic view- oflKiinoland sccuritv. What was clear 
IVom the start. Itowever. is that an} ariiciilation of strategy or analysis ol'speciHc 

programmatic or resource tradeoffs- either w ithin Dl IS or acro.ss the broader 

liomeiatid securit} enterprise- imd be hrml} rooted w ithin a comprchcnsi\ e 
strategic understanding (d'homeland securit} . For example, ''What is homeland 
securit} ?" "I low m the homeland best made secure?" "What does it mean to be 
pi'cpared?" 1 ighi }ears after h'] ! . these questions still eelto w ide!} among the many 
homeland security siakchokiers. 

Fhe tyi iSR marks the beginning of a multi-step pr{>cc''> to answer these questions, li 
offers a v ision Ibr a secure homeland, specifies key mission prii>riiies. outlines goals 
for each of (hose mission areas, and laysihe nccesNur} groundwork for subsequent 
analvsis and recommendations. .As an immediate Ibliow-on and complement to the 
R)} ISR. tin important "boiiom-up" review of Dl IS was begun in Xao ember ihai 
\\ ill look lo align the Department's programmatic aeii\ ities and orgaiii./alional 
sirueiure with ihe mission sets and goals identified m the T >1 ISR, 1 hat ivn iew is 
^chcvluled 10 be complete J in the tlrsi calendar quarter ol 20 i 0. 
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Preface 


\Miile ihc primnn purpose lor llic Ul lSR is lo outline the siralcuic Iruiiiework lo 
guide the activities orpailicipants in hoineland security toward a common end, it i.s 
equally iinporltint lo note w hat the Ql ISR is rho report is not a resource 
prioritization document, although in identilying key mission areas for priority rociis. 
it is highly indicative (d'whcre those priorities should lie. Nor does the Ql ISR detail 
the roles and responsibilities of Federal or other inslilulions for each mission area. 
Instetid. tlic Ql ISR funelions as a strategic document that seeks to tinsvver the most 
fundainenlal questions that many .'Xincrlcaiis still ask about homeland security . fiy 
describing ;i lorward-iooking homeland security vision tor the Nation and the 
reipnsitc set of key mission areas, goals, ohjeciivos. and ouleomes, iiuegrtited across 
the breadllt oftlie homeland seciirilv landscape, it also will serve as :i roadmtip to 
kec[i Anieric:i sate, secure, tind resilient in the years ahead. 
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Executive Summary 


The purpose of ilic first-ever Qundrcimial Homeland Securi!) Kc\ic\v 
(OU^K) is 10 outline the strategic framework to guide ihe aetiviiies of 
participnnis iit homeland security toward a common end. A >ed'e and secure 
homeland must mean more than preventing lenaaisi attacks fruni being 
carried out. It must also ensure tiiai the liberties of ail Alne^ica^^ <ire 
assured. piivac\ is protected, and the means In wh.ich w i' Inicrctianee n liii 
lite \\orld ihri'Ugi! iruxei. ian ful unmigralii'n. Uado. cuininerce. and 
excluuvj.e are secured. 

In addition, wliile the imporuinco orpreventing another teranasi aiiack in die 
I ahied States remains umliminished. mneh has been learned since Seplembor 
1 ! - 20(Jl. about the range ol’ challenges wc face, i iurricane Kairinii. widespreaxi 
inicrnaiional cyber atntcks. the expansion oftran.snaiiona! crimina! aciix ines. and 
I n NM inlluen/a are examples of threats and hazards that are cenirai lo horneiand 
seciifitN . retjuiring an eituahc wide \ arietx of capabilities lo address them. 

'1 he E)i is no! Ntmjdx a di.scu'><ion oi'the roles emd rcsponsilVdides oT the 
i )epartme!5l oil lorneland Set m il\ 1 1)1 IS), ' S'he y'd I SR ackiauA letkees exist ine 
lelationslttps. roles, and ••esponsibilities. atid seeks to set lorll: a shared \ tsion o! 
hninelantl securilv in order to achiexe unite -M' purpose. 'Ute Nation' - I'irst (j! iSR 
takes as its aitn tt vision for our i'lomeiand as sale, secure, ant! resilient, aettinsi 
lerrorism and otlicr hazarils where .American interests, aspirations, and wax oriile can 
thrive. 



Today 's .SVc7//7/n Environmenl 

The accelerated ilow of ideas, goods, and people arottnd the work!, xx bile x tial to 
supporting and adxancing America's interesfs. also croittes seeurily chalicngcs that are 
incretisingly borderless and unconventional. To a greater degree than at any point in 
liistorv. indix ii.jL:;iis and small grotips-- • from n<mgovernmenlai organizations < N(jOst 
on the one hand to i.rimiital neixxorks and ternxriM (.u'gani/aticms on the other have 
the abiiitx- to engage the wx.-rki xxith iar-reaehing cffccls. indnding ihuse that ate 
disrupiixe and destruetix^.x 

.Anionv.’. the loices that ihrCvUen the I Tiicd States and it > intcivM-^ are tivwc- iltai hiend 
the ieihalitx and liigh-iech capabilities ofmx.'dern xxeaportix witit ihi.- I'lox'cr mu! 
opportiinitx o‘ visx motel ric iactic'. such as terror isin and c\ hci \\ jclare. Vx'e '!:e 


' Sect ii Ml 71)7 vi| ilic I loineland Seeun!) Act o!'2()(>2, as amende J. -vnaii'es tin.- Secretarx -I 
1 lorndand Si.'curiiy. m each quadrennial rex icxx, \o "deiincate .inj update, as upprupraUt,-. the 
nauenal hcMueland secuiily straiegx.'' arul to and pnoi iii/e the tail ranee o! Tie uaieai 

ijonieliind seeuriiv mission areas of the Nation." 
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Executive Si mviary 

diallciiei’J mil oiilx bv ibivc! biiipioytni.-r!! o!' convcbtiunal ueapoiir'. . I)ut udii h> llic 
Ivibrid naiiire dl iheac ilireais. Wc have seen ilieir eflects on the Anioricuii honiel.'.ml 
Moreover, no must roniciviber that we face a determined and eonstanll) atlapiine 
ad\ersar\. The anempled tcrrorisi allack on Flisrhi 2.s.i on December 25. 2iHi<). is a 
powerih! ilhislralioii liaii ienorisis rvill po lo greal lengths to tr> U> deleal ihe socurio 
measuies lhal liare i'ceii pni in pl.ice since d i K 

Figiitc li.S-t. I hieiifs, Ha/iinls, anti l.itiig-'l criii {llolial Uliallenges 
iiinl I'teiids 


Threats and i! j/ar 


n iM!t-UOli>>,'(tlKTU'U \M-:l[>r»iis liUC 

liC'l < [il l liiil 

.\1 Q3v(i;i undi’iniKii \ ioiviH 
i xtemii'sni 

L‘ !-j.h -UDi'.svf jiii lU'v ;sn(i I'l u iik'- 
S, ;ili- r\ {ice iiU.K'ks, isH E!! -.ii : il-i, 
nuii 

i‘;i luk-Mii' H. iiu! j'ti :k ui-.lviU^. air 
luilti l al (la /;) nk. 

iraM'ickHiu aiui uviaUal 
1 1 .1 iiMUliuMiai ci'iriU' 

■^ta.illu! '•i ak- k'l fTM'i 




kviintiiiiiv anil llnaiida! inv.tabilit> 
nvjtc-iuieiu’v on fossil fuels and the 
ihrvaib Ilf iiloba! climute chanjj,e 
\aiioii> onwilling to abide h) 
liiii. } ‘lalii'Eial norms 
SojihiNiicaied and broadly availablc. 

Oihi'r liri-.s rs of illicit, danuerous, or 
moveinent of people and • 

m 


Dcjhuu^ and i'ramin^^ I lonudund Security 

I JuivieittiH! sccui'iiv Joacriiicx ihe iiUcrseciioii t>f c\u.K inii Uiroats and ka/ards w ilh 
tradiiionai uvivonniteniaS rinul ci\ic reEpon-sihiiiHes !dr ciNii detense. cnK'i'i^eiiu) 
i'osponse. law cnlorcenk'nk cu.sttinis, huirdcr coiun'!. and iniiniyiEaiiia), in cornhining 
these re^ponsibiliiies liiider i>nc owrarchuyu concept, homeiani! sccnriiy breaks down 
lonL'.,^la^ding •sioscciijX"' vd' activity iluii have been und ccukl Dliii be cxpioiied l')\ ihoAe 
seeking lo barm America, f lomeland security also creates a greater emphasis on the 
need Tor joint actions and eri’oris across previously discrete clcntenis orgc-vernnieiU 
and sociei)', 

[]i.*nK'tand securii\ is a ’«\ide!> disiributed and diverse- but unmistakable- national 

enterprise. The term "enterjkise" refers lo the col^ecli^ e ciTorls and shared 
rosponsibiiiiics oj'FederaL Slate, local, tribal, territorial, nongovernmental, and 

privatC'Sceior partners as well as individuals, families, and communities - to 

maintain critical homeland security capabilities. The u.se ofthc term connotes a 
broad-based communits witii a common inicrest in the public safet} and well-being of 
America and American society that is composed of muiliple actors and stakeholders 
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Exi:ci’tive Si mmary 

v\hosc roles and respoiisibililies arc disiribiilod and shared. As ihc C’onimancier-in- 
Cliicfand Ihc leader ol’thc hxeculivc ISrancIi, the President ol'llie I Iniled Suites is 
uniquely responsible for the sarelye security, and resilience of the Nation, I he W hite 
House learls overall homeland security policy direction and corirdination. Individual 
I'cdernl agencies, in turn, are empovveivd by law and policy to fulfill various aspects 
ol'ihe homeland security missitm. I'iie Secreiary of lloineland Seciirily leads Ihe 
I cderal agency as delined hy siatule charged with homeland .security: preventing 
terrorism and managing risks to critical infrastructure; securing and managing the 
border; enforcing and administering iinmigration laws; safeguarding and securing 
ey berspace; and ensuring resilience to disasters. I lowcvcr. as a disiribiued sy stem, no 
single entity is responsible for or directly manages ail aspects of tite cnierprise. 

There are llrrce key concepts that arc essential to. and form the foundation for. a 
comprehensive <i|3proach lo homeland seeuniy : 


• Security: Protect the United States and its people, vital interests, and way of 
life; 

• Resilience: Foster individual, community, and system robustness, 
adaptability, and capacity for rapid recovery; and 

• Customs and Exchange: Expedite and enforce lawful trade, travel, and 
immigration. 


All liomeland seeiiriiy activities niusl be built upon a foundation of ensuring security 
and resilience, iis well as faciliiaiing the normal, daily acliv ities of society and 
interchange with the vvotid. 

The f/omehiiul SeciirHr Missions 

file Qi ISR outlines the Nation's homeland security missions, or broad areas of 
activity around whieii the homeland security cntcrpi'isc is oriented, '/'/awe missions 
ore en!cr[misi/n\jj.lm ami nor limilci ’ lo ihc Depurnnenl of Uoineianti Securiiv 
Hundreds of titoustmds of people from acro.sv the Federal Ciovemnient. Stale, local. 
Iribtil. and terriloria! governments, the private sector, and other ntingovernmenlai 
nrgani/iilions are respt'iisible for evcctiling these missions, 'fhese liomelaitil seenrilv 
professionals must have a clear sense of what it lakes to achieve the overarchiiig 
vision. 


Quadrennial I lomeland Securily Review Report Page i\ 

I ebrnarv 2(.I|0 


VerDate Nov 24 2008 


10:1 4 Nov 08, 2011 Jkt 58402 PO 00000 Frm000108 Fmt 06601 Sfmt 06601 P:\DOCS\58402.TXT SAFFAIRS PsN: PAT 



105 


E X E C I 1 I V E S I M M A R Y 

There are llxe homeland security missions. The missions and associated ^oals are as 
ioilows; 


Mission 1: Preventing Terrorism and Enhancing Security 


■ IcMoii lAtl.iA. 

• ‘ ! I _ I’li.'-vcnl the 1 naiilhoii/cil XcijuiMlii'n or I -.c cpl C hemicai. 
Hiological. Radiological and Nuclear Materials and Capabilities 

• I M.piiaeo Ri>k> liH 'ii’cai iiih.i'liiuluEe. Ke> I e.i v'l-iiip. ,! 


Mission 2: Securing and Managing Our Borders 


• Goal 2.1: Eflectively C onttollfS.Airjtand, and Sea Borders 

• Goal 2,2: Safeguard 1 :i\vfid, Trade OTd Travel 

• Goal 2.3: Disrupt and Disnrantte Transnatanal Criminal Ctrganizations 


Mission 3: Enforcing and .Administering Our Immigration Laws 


• Goal 3. 1 : Strengthen and ififsetively Administer the immigration System 

• Goal 3.2; Prcvcitt Unlavvf!d.dmmigration.:.%: ,rs 


Mission 4; Safeguarding and Securing Cyberspace 


• QOal'4 1. Create a Safe, and Kesiiienth'^’^^ ^ 

* Goalri 2- I’roinote C'ybersree«ity Kno.wledge liid Innovation 


Mission S: Ensuring Resilience to Disasters 


• Goals I Mitigate I la/aids ! 

„ ! 

• Goal 5 2: linlianec IricpaiedneSS : 

• Goal.d.t Ensure tritcciive!§fftergency:Res:pob.se 

• Goat 3.4 Rapidly Rcr-over fc.., ^ 

in addition, we must spccillcally focus on maturing the homeland security enterprise 
itself Maturing :ind strengthening the homeland security enterprise includes 
enhancing shared awareness ofrisks and threats, building capable connnunilies. 
fostering unity ofeffort. and fo.slering innovative approaches and solulions through 
leading-edge science and technology. 

R\ delining the homeland security niissicins and setting prioriliverl goals, ohjcctisos. 
aiki sinitegie outcome statements for each mission, we chart a course lor tiLiivm o\er 
ihe ne.M 4 \ ears. 
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I. Introduction 


The slory of homeland security is irie\tricab!> linked to the slon' of 
9/1 i . The vivid images ol’the Work) Trade Ccnier. the ik-ntagon, and 
smoldering (lekls in Shanksville.. fknnsyivania. portraxed a Nation 
obviously shaken by the catastrophic surprise aiUicks that had (K-ciirred 
on its soil. Yet on that same day there were other iniages - oj' 
llrcrighters racing up the stairs ol’thc Twin 1 owers. orpollee and lust 
responders rushing aid to those in need at the Pentagon, and ol'ordinary 
American.s. indeed tola! strangers, coining Kigellter to help each other 
cope with challenges large and small. These iniages of American 
resilience portrayed a Nation determined to do v\iialevcr it might take 
to recover from this disaster and to prevent such attacks from occurring 
again. 

in the closing days o!'2091. the t1rst narrative describing homeland securitv' began to 
take siiape: that despite the dramatic changes since tiie end oftlie C'old War. the 
work! x\as still very much a dangerous place. The icnaaisi;, that iiad largetoii iliis 
country clearly were determined to attack Americans at home. American interests 
anywhere, iind our Irienus and allies everywhere. As the centra! pan ot'ihis llrsi 
narrative, our Nation believed that it needed to improve its \ igilanco. increase its 
preparedness, reduce its vulnerabilities, and strengthen its guard against any ruture 
attack in order to confront this threat. 

riie I'ederal (jovernment began to insiiiulionali/.e those priorities w ith a series ol' 
initiatives under liie banner o\' /lowc/tini/ scctiriiy: a. Pro.sidentia! advisor and advisory 
council were appointed, a series ol' national-level policies were issued, new sialuiory 
aiitlioritics were enacted by Congre.ss. and in 2093. a new l-'ederal agency was 

established the Department of Homeland Security (DNS), 'I'hcsc initiatives--- in 

particular, the newly established 1)1 IS-- linked the imperative orsafeguarding the 
Nation to key opcralionai responsibilities that were principally focused on securing 
die NalioiTs borders and air iransporiaiion system, while enhancing the NadonN 
preparedness to coidrunt terrorism 

In the \cars since 9'1 I . liomeiand security has become commoniy and broadly known 
as both a icnn and as a I'ederal department. Less wed undeiNtood. however, lias been 
its ongoing purpi'se and funefitm. What is homeland securitv Is U more than 
preventing terrorism? (I'so. w hat else does it take to achieve a safe and Nocure 
homeland? W hat risks are we willing to aecepf.’ W ho has the responsibility . 
authority . capahilllies. and resources to do all that needs doing? 

1 he alteinpted terrorist attack on Flight 253 on December 25. 2009. demom^trate.s that 
al-Qaeda cmirinues to plot against us. and thus, the iinportanee of prev endtig anodicr 
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1. INTRODI C TION 

icrrorisl attack in the l.iiitod Suttes remains undiminished. However- much lias been 
learned since d-'l i about the range ok additional challenaes we lace. 1 lurricane 
Katrina powcrI'ulK ilhistrated die overall impact ot'weak preparedness and response 
in the face of extreme traiural disasters. Widespread international e>ber aittieks - 
from some of the ntost sophisticated denial-of-service elTorls to persistent and rising 
ttttticks on t sS. (lovernment eyber s\ steins reneet the increasing iinportaace ol 
scenring the intoniitition --s oleins that are the vers lifehiood of so inueh ol our critical 
cnerg}, liriancial. health, connneree. and traiisponation inlVaslnielure. I raiisittilioual 
criminal organ i/alions that lia\e expanded efforts to cross our borders w ith Mile it 
goods. ciiiTcney. aiul trailleked persons represent a growing threat to the prosperit>. 
securilv. and qiiulit) of life of I hS. citizens at home anti abroad. As we have seen 
with 1 1 1 N 1 iiiniieiT/a. the rapid global spread orinfcctious diseases can cause great 
di.srupiions at homo, Preteiiling the.se and other dangers from threatening our Kation 
has also bectune ecnlral to homeland security. 

■At the satnc time, we hase learncti that it is not possible to secure the American 
homeland simplv u itli physical protections or through strategies that reinlvrce fear or 
isolation. Nt'r is this ctuimry matle -^afe by subsumiiaily curtailing the \er\ rights anti 
liherties that dcllne the free and diverse siicicty we seek to protect, or b\ excluding 
visitors anti law ful inimigrants. Indeed, honielaiitl security is ;is much about 
protecting the American wgiy of lilc a-- it is about protecting this country from I'ulure 
attacks. 

'I'hiis. a safe and secure tiomcland must mean 
more than prevenling terrorist attacks from 
Iteing carriotl tii.il. It must also ensure that the 
liberties oi all .Americans are assured, 
privacy is proieeletl. and ll'e me. ms by which 
we interchtinge with tile vtorid tlirough 
travel, larvt'ui immigraiif'ii, trade, commerce. 

and exchange are seeured, I diimately. 

tiomcland security is about efteetiveiy 
managing risks it.) the Nsiiion's seeiirily. .As 
such, an elTcclive strategy for homeland 
security forms an important component of 
our overarching national security strategy'. 


“We reject as false the 
choice between our safety 

and our ideals. Our Founding 
Fathers, faced with perils we can 
scarcely imagine, drafted a charter to 
assure the rule of law and the rights of 
man, a charter expanded by the blood 
of generations. Those ideals still light 
the world, and we will not give them 
up for expedience’s sake.” 

- President Barack Obama 


lAiee 
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I. INTRODI ( I ION 


The purpi'se ol'lhis t'lrst-evor Quadrcmii:!! Homeland Security Rc\ ieu {(Jl ISR i is to 
elaborate upon this broader vision by outlining the strategic framework to guide the 
activities of participants in homeland security toveard a common end. ,\nd in tliis 
regard, it is iniponant to note that this is not a review confined to the roles and 
responsibilities of I )f IS. I loniciand .security enconipas.scs a much briiader scope, 
vsiili \ital contributions from all I'edcral agencies. Slate, local, tribal, and territorial 
go\ ernmenls, businesses, and nongovernmental organisations, as well as indi\ iduals. 
families, and eommunilies. International partnerships are also essential to success, 

'fhus. this OHSR rvil! deserihe more comprehensively the Nation's homeland security 
interests, identify more clearly the critical homeland security missions, and dcfuic 
more completcl) a strategic tipproach to Iho.se missions hy laying out the principal 
goals, essential obioclivxw. and key strategic oulcontcs necessary for !h;il siraiegic 
tipprotteh to succeed, f he Ql ISR aekmiwlodge-- existing relationships and roles anil 
responsibiiilics, and seeks to set forth a shared vision of homehind security in order to 
achies c unity of purpose uoing I'orwaril. 

VS'hen we recall the csents of d-d 1. wc are reminded of the destruction of those attacks 
to be sure. I lowcver, as wc look forward from this vantage point, it i.s essentia! that 
we elevate the iniportance of tlie extniordinary acts that also took place when New 
York firelighters marched up tower stairs, when passengers of United Flight d.l 
stormed the cockpit and sacriliced their lives, and when countless fellow citizens 
across the country volunteered their lime for day s tind months on end to help others 
heal. These stories of the bravery, courage, and resoKe ofthe American people tell 
the story of homeland security. 

fhesc acts ol' courage also demonstrate the simple yet profound truth: that homeland 
security is not simply about government action alone, but ralhor about the collective 
strength of this entire country. 'Hie Kalioif s tirst Ql ISR builds on the conviction that 
this country can protect itsell and takes as its aim a vision for our homeland as safe, 
secure, and resilient against terrorism and other hazards where .American interests, 
aspirations, and way of life can thrive. 


Scclion 7U’ of the I lisiiciand Security .Act ofdOOd. as amended, requiies the Seercuir'. of 
I ioiueiaiKl Sccuriu . in each tjuadrenrual review, fo "detiiieatc and upiuiic. as appropriate, tiio 
iialiottal itonidatui seeurtls strategy.'' atr.i to "otitline atid prioritize the fiiil utnge ofthe critical 
lioaticlaiti! scctirity ntission aretis iti the Nation.'' 
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I. In TRO DI CTION 
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II. Today’s Security 
Environment 

The iiiferconncctcd nafure ofpeople. cconuniies, and inicrnutinnal 
infrastructure around the world can infuse seemingly isolated or 
remote events with global consequences, l-.venis at home and abroad 
generate rapid effects, often in an interconnected fashion, driven by 
breathtaking technoiogical change and speed-of-lighi iniernationai 
communications. This accelerated flow of ideas, goods, and people 
around the workl. while vita! to supporting and advancing .America's 
interests, also creates security challenges that are increasing!}, 
borderless and iincoiivenlional. 

In many parts of the world, states longer have a monopoiv on tlte 
use of force, although they coniinne to hold a large majorii} of power, 
(.ilobalh . natural hazards have increased in scale and impact, and emerging diseases 
move clTonlesslv across borders and expansively through global movemeni systems, 
To a greater degree than at any point in historv. individuals and small groups--ffom 
nongovenimeniai organizations {NGOs) on the one hand, to eriminai networks and 
terrorist organizations on the other- - have the abiliiv to engage the \sor!d with far- 
reaching elTccls. including those that are disruptive and destructive, 

1 lomeland security, as an essemiai element of our Nation's security, must be tlrmlv 
embedded in and linked to broader national security concerns. Again.sl this backdrop, 
wc must pursue a homeland sccuriiv agenda linked to America's national security 
inieresiN. Such interests relleci the Nation's highest order priorities, 

.America's interests are inextricably linked to the integrity and resilience of the 
international svsient. Chief among these interests are security, prosperity, broad 
respect !br universal values, and an international order that: promotes coopcTulivc 
action. Consistent with ihc PresidenTs vision, the I aiiied Stales will advance these 
iuteresls by sirenglhcning our diaiiCNiie foundati-on and inlcgranne all etemenis of 
national power, engaging iibroad on the ba.^is ot nunual inicresi and muuial rC'peci. 
and prcHUoting an international iirder that reinforces the rights and responsibilities of 
all nations. 
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11. Today’s Sec urity Environment 

/\mong the forces lliai threaten the United 
Slates and its interests are those that blend 
ilie lethalits and iiiuh-icch capabilities of 
modern \\eaponr\ with the power and 
oppi'rtnnit) of asc ninielrie tactics such as 
terrorism and c;. her warfare. We are 
ehalleneed not only be novel employment of 
concentional weaponry, but also by the 
h\ brid nature of these threats. Countering such threats requires us to adapt traditional 
roles and responsibilities across the national security spectrum and craft solutions that 
kwerage the capabilities that exi.st both inside and aiilskle of government. The 
atlcmpled terrorist atttick on Flight 253 on December 25, 200“-). powerfully illustrates 
that terrorists w ill go to great lengths to try to defeat the security rneastires that liar e 
been pul in phice since 9 1 I . 

More siiecinettlly, the threats and ha/,;irds that ehaiienge U.S. interests from a 
homeland security perspective incltide: 

• !.]yi:eif[is!fauence,yyeapprts pf ITKIM desiatefu^ in particular, imprtw isetl 

nuclear (kw icos and high-conscquence biological weapons, w hich would have the 
gieatCNi potontitil effects if used against the 1 nitcd Stales. We know that non- 
state actors aeliseiy seek to acquire, biiiki. and use such w eapons and 
technologies, and that foreign stales conliinie to deseioji high-consequence 
wetiponry w iih the intent to intimklaie or blackmail the iniernalion:il coniiminity 
and prolil'eraie to oilier potentially hostile stale or non-stale ticlors. Dangerous 
intiterials. iechui.vlogy. and know-how circulate with case in our globalized 
ccononw and arc controlled unevenly around the world, raising the possibility of 
theft or accidental use and nitiking it dilTicull to track and prev ent proliferation, 

* '3 ! d.ktcd: ! raid .glplvyydpjeiig eshi emisn n 
wiiich directly llirealcn the United Stales 
and its allic ,. I evrorist networks csploil 
g.i|'c in governance and security within 
boili weak and advanced slates. .Some 
Icrrorisl organi/.alions heiiet'il from 
ticlive slalc-S|)onsorship anti from the 
failnre of tither sliilcs to counter known 
tcrnirisl organi/atioiis or sources of 
sunpiorl wiiltin their borilors. derrorisl 
organi/aiu'iis iiioo expressed the intent to employ mass-casualty W Ml) as well ;is 

ale .tuacks against promiiicni poaiticai. economic, aitil iiilVaslnicUiiv 
iht: I ititCil Stales and ari'i.iiii! lltc world. 

Page 6 Ouadrennial Homeland .Security Review Report 
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“We will . . . relentlessly 
confront violent extremists 

w'ho pose a grave threat to our security — 
because we reject the same thing that 
people of all faiths reject: the killing of 
innocent men, w'omen. and children.” 

- President Barack Obama 


Hybrid threats refer to the ability 
of adversaries — lone attackers, criminals, 
transnational terrorist organizations, even 
nation-states — to employ combinations 
of tactics, technologies, and capabilities 
to gain an asymmetric advantage. 
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n. Today’s Se( i kity Environment 

• ijigh-coiiscquoficc and' or u ide~scalo cvh er attacks, inlrusion s. d isru plion.s. asu{ 
c.\|ik>iuqliqil 5 . Ilk'll, wliiii used by hosiile state or non-staic actors, could 
rnassivoK disable or impair critical imcrnatioiial llnancial. commercial, physical, 
and olher iiilrtistrticiiire. I'his in turn could cripple the global movenicnl oi'peoplc 
and goods woiiduide aiul bringing !egitim.alc and vital socitil and economic 
I'micesscs 10 ti siandslill. I hese ceber attacks involve indiv iduaU ;ind groups oho 
conduct intrusic'ns in scarcii oi’tnlorn'h'iiion to use agaiitst the 1 .nited, Stales, and 
litose uho spread malicious code in an attempt lo disrupt the national int'onnalion 
intVastruciui'c. 

• I’.indcniics. ntaior itccidenls, and nauinil ha^iGls. which can result in massive loss 
of lil'c aiiv! liv cliliood cqiitil tc) or grealer than many delibcialc mtilicioiis tillticks. 

(. ertain public health liireat-.. sucli as disease outbreaks and naliiral ha/ards fe.g., 
hurricaitcs and Hoods), vtceur org,anicallv i.tliicrs c<tti be introduced into the 
I tniied Stale's through the movemem of people and goods across our boixlers, 

• tiO'l relmevi iraiisriaiio nal eri ine. which can undermine el'feclive 
governance and seciiripv. corrupt .strategicalK' vital markets, slow economic 
growtli. tind destabilize weaker slates, rraiisnaiitmal crime and tralllcking 
facilitate the movonieiit oi'ntireotics. people, funds, arms, ;ind other support lo 
liosiile actors, including tcirorisl neivvoiks. Importantly for the .'\merican 
homclai'Kl. the dramatic cictrimemai effect of illegal IrafUcking aiwl transnational 
crimiriai orgtini/alioris is ap|:iiircm in scKiclies within ilie Westoni I icmisphere, 

• binajje!;, settle ka'rorim^^ which may include violent extremists and other state or 
non -slate actors condnctliig small-scale explosive aiul cyber attacks and intrusions 
acainst |vopnlation centers, imponani symbolic targets, or critical inl'riwlructure. 

In aikiilion to these spocilie threats and hazards. .America's national imeresls are also 

Ihrealcned h\' global challenges and long-term trends. These include: 

• ksagioiiliC aiKi_(lmmeiaJjajsnibl!j!y that can imdermine conikience in the 
inlernaiional order, fuel global political tiirbulence, and induce social and political 
instability in weak ‘-laics abroail, 

• Dependence on tvissal tiiels gind iheihrcaloTghybtaljtL^^^^^ change Ihtit can open 

the I inilv’ii Mate- lo disruplions and manipulations it! cnergv stgtplies and to 
cjsnnaes m our itatural environment on an unpreecdenleU scale, ('hinale change iv 
c'vpcclccl to mcrca'.c the severity and Ifequency- of wciillier-rchtled iiazards. wliicli 
could, in turn, rcvuit in social and political desiabilizalion. international eonllict. 
or mass migr.tiions. 
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II. Today’s Si-( uritv Environment 


• Nations iinujllii'm to ahide b\ intcnjtttioiial norms that can tliivalcn I .S. sccnrin 
inlcivsts dirccl's or indirectly by sponsoring Icriorisni, encouraging W Ml) 
prolircnilion. serving as a source of cyber disruptioiis, coiniiiilting liiintan rights 
tilrocilics. or providing stiib haven lo Iraiisnatiotial crimiiitil networks. 

• Sopliisticatcgl anti hisrtiJK avaiiabie technology, which einporters our aiisersarios. 
\\ 0 nuisi adtipi our imeliigencc and coiiiiierinielligencc practices to defeat hostde 
trpcraiions and the tise o! inielligence (radcerali bv small groitpsand indit itliiais 
phinning destmelis o tiUacks agitinst the homeland, 

• I Miter tlri\ Cl's ok iilit it. dtingcrous, or iincpmrplled nioveiiienl td' people and gopils, 
incituling li'ttgile tiiid iailing siales. regional instability, cttmpeliiit'n for resources, 
ticinographie sliihs, em ironmeiiial degradation, genocitleg tmtl other gross 

\ iolalions ot' human rights. I hc.se same drivers can also foster lenorisni anti 
\iolenl e.vlremisi idetilogv, breed tnmsnatiomil crime, and iacilitate the 
proli t'eratioii of higli-consct|Ucnee weaponry. 

The ntitittnal securii v of the I miicd States depends mi a comprcliensitc approach to 
preserve and advance our inleresis while luauaging the risks posed by the threats 
outlined abo\e. \n elTeelive siraieg> lor homeland securily Idniis tin ini|')t>rtiinl 
coniponcni of'our in eraivliiiig nmional seeurilx straicgv . and tlnee assiintpiions in 
particular shape its dcneio|>meni. 

I'irst. rapid technological change will ennliiiue to alter social, economic, and political 
forces, rapidly disperse inrormalion. ami provide new moans for our atlversaries and 
coiiipelilors to challenge u.s. I'lio increasing iiiterconnectivity of infraslructurc and its 
dependence on eyber systems creates opportunitie,s for adversaries to use cyber tools 
to attack critical inl'rtistruciure and gain access to government, business, and personal 
inrorniation systems. Second, niulliple simultaneous eri.ses will likely challenge the 
Nation and its resources, requiring .ill .stakeholders to be capable of mtmaging crises 
including some for cxicnded periods. Multiple sinuilluiieous crises will also place a 
premium itii all sitikcholdcrs' knowledge ol'aml ability to use incident nianttgement 
protocoU anil procedure'., and will challenge national priority setting and resource 
allocation demands, f intiii> . we must guard against the clanger of coniplacenc_\ as 
memories of the s'l 1 attacks and oilier majoi eri.ses recede, i'lte failed aiiiiiie plot of 
Docember 2,v. 201)0. scriO' lo heighten our vigilance, but w-e Know- that rctklincss is 
cnsiK and rci|uiivs su.staiiied commitment. 


Page 8 
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11. Today's SECURITY Environment 


Assumptions Concerning the Security Environment 


• VioU ntestrcmist groups, including potential homegtn. n, rcmistb. wil 
eonli' ue lo use terrorism to attack U.S. targets; 

• i'ecli ologic'' associated \\ith WMO. often dual-use, \t ‘ ■ laleeasih iii 

a gloi ali^ed economy, challenging traditional WMD rinii|>i uiit'eration aiid 
coiiiiicrproliferalion elTorts, cspecittliv in the nucleat ' Iock ai ;,ie.i 

• lein ists. proUt'erdUn's, and other criminal eloments v\ ,, to take 

ac,\,’i u;ge u! tlie increasingly globalized rinuncial sy -u n. 1 its 

Icgiti tale and benelidal functions to mote money in ; ; jfthen 

i .tiaiigi rous conduct: s ■ ■ 

• Ills dispa.ities still ci'Otiiiuc lo indue,, siiuial 1 1ll or 

insiab II t lu 1 I luigiaiit anil iitiigti fl hs 

kg.il ind illeg. I iilu ihi t iiili I M ilis 

• Ciiol' lizatintt^.'i . sntimic to make it increasingly dilfieult to nrevcii' 

■It ill > tliriats I ilii 1 itikil sijus i i ii 

' . .m.u, tiaimpoits 

« 7 'ccli ologiial I II II ge ami tvitir tlinals 11- >1 . aii iic i>' iis i ' 

Ii ■■.luicti'. . socidt, economic and political tones allow lor the 
I I .1, cmin : ■■ .jf information, and provide DiSw means ror.idtei’ifiiles 
' . c ge til I ■ ted States; 

• (Inn te change dl inciease the seventy and tre(]uenc) ot weaiher-re tied 

!".iiha-.-. 'nieMoiiiis high ramtalts. Hoods Jrojg'ts and hi i 

• ' ilV environnuni will lOiitmue to post the poIc.iituii toi iiiiiltiple 

ii nil oils 1 1 ISIS iiid 

• There is a danger of rumpiacency as major crises recede 
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III. Defining AND Framing 
Homeland Security 



Because tiic lerm is in such widespread use. it nui> he oas> today lo oserlook 
the !'acl that homeland securiiy is a reialivciy new concepi. Vet it one that 
can trace its roots to iraditionai i'nnciions such as ci\ i! defense, eincriienc} 
resp(Mtse. law enforcomeriL custunis. border coniisV. and inuniuraFon. 

I h>meland sccurin captures the elTori u* adapt these uadinonal fiinetinns to 
coiilront ikox thrCiUs and e\ols me hvi/cirds. 

\\ hi'e hiuneland security is still relalixcly new. it may be iisefiii to recali that 



the concept of mil iona! secnriiy was also little known i.itni! l!ie 1 and \\as 
on!\ forntali) established as an organizing principle after World A’ar II, The 
Xaiional SeciihiyJc! ot'I94~ brought together the Department of War and the 
Dopartmoin ofthc Navy into a single integrated entity tliat became the 
Department of Defense. I he act also created the National Securit)' (,’ouncil 
and a position on the President's staff that wtutld later become the National 
Security Advisor, f ho innovation was to bring logeihor under one overall 
concepi the consideration of foreign afhtirs and military policx . which had 
been, up tiniil tlKit lime, two largely separate governmental domains, Over the 
decades, aspects (>reconomic poiic\. trade policy, energx policy, and 
eoimiering lran,snauon;il threats were also drawn into the atnbit of nationtil 
securit). 

In 20(.)2. llie Uonwlond Seewity Act sougin Ki integrate the \arioiis elements of 
lunneland security in a >imilar inattncr. creating both the Depariinonl of 
i iomeland SecurilN and the I lomeland Security Gouncii, In effect, iltc 2002 
I lomeliiini Sei ifhiv . Id adde<l a third concept to the mililar) and foreign al'fairs 
pillars ofnaiiona! security by associating domcNiic securit)' concerns with 
national M.-curit) . 

i lomeland security describes the iniersocticm ofevolving threats and hazards 
with the traditional governmental and civic respottsibiiitics ofeixil defense, 
cmergenc) response, law enforcement, customs, border ct^ntrol. and 
immigration In combining these respoiwibilities undo!' one o\ erarching 
concept, homeland security breaks down longstanding sl'o\epipe^ oi'activit) 
that could he exploited h) those .seeking to harm America, 1 lomeland securit) 
aUii creates a greater emphasis on and need for joiin actioio and efforts across 


piv\ iously discrete elemenis ofgovcrnment and societ) . 
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III. DlFININt, AND FRAMIN(; HOMFI.AND 
Sr ( I KITY 

The lloimliiiul Security Enterprise 

(ii\cn this historical conlcM. the qiicslion ''Whas is homeland sectirilx rccogiii/es 
tliat. in fact, sccnrinn the I tnitcd States and its people represents an overarching 
nalioiitil objcclivc. l-iqnall\ important, and aside front ob\ ioiislv idenlift ing a 
Cabinci-IcccI clcparlmcnl (d'the Federal (lovcrnmem. homeland scciiritc is ;i Hidcl> 
dislrihnled and dit ersc --but unmistakable -national enterprise. 

The lerni '‘ciucrprisc" refers 
to the coilcclice cITorts and 
shared rcsponsihililies of 
f ederal. Slate, locah tribal, 
territoritil. 

nongo\ernnienl:il. and 

pri\ ;ue-secit)r partners as 

well as indie iilutib. families, 

tind cc'inimtnilies to 

maintain eritietil homeland 
seenrile' ctipabililies. It 
connotes a brotid-based tontmiinily teilh ti common interest in the public safete and 
well-being of America tind American societe and is composed of multiple partners 
and stakeholders whose roles and responsibilities arc distributed and shared. Yet it 
is important to remember that these partners and stakc'lioklcrs htce diverse risks, 
needs, and priorities. The cliallenge for the enterprise, then, is to balance these 
dicerse needs tind priorities, while focusing on our shared interests and 
responsibilities to colieclicely secure our homeland. 

.'\s tile Commander-in-Chief and the leader of the F.vecutive Branch, the President of 
the I nited Stales is uniquely responsible for the safety, security, and resilience of 
the Nation, The While 1 lou.se letids overall homeland security policy tlireciion and 
cooisiinaiion. Individual Federal agencies, in turn, are empowered by Itiw and, policy 
lo fiiliiil vtiriou -1 aspects of the homeland security mission, flic Secretary of 
I lonieiand Security leads the l-ederal agency as deluied by statute charged with 
homeland sceiirily: prevciiling terrorism and managing risks to critictil 
infrtisti ucliire; seeiiring tiiul managing the border: enrorcing and administering 
iniiiiigrmion laws: sal'eguurding and securing cyberspace: and ensuting resilience to 
disasters. In some areas, like securing our borders or managing our immigration 
sssiein. the I fciiartmerit of Homeland Securiiy po.s.sesses unique capabilities and. 
hence, responsibilities, in other areas, such as critical infrastructure protection or 
emergency management, the Department’s role is largely one of leadership and 
slewardsiiip on behall'ol'tliose who have the capabilities to get the job done. In still 
other areas, such as coiiiilerlerrori.sm. defense, and diplonmcy, other federal 

Page 1.: Quadrennia! llomclaiKl Security Reiiew Report 
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The homeland security “enterprise” 

refers to the collective efforts and shared responsibilities of 
Federal, State, local, tribal, territorial, nongovernmental, 
and private-sector partners — as well as individuals, 
families, and communities — to maintain critical homeland 
security capabilities. It connotes a broad-based community 
with a common interest in the safety and well-being of 
America and American society. 


VerDate Nov 24 2008 


10:14Nov08,2011 Jkt58402 PO 00000 Frm000121 Fmt06601 Sfmt 06601 P:\DOCS\58402.TXT SAFFAIRS PsN: PAT 



118 


HI. Dei iMN(. AN!) Framing Homei and 
SE( l Rl IA 

dcpaHiiicnis arul agencies have criucal icadership roles and rcsponsihiiities. 
including ihc ! )cpar!incn!s ui'.kislice. Defense, and Stale, the i-eeicml Bureau i'>l 
inve^ngation. atul the National Counterterrorism Center. Slate. kieaL tribal, and 
terriioriat gox'crnments all play vital roles in proiecling the homeland. 1 lomeiand 
securiiN will onlv he successrui when we fully leverage the distributed and 
dcccniraii/ed nature of tlic entire cnierprisc in the pursuit of (uir common goals. 

rhereforc. kes leadership responsibilities to achieve our homeland securit) missions 
arc discharged llnough engagement and collaboration with the \ asl arrax of 
liomeland securilx enterprise partners and stakeholders. .'Vs a dislribmed sysiem. no 
single emit) is responsible for or directly manages all aspects of tlie enterprise. 
Different agencies and offices direct and lead specific homeland seciiriiv activities at 
the I ederak State, local, tribal, and territorial levels, as well as within the private 
sector - and between and among all of these entities — for the full range of homeland 
sccuritx purposes. .And because responsibilities are distributed, entities that pro\ ide 
direction and leadership in one instance may pta\ supporting roles in another. 
.Appendix A reliecis the current alignment of roles and responsibilities across the 
enterprise. 

With the establishment oi'homeland security, and the linking of domestic sccuritx' 
concerns to broader national security interests and institutions, there is a temptation 
to view Itomeland security so hroadiv as to encompass all national security and 
doiriesiic policy activities. This is not the case, f lomeiand security is deeply rooted 
In the security and resilience ofthe Naiimi. and facilitating lawfui interchange with 
the world. As such, it intersceis with many other functions of government, 

I lomeiand security is built upon critical law enforcement functions, but is tun about 
prex cniing all crimes or adaninislering our Nation's jtidici^il system, h is doejdx 
embedded in trade actix iiies. but is neither trade nor economic policy, h requires 
international ci:gagcmein. hut is not responsible I'or foreign affairs, Bather, 
homeland security is meant to connote a concerted, shared effort to ensure a 
homeland tfiat is .safe, secure, and resilient against terrorism and other hazards xxhere 
American interests, aspirations, and way of life can thrixe. 


Homeland security is a concerted national effort to ensure a homeland that 
is safe, secure, and resilient against terrorism and other hazards where 
American interests, aspirations, and way of life can thrive. 
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in. Dkfinin(; and Framinc Homki.and 
Sec i RiTY 


The Evolution of Homeland Security 

As noted earlier, although the integrated concept of homeland seciirit) arose at the 
iLirn ol'lhe 2 1 '' ceiilur) . homeland security traces its roots to concepts that originated 
with the rounding ofihe Republic. Homeland security describes the inierseclioii ol' 
new ihrcais and c\'ol\ ing hazards with traditional govommental and civic 
responcihilities lor ci\ li deteiise, emergency response, customs, borilcr control, law 
enrorceinent. and imniigrtilion. Homeland security draws on the ricli iiisiory . proud 
traditions, and lessons Ictiriied from these historical liinclions to fultill new 
responsibilities that require the engagenicnt ofthe entire homeland seeurily 
enlei'priso and mullipie Federal departments and agencies. 

Figure I. The Evolution of Honiclitiid Security 
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The Key Concepts of Homeland Security 

For the past 7 years, homeland security has rested on lour key activities ■ ■ 

prevemion. protection, response, and recovery oriented principally agtiinst the 

threat ofterrorlsin. (’rc\ enlirig a terrorist attack in the United States rcmtiins the 
cornerstone ol homchind security . li ia deiir, however, that this emphasis on 
terrorism does not capture the I'ull raiiL'e ol' interconnected threats and eltallenges 
lliti! eit;iraelen/e inday'' world. A robust noliou ol' Itoinehmd security niusi tttke 
iieeouti! ot'our essential need to ■.alely. securely , and intensively engtige hte rest of' 
li'ie woiiil lliroiigli trade, travel, and other exclianges. In otlier words, a place 
wliere the Anieriean way ol' iil'e can thrive. 

riiree key concepts form the general foundation for a comprehensive approach lo 
homeland security going forward: Security. Resilience, and Customs and Fi.xchange. 
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III. Dei inin(; and Framing Homeland 
Security 

Security : Protect the United Slates and its people, vital interests, anei «iiy of 
life. I lomeland securit) relies on oiir shared efforts to prevent and deter attacks b\ 
identifying and interdicting threats, denying hostile actors the ability to operate 
within our borders, and protecting the Nation’s critical infrastructure and key 
resources. Initiatives that strengthen our protections, increase our vigilance, and 
lediice our vulnerabilities remain iinporlanl eomponents ofoiir securilv. I'his is not 
to sa\ . liowexcr. that soeurils is a static undertaking. We know that tlic giobal 
s\ stems lha! eariv peopte. gvxKis. and riaia ariotind the ghsbe also lacilitiile the 
inoseinent ol'i/myeerm/v people, goods, and data, and that within those s> stems of 
transportation anil transaelion, there are key nodes--- lor esample. points ol origin 
and transfer, or border crossings- ■ 
that represent opporuinities for 
inlerdiction, I'lius, we must, work to 
confront threats at evert point along 

tlieir suppl.t chain supply chaitis 

that ol'len begin abroad. To ensure 
otir homeland security then, w-c 
must engage (>ur internationai allies, 
and employ the full bretidth ol'onv 

national capacity from the l■■edel■ai 

Got ernment, to State, local, tribal, 
and territorial police, other law 
enforeernent entities, tlie 
Intelligence Community, and tlie 
private sector -- and appropriaielt 
enlist the ahiliiies ol' millioiix of 
.American ciii/ens. 

Resilience : l•'os(t■l■ individual, 
community, and system l obiistiiess, adaptabilit.y, and capacity for rapid 
recovery. Our country and the worki are underpinned by interdependent networks 
along w hich the essential clentenls of economic prosperity— -people, goods and 
resonrecs. monc>. and information- -all llow. While those networks rellect progress 
and inereascd cfncienes . they are also sources of vulnerability. The consequenees 
oi'evenis are no longer eonllned to a single point; a disruption in one place can 
ripple through the sN sieni :md have immediate, catastrophic, and mullipi} ing 
consequences across the country and around the world. 

Despite our best efforts, some attacks, accidents, and disasters w ill occur, 
fherefore. the challenge is to foster a society that is robust, adaptable, and has the 
capacity for rapid recovery . In this conte.xt. individuals, families, and 
communities and the s\ stems that sustain them — must be informed, trained, and 
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“The terrorists have used our 
open society against us. in 

wartime, government calls for greater powers, 
and then the need for those powers recedes 
after the war ends. This struggle will go on. 
Therefore, while protecting our homeland, 
Americans should be mindful of the threats to 
vital personal and civil liberties. This 
balancing is no easy task, but we must 
constantly strive to keep it right. This shift of 
power and authority to the government calls 
for an enhanced system of checks and balances 
to protect the precious liberties that are vital to 
our way of life.” 

- The 9/1 1 Commission Report 


VerDate Nov 24 2008 


10:14Nov08,2011 Jkt58402 PO 00000 Frm000124 Fmt06601 Sfmt 06601 P:\DOCS\58402.TXT SAFFAIRS PsN: PAT 



121 


III. Defining and Framing Homeland 
Security 

ni:,iteriaU>- and psychologically jirepnred to withstand disruption, absorb or loierate 
disliirhanco. know their role in a crisis, adapt to changing conditions, and grow 

i his conccpi is not new. and dilTercn! eras in our hisioiw 
renect an unwavering focus on building national 
resilience. The hisiors of civil defense in the Lniled 
Stales, for example, is marked by sweeping national 
debates about concepts that, if not b> name, were 
nevertheless entire!) about resilience. Notable among 
tliese was the debate spanning the I'rtiman and bisenhower 
administrations about whether lo expend restuirces on 
sheltering individuals in the face of nuclear attack or to 
focus investments in a national highwav svsiem to 
fiicilitate mass evacuation of urban populations, fhesc issues were beset whh the 
same challenges that confront us !c>da). including how to fibster a deceniraii/ed 
approach to securiiv. and how to best meet the ehalienge of helping our citizens 
prepare ps)chologicaii\ and materially ibr attacks and disasters that do occur, i he 
rapid evolution of national sectirity threats and the arrival of the information age 

liave increased the urgency of building up and reemphasi/ing our hislorica!!) 

resilient posture. 

Customs and Kxchanttc : expedite and enforce law fill trade, travel, and 
immigration. The partners and .stakeholders of the homeland security enterprise are 
responsible for faciliuuing and expediting the lawful movement ofpeopio and goods 
int(^ and out of the I’nitei] .Siaics. fhis responsibility intersects with and is deeply 
iinketi to the enterprise’s securit) function. We need a smarter, more holistic 
approach that embeds security and resilience directly into global movement systems. 
Strengthening our economy and promoting law fui trade, travel, and imniigraiion 
must include seeiirii) and re.silionce. just as .socurit) and resilience must include 
promoting a strong and compclilivc ffS. ecoimmy. welcoming lawful immigrants, 
and protecting civil liberties and the rule of law. We view sccurit) along w ith 
cusloniN and exchange as niuUially reinforcing and ine.xtricabl) inieriw ined through 
actions such as .screening, aulhcniicafmg. itnd maintaining awareness of tiie ilow uf 
people, goods, and information arouiu! the world and across our borders. 


Nirunger over lime. 


“Our goal is to ensure a more 
resilient Nation — one in which 
individuals, communities, and our 
economy can adapt to changing 
conditions as well as withstand and 
rapidly recover from disruption due to 
emergencies." 

- President Barack Obama 
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111. Dei iNiNG AND FRAiVHNt; Homeland 
Security 
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■1)!!'') i[i2uu^ iCLUiucdiliLseloJiyiu'errelaicdtUhlinunfaUv ’<uu|vm \e ntn t o' 
Ml’s liij L S i. 01 • O i «d I ^ Custom, and Border Proiecti'*’', ! tui’.^por• /'"i) *so». i"i\ 
t N C iii/u‘M'>!i'p .nd luimigcaiioM Service:*, md L' S linmigM’h n u.d CuM.^ms » : 
tless activities to expedite apd Militate the flow of goods and people across U.S. borderii. As 
•lave previousl) done in some cases for hundreds of years — they ensure seamless integiailon 
sibilittes with the task of upholding and promoling.the security of ilie country. 

j revenue retiuiin.s ssecondonlyto internal revenue taxes aS'tiie most iignjlicunl source ofl edoiai icvciuic. 
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IV. OVERVII- W OE THE HOMEEAM) SECURITY 

Missions 

i-'or each mission. Ihe foiiovving discussion, supported with additional material set 
forth in Section V. iletaiK specific goals and objectives tliat outline wiiat is required 
for success, riiesc mission goals and objectives renect the considered tinaissis 
concluetcd througii the (,)1ISR process. This analysis included literature reviews. 
subjecMiialler expert eonsiiltalion. public cominem. and testing of conclusions 
against preliniinar) analv tic models. ..\ppen(li\ B provides an in erview of the 
Ql ISR process. The goals and objectives set the stage for developing and appiv ing 
risk maiiagemenr loois to esiablisli programmatic priorities, develop more specillc 
performance nietisures, and pursue greater imegrated planning across llie liomcland 
scciirit} enterprises 
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IV. Overview oe the Homeland Sectrii y 
Missions 


Mission 1 : Prem: ntini; Ti urorism and Enhancing 

Sr:cijRirv 

Prevcmiiiu a tcrrdri',! auack in the I aiiu-J Siaics remains the conicrstnne el’ 
henioland seciirit} , Our \ ision is a secure and resilient Nation that elteclivcK 
prevents terrorism in war s that preserve our rrcedoin and prosperil) . Aehiev inn this 
vision requires tis to tociis on the core iioal oi' preventing terrorist attacks, 
higliligliling the clialk'iigos of preveniiiig altacks using eheinieal. biological, 
radiological, tmd nuclear (CBRN) weapons and managing risks to critical 
infrastmclLire. 


We must be vigilant agttinsl the use ok 
teiTovisi tactics eni|)lo\etl b\ malicious actr'i's 
seeking to litinii the I lititcJ States. I'hus. a 
kov clemeiTl ok preventing terrorism is to 
itndersiand not onl> the ihretn ihtu currciitly 

conlionts us kor c,\amplc. the terrorist use ol' 

explosives -btit also evolving and emerging 

Ihreats. We must tielively monilor those 
tlireats and put them in tin appropriate comc.xt 
so we can applv' ihe most elVeciive threttl 
mitigation strategies possible, including 
understanding how best to protect tigainst lerrorist capabilities and deter tiiid disrupt 
operations ok those who wouUi use terrorist tactics to advance their aims. We must 
develop a comprehensive understanding ok the threats and malicious actors that have 
the desire and ability to harm the ( hiited States, khese include individuals, lerrorist 
organi/ations. hostile foreign intelligence serv ices, those seeking to prolil'erale 
weapons okmass destruction, tind criminal enterprises, BeyomI these elToils. 
however, wc must also stop the spread ol' violent extremism. In this regaixl. it is 
imporlant that vve aetiveiy engage communities across the United States. 

C'BRN weapons, espeeitiilv high-consequence nuclear and biological weapons, pose 
:i particular cliallenge to our security. We must anticipate emerging CdkRN threats, 
control both access to and moventenl okCBRN. and expand and slrengihcn our 
Citptibiliiies to detect, proieci tigainst. and deter hostile use. 

In iiddition. wc nnist ekleciivoly manage ierrnri.sl-based as well as other risks to 
critical inkrasirucnirc, I he sccutiiy and levsilience ol'the critical sy stems, services, 
and resources thtil sustain our ilaily lives are vital to ensuring that our Nation 
ctmlliiucs to prosper and thrive. W e must deepen our understanding of the nature ok 
the risks to these inlrtisiructures and ekkeclively prioriti/e our cITorls to reduce 
\ uinerahililies. In tidtlilioii to protecting inkrasiructure and critical facilities and 


“We are at war against al- 

Qaeda, a far-reaching network of 
violence and hatred that attacked us on 
9/1 1, that killed nearly 3.000 innocent 
people, and that is plotting to strike us 
again. And we will do whatever it takes to 
defeat them.'’ 

- President Barack Obama 
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IV. Overview oe i he Homeland Security 
Missions 

nelworks, wc inusl also work to ntake crhical infrastructure resilient, including not 
onh stand-alone facilities, but also imerdcpcndent .systems and networks witliin and 
across critical infrastructure sectors. 

finalh. one of Aitierica's underlying strengths is the ability of the democratic 
pretcess 10 withstand the tost offnite and persevere regardless of efforts to disrupt it. 
Insuring the cominuii) of government and governmeitl operations, and protecting 
our national leaders, is essential to preserving the framework established in the 
ConsiltutKin- 

'I iicse missio!! gottls and objectives rolloci the continued primtirv importance |t!accd 
till prct cnling tcrnirisin. I Itcv also reflect a conliniiing emphasis regarding t'liRN 
niaierials and technologies, as vtcll as critical infriistructiirc aiitl kc\ resources. 1 he 
mission goals and obieclitos set forth here renecl the ['resident’s emphasis on 
preventing introduction ami use of high-consequence weapons ofmass cleslruclion. 
the continued light against al-(>aeda, and the imperative to increase not only securit.v 
hut also resilience of America’s critical infrastruclurc and key resources. 

As noted earlier, the nature oflhc homeland .security enterprise demands that these 
goals are e.veculetl in the contexi ofexicnsive ciillahoration at every level oflhc 
homeland security enterprise ihrough cooperation with Stale, local, tribal, and 
territorial governmenis. nongovernmental emiiics. and the private sector. 
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IV. O V K li V I r. W {) F T H E H ( > M E LANDS E ( I i R 1 1 Y 

Missions 



Pre\ filling Terrorism and Kahaaciiig Securits- 
Mission Goals and Ob jecih es 
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IV. O V E R V I E VV () E EM E H O M ELAN D S E € I R I T Y 
Missions 


Mission 2: Seci rinl and Manalinc; Our Borders 

A >are aiul scciiic hoiiielarul requires iliat we niainlain cITectivc conirel oruur air. 
land, and sea borders. Secure, well-managed borders musl inn oiih prolecl ilie 
Uniied Stales against threats from abroad; they must they mu.st also expedite the sale 
flow of law ful travel and commerce. Achieving this vision requires that we fociis on 
three interrelated goals. 

first, we must achieve effective control of the physical borders and approaches to 
the I hiiied Stales. .Achieving this aim means not only that we are able to prevent the 
illegal entr\ of inadmissible persons and contraband and the illegal evil of daiigerotis 
gouds, proceeds kiferiine. and malicious actors, but also that we can securclv 
evpcilitc the cross-border How oflawful immigralion. travel, and commerce at our 
borders. Indeed, tliesc "twin goals" mutually reinforce eticlt other. The more we use 
lechnolog}', inroniuition, and training to support operations that identity and 
e.vpedile l;iw fill travel and commerce across our borders, the more ofllcitils at the 
border can locus on the known threats that require more scniiiny , \\ c must and can 
achieve holh greater security and greater interchange with the world. 

Second, to secure our Nation, vve musl work 
together to look bevonti our borders to idemifv 
and ilisrupl threats well belbre they reach I'ur 
shores. .Accordingly, we musl work with our 
intcniationtil piirlners and willi the privale 
sector to prevent the ex|iloitation of the 
interconnected trading, transportation, and 
iransiictional systems that move people and 
eoinmerce throughout the global economy and 
across our hoialcrs. .At the same lime, wc must 
also wiirk wilh iliose same partners to ensure 
the security and resilience ofthose systems in 
order to expedite and reduce mmecessary 
eneunibrances lo lawful travel tind trade that 
ma} imptiir economic vitality, .America must 
remain open for business and exchanges with the world, mu.st remain true lo its 
principles of priv acy, civil rights, and civil liberties, and must be welcoming of 
hiu ful V isitors ;ind immigraius. 

fhird. achiev ing this vision also requires disrupting and dismantling transnational 
criminal :uid lerrorisi organi/tilions that smuggle or traffic people, illieit goods, or 
ihe proceeds of crime ticross the ll.S. border, and commit violciii tiers. 

Transntitioiial criminal and lerrori.st organizalions present a dual ihreal lhal must be 
couniered. These organi/ations seek to exploit law ful moveniem systems for 

lAige 24 Quadrennial Homeland Security Review Report 
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“We will strengthen our 
defenses, but we will not 
succumb to a siege 

mentality that sacrifices the open 
society and liberties and values tliat we 
cherish as Americans, because great 
and proud nations don’t hunker down 
and liide behind walls of suspicious 
and mistrust. That is exactly what our 
adversaries want...” 

- President Barack Obama 
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IV. OVI RVII W OF THE HOMELAND SECl Rri V 
Missions 

harmllil or dangerous puriroses while also seeking to establish altcmaiis c illicit 
palln\a\'s tliroiigh which people and illegal goods- — froni narcotics to terrorists to 
illicit funds to rlangerous weapoiirv- can cross IJ.S. borders. 1 hesc organizations 
itia\- also intend to destabilize itovcmmems. commit violence, and intimidate 
innocent people. In order to secure our homeland, therefore, we must also focus on 
disrnpting and disinantling these organizations that .seek to e.sploit the global trade 
;ind travel swstems that iran.sccnd and pernieule our borders. 

The inclusion oi'border security and management in its entirety represents an 
cwohilion ol'lhinking in homeland security, beyond simply border security . This 
approacii to border security and management also reco,gni/es that while aviation 
security, intirilimc security, and land border security are all critical elements of 
iiomcltmtl security . we must consider tlte.se cioirienls logctiier as an integrated set of 
concerns, so as nttl to allow stovepipes and divisions to develop bettveen our 
securily approaclies within each of these domains ofacliv ily. Moreover, the three- 
prciiiged ttpproacli set forth here goes beyond llie traditional concern witli the bonier 
itself Tliis approacii emphasizes securing lawful trade and travel tlirou.gh global 
movement systems, to prev ent actions like the atiempled terrorist attack on Idiglit 
2.5.'5 on December 2.^. 200d. which used ilie law ful global travel system as a vector 
for attack. This approach tilso I'ociises on disrupting criminal and terrorist 
organizations tlial engage in smuggling <incl irafllcking across the 1 1. S. border. 

I hese organizations e.vpioit our lawful (radc and travel systems for malicious ends, 
and cretile illicit simigglins. and traffickiri.a pathways that present a threat to our 
security and economic well-being. 

This three-pronged upprotich to seeitring and managing our borders can only be 
achieved by C(.)operative efforts among federal dopariments and agencies, our 
international partners, and glol';il transnational private-sector partners to establish 
secure and resilient globtil trailing, transportation, and transactional systems that 
facililale the fliwv of law ful travel and commerce. This approach also depends on 
parlnersliips with I eilcral. Slate, local, tribal, territorial, and international law 
enforcement agencies to sliare information and conduct coordinated and integrated 
operations. In working together, vve are safer, stronger, and can more elTeciivcIy 
achieve our .'■hared v ision ofsecure. well-managed borders that protect our people, 
espedite lawful travel and commerce, and preserve our freedoms tmd w;iy of life. 
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Mission Goals and Objectives 
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IV. O \ i: R V I E \\ OFT H E H O M E E A M) S I- C U R I T \ 

Missions 

Mission 3; Enforc ing and Adminisi i ring Oi r 
Immigration Laws 

Vii1uall\ ail Amci’icans arc an'ccicd by our immigration system. .A fair anti effeclito 
iitiniigralion sy stem enriches American society, unifies I'amilies. and promotes onr 
sccnriit . ('onversely, peissisteni problems in immigration policy can consume 
valuable resources needed to advance other security objectives, undermine 
conlidence in tlie rule of law, and make it harder to focus on the most dangerous 
threats facing our country. In short, the success trf our Nation's immignition policy 
play s a critical role in ad\ ancing homciancf security, and our overall iiorneland 
security policy must be implemented in a manner that supports an immigralion 
.sy stem lhal succeeds in ativaneing .American inlcresls. 

At the hctirl of any Nation's immigralion regime is the imperative to know who lives 
and works within its national borders, immigration policy must deter immigration 
V iolations. help eliminate the conditions that foster illegal immigralion. and improve 
system efnciency. lairness. and inlegrily. This vision reflects an emphasis on both 
immigration enforcement tmd iminigrtnion services, allowing the govenimcnl lo 
enicicntly facililale lawful immieralion while iJeiitifv ing and remov ing those wlio 
violate our laws. Idnally. the iniegrtiiioii oflau fill immigrant communities into 
American society is central to establishing a safe and secure homeland w here all 
Amcrictins can thrive, fhe American irarlilion vif welcoming lawt'ul immigrtmis is 
not merely a reflection of America's rounding values — it also provides national and 
community benellts in increased security and prosperity . 

Successful immigration management will require a unified approach that employs 
shared policy and priorities, a ei'inmon understanding and rospccl for stakeholder 
roles, as well as improved sharing ol'int'onimtion and tmalysis. As part of this 
process, the ( aiited Stiilev must establish elTeetive laws and policies to govern the 
iimnigralion s\ stem. 

I he strategic aims and objectives .set fort!) below adilrcss the key factors iiccalcd to 
promote legal Immigralion. combat illegal immigralion. and effectively administer 
and enforce onr immigralion law>. 
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IV. OVERVIKW OK THE HOMELAND SEC LRFTV 
Missions 


Enforcing an<! -CdmtiHstering Oisr Immigration Lavrs 
Mission Goals and Objective 
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IV. OV I RVIKW OF TIIF HOMKLAM) SK( I RH V 

Missions 

Mission 4: Safeguarding and Securing Cyberspace 

Our economic vilalily and iicUional security depend today on a vast array of 
inlcrdcpendcnt and critical networks, systems, service.s, and resources. \\ e know 
this interconnected world a-i cyberspace, and without it wc cannot eoinmuniCiHe. 
travel, power tuir homes, run our economy, or obtain government scrv ices. Its 
hcnelhs are tremendous. 

Yet as we niieiale ever more ofoiir economic and societal transactions to 
e_\'berspace. these beuelils come w ith increasing risk. Not 0 !ii>' is c_\ berspace 
inhereniK insecure as built, bin as a Nation we lace a varielv of adversaries who tire 
working dtp and night to use our dependence on ey berspiicc against us. 

Sophisticated cyber criminals and nation-states, among others, are among the actors 
in cy berspace who now pose great cost and risk both lo our economy and ntilionai 
security, riicy c.xploit vulnerabilities in cyberspace lo steal money tind inlbrniatioii. 
and to destroy . disrupt, or tlire.'ilen the delivery oferilical services, 

I'dr this reason, sat'eguarding and securing cyberspace h;is become one of the 
homeland security community's most imponani missions. Onr vision is a 
cyberspace liial supports a secure and resilient iiirrasirueture. that enables innovation 
and prosperity, and lhat protects privacy and other civil liberties by design. It is one 
in which vve can use cyberspace with conlidcnce to advance our economic interests 
and maintain national security under all conditions. 

We will achieve this vision by I'ocusing on two goals: { 1 ) helping to create a safe, 
secure, and resilient cyher env ironment. and (2) promoting cyhersecurily knowledge 
and innovfition. Wc must enhance public awareness and ensure that the public both 
recouni/cs cybcrsccurity chtillenges and is empowered to address them. We must 
cretite ;t dymimic cy ber workforce across governnieni with surficienl capacity and 
e.spcnisc to manage current and emerging risks. Wc rmisl invest in the innovative 
technologies, techniques, and procedures necessary to sustain a safe, secure, and 
resilient cyber environment, (ioveninient must work creatively and colhiborativelv 
w ith the private sector to iilemify solutions that lake into account both public and 
privtiie inloresls. and the private sector and academia must be fully empowered to 
see and ^nlvc ever Itirgcr paiis o1 the problem set. I-inally. because cv bcrsccuritv is 
an cvcivdingiy ilvnamic liclJ. vsc musi make specillc efforls iociistirc ihtii the 
Nation is picjs.ired Uir the cy ber threats and chalietig.es til toiitvtriow . not onh, tif 
lovlay . 1 o dt' this, vve must promote ey bcrsecurity knowledge and innovation. 
Innovation in technology, practiee. aiul policy niu:si further protect -- not crtide 
privacy and civil libcnics. 
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Missions 


SafegHarcliag and Securing Cyberspace 
■■ - - Mission Goais and Objective 
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IV. OVERVII- W OF THE HOMEEAM) SECI RITV 

Missions 

■Mission 5: Ensurim; Resiliencf, to Disasters 

Despite engoina, s igihince and elTorls lo protect this coiimry and its citi/eiis. major 
accidents and disasters, as well as deliberate attacks, will (tccur. I he challenge is to 
build the capacitc- of American society to be resilient in the lace ol'disruplions. 
disasters, and other crises. Our vision is a Nation that understands the hazards and 
risks ue face: is prepared for disasters; can withstand the di.sruptions disasters m;i\ 
cause: can sustain social Inisi, econontic. and other ftinctioiis under adt erse 
conditions; can manage iise1fcrtectivel\ during a crisis; can recover quickiy :ind 
elTccti\el\ ; and can adapt lo conditions that hate changed as a result of the event. 


The strategic aims and objectives for this mission are grounded in the four 
traditional elements ol'ernergency management: hazard mitigation, enhanced 
preparedness. elTectivc cmcrgcnc) response, and rapid recowry. Together, these 
elcmems create the resilience to disasters so necesstiry to the lunctioning and 
prosperity olThis Nation. 

Aehies'ing resilience will rei:|uire a significant change in I sS, eniergeiies 
ntanagement from a primary focus t'li response and recovery to one that lakes ;i 
wider view, balancing response <ind recoveiy with mitigation and preparetiness. In 
addition, we must more fully incorportite a comprehensive understanding of risk lo 
establisli priorities and inform deeisionmaking. Resilience will also requii'e a shift 
I'roni a reliance on top-down einergenej management to a process that engages all 

slakeholders-- local, tribal, lerrilorial. and State governments. Fedetiil deparlinenis 

ami agencies, as well as nongoverimiemal organizations, the private sector, and 
individuals, families, and eommunitics. 


Disasters. In their verj nature, occur locally — in coinmuniiies veiy often far 
removed from federal assets. The oleinems of the homeland securilv enterprise 
geared toward responding to disasters are thus widely dislrihulcd, bxperience shows 
that ihe liivl line of defense rests with individuals. I'amilies. and eomiiuinilies. who 
imisl lake responsibility for their own .safety and must be prepared to respond iti and 
possihls endure a crisis when disaster strikes. State, local, lerrilorial. and irihai 
responders w ill usuailj he ih.e llrsi olTicial presence on the scene, while the I ederal 
(lovernment w ill pros i(ie siippion when effective rcspon.sc c.wccds their capabilities. 
Nongos cnimenlal t'rganizatioiis are also kes partners ami pros idc es-.entiai 
Inimaniliirian and relief -.ers ices, while the prisale sector is responsible for the 
ceononiie sscifare of areas affeeted by disasters and for much of die Nation's critical 
infrastructure. 

Disasters such as b- 1 I and 1 lurrieane Katrina has-e demonstrated tliai despite 
occurring in speeillc loeations. catastrophes have national con.seqiiences sshose 
hiirdeiis sse itli siiare. Disasters have akso illu.struied the abilits and inipisrltince of 
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IV. OVI RVIKW OF THi; HOMELAND SECIRU Y 
Missions 


comnuinities lo come together to help one another through dilTicull limes and of 
crfcclive inronnation sharing and situational awareness. The strategic aims and 
('hjectives tor this mission reinforce the importance of the traditional emcrgcnc> 

rnanagcnient ttetivities preparing individuals, coniinunilies. organi/atioiis. and 

governmems to be ;ible to respond to and recover iVoin all llireals and h;i/ards - but 
tilso ad\tincc die impontinee of takinga more holistic approach when considering 
these iietic ities lo ensure ereaicr resilience in our eomimiiiilies and for o!ir \atioii- 
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I V . O V K R V I E W O E r HE H () M E L A N 1) S I : C: E R 1 1 Y 

Missions 

Maturing and Strkngthf.mng 

nil Homeland Sf ciiRiTY Enterprise 

Thi> 01 IIS'- ttniw R on our Nullon’s i.'xpcrjcnct.' in Ihc rears since I I In 
liichhchl llie iniportanec orioinitie ciToils across all levels oi'si'eieO. caHl 
coreninieni in a eoirinion h.omelancl seeuriu eriierprise. i. (Hiking toroaivl. and as 
oe consider llie evoluiion ol'honieland security and this enierprisc. uc retogni/e 
that the enieiprise itse!l rci.]iiires active stewardship. In this regard, we Itave 
identilled several key areas I'or strengthening: shared awareness of risks and threats: 
eoniniunity capabililv' and readiness; unity orelTon aeros.s all parlieipanis in the 
homeland seeiiritv' enterprise; and innovation through active application of leading- 
edge science and technology . 

I hc eiVon to strengthen the homelaiit! security enterprise must begin with an 
evolution in how we think tibom homeland security it.self. All of the most aiKanccd. 
high-tech tools in the world will not transform our security unless we change our 
way of thinking, the way wc approach individual, family, and commiinity 
preparedness, the way we organize, train, and cr|iiip our professional eapahiliiies. 
and the way all of these elements inlerael. Torlay. wc must eounier myriad ihreafs 
that range from hostile aircraft enlering our airspace to people carry ing backpacks to 

suspicious packages left on subways, for other hazards iruijor accidents, natural 

disasici's we must be better able U' respond to crises, while reeogni/ing ilial ilie 

fedeisil (iovernmem will not aiwayw serve as the primary letid. VV’e imisl also find 
lieller ways to mitigate common hazards and icduce systemic vulnerabilities. 

We must shorten tile cycles of identifying possible ihrcat.s to addressing them 

w heilter by itilerdieting liostile actors, stopping dangerous cargoes, or delecting 
releases of deadly chemical or biological weapons and quickly providing amidolcs 
or treatments. I'liis means building greater real-time, shared threat inl'ormation 
analysis and siliiational awareness. It means iiggressiveiy identifying, eoimlering. 
and del'ealing hostile inlelligenec aeiiviiies against tin- homeland. It aiwi means 
building stronger, more capable communities to aridress threats before they nuinifcst 
themselves and to shorten the crisis-to-care timelines follow ing a disaster. 

We imisi , IV (lid stovepipes iliai hinder appropriate information sliarlng atid analy sis. 
and we iniisi losler greater inlornialion sharing vviihoin underniiiiing priv acy 
proleeliotis (ir civil liberties. Moving troni a top-down, command and control model 
to a more biiltom-np approach in homeland security will require greater dynamic 
coordination- -where individual.s. cominunitios, and other stakeholders at all levels 
understand tlieir roles and are empowered with information, resources, and the 
capability to be part of our national effort to protect ourselv es. 
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IV. OVERVIKW OF THK HOMELAND SFCLRITY 
Missions 


\Vc must also sirenglhen communities so that they have the informaiioii. irainiiiu, 
and equipiTient they need to respond elTcctivcIy in the iniinediate face ofa warning 
nr crisis event. Creating capable commumiics will require llitii we cslablisli cietir 
sttindards for rctidiness. promulgate aceurale and timelv information to comimmic.'ilc 
risks, make opportunities for training, education, and e.xercises avtiilable. and ensure 

that critical capabilities — such ats effective interoperable eommunicalions -are in 

place and riinotitmal. .Achiev ing this coal vvill demand active partnering among till 
levels ofgovernitient. 

In addition, lliere is a need to enhance the skills and abililies of homeland soctirii} 
proicssionals as part ofilie larger nalional security professional development efibri, 
evptind tlie pannersliips upon which the iiomcJand sctiiril) enterprise depends, 
dev elop leehnologies that support the achievement of honieltind seeiiril) mission 
gottls and objectives, tind insiiiuiioniili/e processes thtil w ill support efleelive ;tiid 
informed decisioiintaking and unily ofelTort wiiltin the enterprise, litieh itl' these 
aims strengthens decisionmaking, idciililication of priririties. and siiccessfiil 
e.xecution of the homeland security niissions. 

Tlie strategic aims and objectives for maturing ami sirengthening the homelaiid 
security enterprise arc drawn from llic common themes that emerge from each of llic 
lioitieland security mission areas. 1 -nsiiriiig sltared tiwarencss of risks and threats, 
builtling capable communities, creating ttnilv of effort, and enhancing the use of 
science and leclmology underpin our nalional elforts to prevent terrorism and 
enlttince security, secure and manage our borders, enforce and administer our 
immigration laws, safeguard and seeiire cyberspace, and ensure resilience to 
disasters. 
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Maturing and Strengthening the Hoineiand Security Enterprise 
(Joais and Objectives 
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V. Missions, Goals, AND 
Objectives of Homeland Security 


This scclioii clalK.iraics ihc goals and objectives for each ol'lhe IIn c homeland 
sccuritv missions, as well as for maliiring and strengthening the homeland securil) 
enterprise. As noted above, these missions and their associated gotils ami objeciises 
IcM ns in detail what it means to preteni. to protect, to respond, and to recover, as 
well as 10 build in sccuritv. to ensure resilience, and to laciliuite eiisioms and 
exchange. These missions arc enleiprise-wide, and nt'l limited to the Dcpartniem of 
I lomciand Security, five selected strategic outcomes arc idenlifictl for each 
mission, along with kc> actions for each of the mission objectives. 



Mission 4: Safeguarding anti Securing 1 ' o'-iwj, n i 
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V. Missions, Goals, and Objectives oe 
Homeland Security 

an;il\'/evi, and disseiniiiak’d appropriately and proinplly. I loniel.iiul LM\airil\ 
partiiei'N nuiNi use eompaliblo information areiiilceturc and data Maiidarcls wlicrc 
possible to ina\imi/e the acquisition, access, roieiition. production, use, 
iii.aiKieemein. tsnd appropriate sal'cguardinp ol'this iii)brma!ion. 

• Deter and disnipl ooeratioiis : Defer, (Ictcet, and di.snipt siirveilhtnce, 
rchcar.sai.s, and execution of operations by terrorists anil other malicious 

actors. Wo iiinst deter and disrupt niaiiciou.s actors and disnitnitle suppon 
networks at ever) step ol'lheir operations. I'his objeciiie also ineliides 
idonlif) ine and disruplinp elTorls Ui corrupt exbei or inoventenl sysienis. bivaeb. 
airdidenlitilii) .or lieii) aiuhorized aeeess. Pioinpl ,ind .ippronriale law 
enllaeenieitl and loyal ticlion auiilnst iierpeiraiors and dlMiianllint;, id' Iheir 
suitpon iteiuiU'ks \>in niiliptsle hostile actions. 


• Protect against terroris! eapahililies : Proleci potential targets tigainst the 
capabilities of terrorists, malicious actors, and Iheir support networks to 
plan and conduct operations. W e tnust be able to protect against tiie 
capabilities that malicious aelors might use lo conduct terrorisiri against the 
United Slates. This objective ineliides deieetitu'.. disrupting, and prevenling the 
abilit)' ormalieious actors inient on using, terrorism to train, plan, travel, linance 

their operations, communiccite. and acquire weapons including high-yield 

e\plosi\es. We must proieei aitainsi the lull range of these eapabilities in order 
10 reduce ihc likelihood of a successful attack against the Uniicd Stales. 


* Stop Uie SDi'ead of \ iolent e.vti'ciiiisin : I’rescnl ami deter \ iolent evtreinisni 
and radicali/ation that contributes to it. Reducing \ iolem extivinisni will 
iVtisiraie lerrorist efiorls lo reertiil operalixes. nuance aeiiv ilies, and incite 
\ ioleiise. In p.irtieular. elTorls must focus not only al the communil) lexel. but 
also on e) bcrspace. 


• Kintaite coin inn II Hies : Increase contniiinil) parlici|iation in efforts to dctei 
terrorists and other malicious actors anil mitigate railicalization toward 
violence. Individual citizens and cohesive eoinmimhies arc kc) partners in the 
homeland seciiril) eiiterpri.se and have an essential role lo pla\ in countering 
terrorism. Mechanisms for ideiititying and reporting suspicious activities must 
be made clear and aives.siblo. Moreover, eiihaneed public preparedness and 
elTeelive warning svsienis eaii empower communitie.s. heift mimmi/e fear. ;ind 
diminish the erieetivciicss ofterrorisl tticlies. 
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V. Missions, Goals, and Objec i ivls of 

H O M F L A N D S E C U R I T Y 


Goal 1.2; Prevent the Unauthorized Acquisition or Use of CBRN Materials 
and Capabilities 


Malicious actors, incliidin« terrorists, arc unable to acquire or move dangerous 
chemical, biological, radiological, and nuclear materials or capabilities within 
the United States. Although the Nation remains committed to presenting all attacks 
h\ lerrorisis and other malicious actors, ccilain chemical, biological, ratliologieal, 

:ind luicloar tittticks pose ;i far greater potential to cause cauislrophic consequences, 
t onseqiientl) , particular iitlcnlion must be paid to the sccurii) ok dangerous 
elieniical. biological, radiological, and nuclear materials and iecbnoktgies. 

Objectives 

• Ai iticinate emerging threats : Idenlifc and understand potentialh 
dangerous actors, teehnoiogics, and materials. It i,s inciiinltent upon us to 
idemit) changing capabilities hejurc their (irsi use so tliai appropriate risk 
management strategies can be developed and c.seculed. I lonieland security 
parmers must identify, characicri/e, and have timely tind appropriate 
inforniaiioii tmtl tirialysis on einergine and potentially dangerous leclinologies 
and iviatorials. Inl'ontiaiion tmd analv.sis on emerging throats must he 
a|rpro|iriate!y and elteclively shared among homeland sccnrilv iiariners, 

• (,'ontrol iiecess to Prevent teri'orisis and oilier mitlicions actors 

from gaining access to dangerous materials and leclinologies, .Aniei'ican 
industry transforms raw mtiterials and teehnoiogics into economic progress, but 
in the wrong, hands, .such materials and capabilities pose critical threats to piihliv 
health and safety. CniUrolling .iceess to UBRN materials and teehnologiies is an 
essential step in preventing their illicit iisc. .Accs'ss to these materials and 
technologies must be limited to legitimate users. Industries lhai inanufaetiire. 
'tore, or sell potentially dangerous materials, tmd cwpcrts with knowledge ol' 
their Use, nnisi maintain awareness of the st.atiis of UBPN inalciials and 
lechnoiogis's and tissnme responsibility for their security and eomrol, [’crsorinei 
surety programs musi be sirenglheiied. I■1nal!\. the mamifaciuring. suirtigc. and 
iransl'cr of danacroiis irialeri.ils ntusi he proleeled by physical and cy berseeurity 
mciisures commeiisuraTC whli the risks they pose. 

• (lofiti'ol inoveincnt o f (lIlkN : Prevent the illicit movement of dangerous 

maleriiils aiul teehnoiogics. Shiiuki maiicious actors oluain .macks c.iii 

be prev enied or deterred i i movement ot t’BRN ts more ettecn v oi \ eonti'ol Icd, 

i )i riereiil anil lie between the in it and illicit movement ol dangerous malenal' and 
ieehnokigics will require tile eooperativm of publie- and priv me- sector honieland 
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V. Missions, Goals, and Ob,jectivf;s of 

Homeland Seclrlly 

scciirii> enk'rprise I'amiors lo ensure such nsuieriuls iind lechnologies arc sccniv 
and acconmcii tor. and ihcii niuvcmcrit is known to appropriate iiiilhorilics. 

I errorists ;ind oilict nialii:iou.s actors inust be impeded in ilicir abilii) to mine 
daiiuerous materials, technoiogics. and e.xpertisc into, within, or out of the 
i tnited Slates ihrougli appropriate screening, detection, and inspection regimes, 
ami ilmmgh errorls lo preveiit the fhiaiiciiig of their activities. 


• Protect against hostile tiseofCBRN : kiciitify the presence of and 

etfcctir ely locale, disable, or prevent the hostile use ot C'UR.N. Measures 
iimsl he iii iilace to ,lisCinor the presence ofC'BRN. as welt as to rapidly apply 
the leclinoiogy and expertise necessary to locale, disable, or olhern isc prer eiit 
n -e ort.'BRN weapons. 


Goal 1.3; Manage Risks to Critical Infrastructure, Key Leadership, and 
Events 


Key sectors actis ely work to reduce 
vulnerability lo attack or disruption, the 

,'\meriean way of life depends upon the 
etteetivc functioning ol'Ihe N'ulion's evilical 
infrastructure and key resources, and the 
protection of key leadership and events. 
.Although considerable advances have been 
made in identifying critical infrastructure 
ttssets and systems, and understanding the 
current, emerging, and future risks lo those 
infrastrucliires. ihe breadth of the 
intrastruelure. its increasing reliance on 
c\ herspacc. aiid its criticality necessitates 
mmlinucd diligence. 

Ob jcetiv trs 

• I nricr.sliiiid iiiid prioriti/e I'isks to 
critical iiifni.strucliire : kleiilil'y. 
attribute, and cviiliiale Ihe most 
dangerous threats to critical 


Homeland security 
includes the unique 
responsibility of 
protecting the President of 
the United States, the Vice 

President, visiting heads of state, and the 
Presidential campaign process, as well as 
ensuring the continuity of national 
leadership. At the Federal level, the U.S. 
Secret Service assumed this 
responsibility after the assassination of 
President William McKinley in 1901. At 
the State, local, tribal, and territorial 
levels, law enforcement agencies and 
protective services provide similar 
functions. 


iiirnrsiriicture and those categories of critical infrastructure most at risk. 

! lomcluiid '-ccurily p.'irtncrs and stakeholders need a shared understanding of the 
risk.s to and the iiilerdepondencies that connect the Nation's critical 
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inlVasliucUiro and ke> resources, (lomelaiul securily paniicrs imisl pixn ide and 
receive inrorniation aiid asscssmeiiSs on ciiiTC-nl and emerging risks in iiiiie lo 
carrv out their risk managoineni responsibilities, while enjoying access m the 
data. U'ols. and expertise to make inibnned risk management decisions. 
Acqiiisition, access, retention, production, use. and management of threat ;ind 
risk infonnation must be ina.ximi/ed through conipalible intbrmalion 
arcliiicctnrc tind data standards. Ri.sk inanagcmem decisions made by homeland 
seenrit) partners rniisl account for interdependencies across sectors and 
jiirisdiciions. 


• Protecl critical iiitrastructuri' : I’recoiil high-conscqiience events by 
seeiiring eritieiil iiilViistnictnee assets, systems, networks, or (tiiietions-- 
inclnding linkages through ey herspace — from attacks or disruption. 

1 lonieland securily partners niiisl he awate ol'lhe risk prollles of and risk 
rnanngemeni slraiegics lor erilieal intrastructnre. to ineknlc key govcrnntenlal 
siics tiial have national sy mbolie importanec as well as serve as \ ital functions 
m our democratic instiuiiions. Measures to control, and in some etises deny . 
access lo erilietti inirtislrncliire assets. s\ sterns, and networks miist be 
consisicntlv inipiemenied. iipgriKierl. and enforced. These measures must also 
continuously adapt btised on an improved understanding of chtiiiging throats and 
risks. AddilionalK. biisiiiess processes and infrasiructure operations must be 
clianged or rev ised tind lechnolor.ies inetirporatecl to reduce the I'isk of higli- 
consequerice events. 

• Make critical infraslriictiirc resi l ienl : Tnlianee the ability of erilieal 
infraslrueliire sy stems, nelw orks, and fiiiuTions to withslami and rapidly 
recover from damage and di.srnption and adapt lo changing eoiiditions, 

file Nation cannot rely on proieelion slralogies alone to ensure the eonliiuiity of 
critical iunclioiis, particulariy those necessary for public health and safety. 

I lomekind securily partners must develop, promulgate, and update guidelines, 
codes, rtiles. regiiialions. and accepted standards when appropriate, that 
measurahl) reduce the risk of damage and disruption to critical functions, 
networks, and systems, and ensure their resilience. Design of new iiil'niMrucliire 
.'iiui inlrastruciiire impiroveiiienis must anticipate change in tlie risk cnvironniciii. 
iiicorporaie iessuns it'om pasi evenis and exercises, and consider and build in 
securily and resilience Irom the stari. f inally. a skilled vvork lorce with 
ullicieni ciipaeity and expenise is necessary in order li' ensure lite hinr’ionahiv 
u: erilieal mlrasiructurc. 
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• Proiccl et'iiinoiilal le-adcrs, facili l ieS' fttui special events : 

conliiiiiilv o! »o\ ernmcnl and ensure sceurily at events of national 

si^nifieanec. I’rcservjny coniimiily of yovernmem is essential to the st:ibi!il\ ol 
llic Naliitn. Dctecliiiy. disrupting, and responding to crises under an\ 
eonlinecnev rcc|iiircs collaboration Ihronghout the homeland securil}' enterprise, 
kieiiiii's ing. anah /ing, and disseminating protective intelligence information 
perlaininLi to indiN'iduals. groups, and lechnologies that pose a danger to our 
Kalioh's leadership and visiting heads of state and government is iniperaloe to 
safeeiirirdinu vHir Natioii's interests. So toti is actual proieetum id goi erttinenl 
Mx'ihiies. In addition, federal. Slate, local, tribal, and lerrilon.u hoinefiiid 
sOcuntt partners evei. iilc operairona! seeuniy plans that eiisiire the s:ile!> ol 
A.meriean r iti/euN at events o! itatnuiai sigrulieanee. I k>mciani.i sesuriir 
siakeholdei's play a eritical role in the eNeciilion ol lasereJ securil) measures to 
address tiic threat spectrum. Developing and fostering critical coalitions such as 
task forces, fusion eciiters, and. working groups reinidrees strategic invesligalivc 
allianecs, aids in identifying patterns and trends, and allows sharing of emerging 
lechnologies. .systems, and methodologies. 
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Mission 2: Skci rinc; and Managing Our Borders 

A sale and secure lionsciand requires llial vve maintain ciTeclivc comroi ofoiir air. 
land, and sea borders; that \se safeguard lawful trade and Innel; and that wc riisriipl 
iransnalional organi/aiions that engage in sirniggling and trafficking across the I .S. 
border. Tliis ihrce-prongesi appiMaeh to securing and managing our biirdcrs can i>nl\ 
he achierod h\ workiitg '.ulh partners fismi ricross the homebnid secnril) enterprise 
to establish secure :ind resilient global trading, irarisportalion. and iransttctiiinal 
s\ stems Ihttl laeilil.ate ilse llort oflawl'ul irasel and commerce, hhis approach also 
deneuds on ptirinerships with I'ederiil. Sttito. local, tribal, territoritil. and international 
law eniorcenietn agencies to share infornialion and conduct cotrnlinaled and 
intcgraietl operations, in working together, we can more cffectiselv achieve our 
shtired visioti and prcseiae onr freedoms and wai\ of life. 



The etilry or approach o| it'h-toitBMoeii' 
and lechnoloetes ts prevt| 

' ‘ ' I 

lerionsts and other hig^ itiJi\ idu^a sire 
commercial or m>ncomr| rl tittiispoit^ipir 

1 he Identity of all indiv| who aiw 
global movement systenl ermg 

Individtuls with knowttl • is imuai' oi 

are not gianted access le are.ri>rii6i^ 

h ' ‘ “'S 

No highly dangerou$ pal ns or org^'s^' 

, borders,. ' . I ’ - 


VU .t and iC 



Goal 2,1: Effectively Control U.S. Air, Land, and Sea Borders 


Prev ent the illegal How of people and goods aeross IhS. air, land, and sea 
borders w hile expediting the safe lloxv of lawfni travel and coninierce. Kc\ to 

achies iiig scenic and well-managed borders are the broad legal aiilhorities utili/ed 
h\ trtiiiK’tl ollicers to conduct appropriate scare ht’S, sei/urcs, :irresis. and other kes 
enforcement acliviiies. I heso security and enforccmenl activities are balanced. 
Ik'wcvci'. by liie need to facilitate the lawful transit of people and goods across our 
borders. Through the collection, analysis, and proper shtiring of inrorniaiion. the use 
ol'screoning tind identilleaiion verineation techniques, the emphiy iiicnl ofadvanced 
detection and other icclinologies, ihe use or"truslcd traveler” itr ■■trusted shipper” 
approaches, and cooperation w ith our international piartners and the private sector. 
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V. Missions, Coals, and Obje( tivls of 
Homeland Secerity 


we can acliicw c security at our borders, enforce the laws, and ensure our prosperin 
iind freedom by speeding lawful travel and commerce. 


Objectivtss 


* Preve nt ill egal eiiliw : I’revent llic illegiil entry of people, n capons. 

diiiigerons griods. and eoiitrahiind, and protect against eross-liorder tlireals 
to health, food, ein iroiiment, and agrieiiltiire, « hile I'aeilitaliiig the safe 
now of lawful Iracel and coninicrce. fcntral to the mission of controlling our 
borticiw is preronling the illegal entry of dangerous persons, cnnirtibtind. or (glter 
illicit goods uheihor they are terrorists, highly dangerous wetipons. illicit 
drugs, dtingerous pathogens, invasive species, or counterfeit softwiirc. 

Presenting illegal emr\ must be accomplished boili til ofticial pons ol'entry in 

concert w ith i'acililating the sale flow of lawful travel and commerce and in 

the long slrclch.es between these points, as well its ah'ng our niarilinie borders 
and across out air biHiiidaries, Wo must subslantitillr increase silualiona! 
tiwareness at our borders anti approaclies in order to help detect aiitl class! I\ 
pt'tential threats and ct’fecliseK' resolve them. W'c must positiveK identify 
individuals eiteminiered to determine their risk to the coiiiiny . and expedite the 
collection, shttring. and analcsis or.-ill relevant information so that border 
ofllccrs can make accurate security clelerminalions. reduce unknowns in the 
sysieiri. tind expedite low-risk intiivithials and commerce. We must enhance 
inetisures tiimed al tieicrring illegal migration and conlrtiband smuggling, 
thereby reducing ''pull” fiictors that dratc imLiwful inigrams and dangeroiis 
goods, I'inalK . wc rmisl build on tuir existing partnerships with tiur North 
American neighbors in ortier to collaboralivelt address threats to the continent 
and approaclic'. and more el’leclivels expedite and ^eculv the hiwl'ni How ol 
inivel ami commerce within the Nonli .American community 


* Pi'evfiil il leg al e.vnorl and ex it: Prtwent the illegal export of weapons, 
proceeds of crime, and other dangerous goods, and the exit of malicious 
aeiors, (iaining control of the borders also means gaining lielici eoniroi ol'wliai 
leaves onr coniilry. Indeed, violent inlcrnalional drug (rarficklng orgtini/.alion, 
tire luelcd by the proceeds ofdrug .sales smuggled out ofllie t hiitcd Slates, and 
armed !w weajHiits. ^omc id which are obtained in this counlt'} tind sninggied 
across oiii' hordeiw. I losiile and criminal actors seek to simiggjc weapons, 
weapons coinp.onenls. bulk cash, and eomrolled technologies out ofihe I hiiicd 
Si tiles. t!s well seel, l.sS.- based llnancing Ibr their acllx ilics, I ti adtireNs these 
ih'V.tt'. !',‘kw nil anlhoriiies mnst ideiilily and assesn the risk oftil! commerciai 
cargo exiling the I hiiied Sitites llirongh ol'flcial channels, and known tw 
'otspected leiion ,1'. or eriniintils must he prevented iVom doparimg the I iiilcd 
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Si:ue> Addiliuna'h . oiiihiHiml sniu^^iint: iiiusi be redtieeu llirneeji 
collebonilion wiih imenuiliovu! iind privaio-sctlor partners, brill) )i! hiiDic aiKi 
or crseas, l-'inall}. authorities throughout the homeland sccurits enterprise niiisl 
iiientil) . sliiiiv. aiKl act upon iiironitatioii to prevent ait known or siispeeted 
IciTorists and \Miiitetl criminals iVom leaving the United Stales or seeking lo 
Ciller ncigliboring countries. 


Goal 2.2: Safeguard Lawful Trade and Travel 


Unsure security and resilience of global movement .systems. 1 he global econoniy 
is increasingly a seamless economic environment connected by systems and 
networks that iranseeml national boundaries, fho I hiiled Stales is deeply linked lo 
other eoiiniries ihrinigh the il(iw of goods and services, capital ami labtir. and 
information and technology into and across our borders. .As much as these global 
systems and nelworks are critical to the United Stales and our prosperity . ilieir 
elTeciiveness and efficiency also make llieni aiiraeiise targets liir cxploitalion by our 
adversaries, terrorists. ;iml criminals. I'hus. border .security cannot begin simply at 
our borders, 'fhe earlier we can identify, understand, interdict, and disrupt plots :ind 
illegal operations, the stifer we will be at home. In other words, our borders should 
not be our first line of defense attalnsi global threats. 'I bis premise demands a focus 
on using our national le\ erage to bniki purincrships to secure key nodes and 
conveyances in ilie globiil trailing and iransiroriaiion networks, as w ell as to manage 

the risks posed by people and gooils in traii.sii. Ndoivover. 1 kS, nalional interesis in 

a competitive I kS, economy and ;i sl.ible global Irading system recitiirc us to work 
w ill) inlernational partners and the private sector lo secure global movemem 
sy Stems. I hese same nalional interests are also served by cnM.iring the live, lawful 
movement ofpei'ple and eoirimcree through the global economy aitil across I ,kS. 
borders in a manner Ibal docs mil impair economic \ ilalily . w bile at the same time 
safeguarding piivacy. civil rights, and civil liberties. 

Objectives 

• .bceiire key ini dcs: l*romott' !bc seciirily and resilience of key nodes of 

transiiction and eseliaiigc nitliin the global supply eliain. \ v ai koiy .it actors 
are inv oi\ eu In the eoiiiplev process of mov jng goods and people through lliv 
ekrb.i! supi'U chain barm .irigin lo thuii destination, facit nodal trausler sneh 
as hom one internalum.ii ttirnvfri tai seapiirl t,i aiiitlher. oi hrrm one enniv U' ihe 
ncM presenis adversaries w ith a new opportunity to inlrodoee ,i thiv.i; niio !hr' 
giob;il su|!p!y eltain or evpioii this syslciu for their own purposes. I hese key 
iKules and esehango piijuls must be secured from threats ami made able to 
w ithstand disr.ipiion. In addition, lidvance inlormaiioii ami soi'hisliealed 
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analytic captibililies must be used to reduce unknowns in the system, so that 
imervenuoiis can focus on identified threats or hitiher risks, f iiuill) . tlie I sS. 
Ciovcriimeni iniist work with its international partners and the priviite sector to 
build on e.'.isiine ei'ions to deveiop. strenuthcr.. and implentem inieriitiiitmiti 
siaiidards !or seem inp tiie Key systems iil'ihe piobal econoin\ tinJ mole 
elleetirob birililaiine the ilow o1 tawiiii iravel and eotnmeree titrouelioiii tlie 
trorid and tieross 1 i.S. huruers. 

• Secure conveyances : I'nmiute (he security and resilience Di conr ey ances in 
the key Global trading and transportation networks. .\ key eoinponcm o! 
aloha! moecirient sy stems are the conveyances - llic rornis oi' transit used It' 
nio'C pet'ple and a.'iids rroin a point ol'origin toward a final dcstintilion tintl 
the operators m that sysioni. including air carricis. cruise ship t'fieraiors. 
e.vporiers. etiigt' eaniers, inipt'rters. inanuhiClurers. and longshorenien. aniona 
others. Operators and the conveyances useti to move people and goods tVt'ni iin 
t'l'igin townni a final destination must be identified and determined not to pose a 
threat to the baiiletl Sitiles or the Ittrgcr global movement .sy .slein. In addition. 
operatt'i'S must ensure against the misuse o! et|nipmem or iransporlalion ihttl 
would allow lor the iinrodiiciion ol'Jangcrous or illegal etintenls iiiltt tlie 

sy stem. I'inally . conv ey anccs or shipmeiils approaching or entering the I nitetl 
Slates Ihrongli a port oreniry imisi be assessed to determine il'lhey may legally 
ent-er the I hiileel Stales or whether they should be siihieel to avivlilionai 
inspcelion. irdeimied a polemittl ihieai or irtmlhorilios otherwise believe 
api'ropritiie. 

• Manage llie risk nos e d 1)\ peiinle aiul goods in transit . I'ooiiie seeking to 
come 10 the bmiletl Sitites. as well as ygoods in transit, must be pvisiiivelv 
idemifietl and delermined not to pose a threat to this coimtiy v'r the larger global 
movement system as I'ar in advance as possible, l-'or movement ol'people. this 
tisscssmcnt can be pcrl'oimcd eariv through v isa processes, online ai'plicalioiii for 
novel aulhori/alion. and .idvance provision ol' passenger biiigiati'i'iical 
inb'i'niaiion. in ord'-r ivi expcdilc tlie lU'vv r>! inlcrnationai travel ! or mov^mtoni 
ofuood', the a'.sc'.sincni ie idealb. rk*ne vveil before ^Itipmetn tvt the- I mted 
Stales, or ev eit iMi jiei in the supply chain, m eoniunctii'n w itii priv alC'Seelor 
emilies ,ainl inlcriNitional pariiiers. idenliry ing people ami goods that pose 
riihiini;il risk tis early In the process as possible and securely expediting llieir 
iravel lo ami through the I, lilted Stales also I'aeilifaies ihe Ilow r>t'lavv I'lil travel 
and Cv'immerce tind rediiees t'nction in ihe globtil economy . Supporting networks 
lo share inlormaiioi) and analysis regarding people and goods must be robust 
and cfieelive vvltile protecting privacy and civil liherlies. luthtmeed global 
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V. Missions, Co\ls, and Objfa tivks of 
Homfland SFCI'RITY 


siandartJs for inidrmalion collection and sharing increase the el’lectiveness ol 
lliesc risk assessment efTorls. These activities arc ke> to ensuring the sate, 
lawful ilow of Lommeree. reducine processing iiiiics I'oi indi\ aliials and goods 
scekiiii: law fill eiiir} to the cininiry, and ensuring that tile 1 aiiled States reni.niis 
ojren fi'i' bnsiiiess to the worid and weicoming of iiiteniatinntil \ isnors. 


Goal 2.3: Disrupt and Dismantle Transnational Criminal Organizations 


Disrupt and dismantle transnational organizations lhal engage in smuggling 
and trafficking across the IJ.S. border. We have also learned in tlie \ ears since 
h i 1 iltat it is not enough to simph interdict trouble at the border or enhance tlic 
proici'ilon of glohiil scsiciris for trade and travel, t riininals. terrorist nciwvirks. tind 
olfier inaiicioLis aclor.s will seek to exploit the same inierconnecici! s_\ sterns and 
networks of the global economy I'or nefarious piirposcs. or create their own iilicit 
pathw;i\s I'or simiggling and traflicking- -orillcgal drugs, illegal migrants, terrorists, 
or even highly dangerous vseapons. When ilie.se orgaiii/aiions or actors are 
successful. lhe\ tilso may increase corruption anil engage in a w ide variety of other 
criminal activities such as money laundering, bulk cash smuggling, and intellectual 
property crime, wliich threaten the rule oflaw. potemiall> endanger lives, and 
generate wider destabilization. I'hus, onr border strategy must also focus on 
rctluciiig the power and capiibiliiv orihese transnational criminal and terrorist 
organizations. 

Objectives 

• Idenlih. disriipl. and dismaiille li ansnaiional criiiiiiial and lerriii ist 
urea ni/.iUions : Disrupt fr.iiisiiinioiial criminal or terrorist organizations 
involved in cross-border smuggling, tra nicking, or other cross-border 
crimes, dismantle their infrastniclure. and apprehend their leaders. 

idemifsing. disrupting, and disinaiillinu c'riiiiin;il and lerrorisl organizations 
Irattsccniis an\ one l‘edcral rigener. State, local, trihai. or tcrriloiiai law 
cnlorceinent agcncs. or Intelligence ( omiiimiili partner. Success will require 
111 , ills ke\ acliMties. first, ail relevant information hei.,i Iw authorities 
concerning known or suspected lerrorists. criininals. illicit organi/atioiis and 
octworKs. and inadmissible foreign nationals must be appropriately shared 
among agencies so nialicious actors are iiiterdictcd by authorities. \\ orking 
iogctiier. tile operations of llic major transn.itional criminal and Icri'orisi 
organizations imisl be disnipted. and supriorling organizations, networks, and 
ini'rasiiiiclurc imisl be substaniiaily dismantled, flie leaders ofihc.se 
organizations must he apprehended and brought to ju.stice. 
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V. Missions, Coals, am> Obje( tives of 
Homeland Sec i ri ty 


* l> isriinl iliic i! klenliiX, tlisru|>t, (li'.inaiilli' illicit patlinac '. 

used h> criminal and iorrorisl organi/aitions. In addilion lo exploiting law liii 
svstem-' lor global tiave! and trade, criminal and terrorist organi/alioiis cTcalc 
ihcir own illegal palliwavs iVir smuggling tsnd iral'l’ickiiig people and goodN 
across iiiiernatioiiai borders. While these is'iiies and conecyances inttr be used 
trrdas to iiamsport illicit nareolies or i'aeililale Illegal migration, tbe same ronies 
iiitiN tilso be used to .simiitgle terrorists and llieir tools and linanees. t'r e\en 
highh dtmgerous weapons and iiiatcrials. Working appropriatclg with domestic 
law enforeenienl partners, the Intelligence Coinmunilx. and roreigit partners. \te 
ntus! iclcnlily these illicil palhvvays. understand llieir itodes and conveyances, 
monitor tlicir use. and effecTivch intervene to sittp dangerous people or gooils in 
transil and dismantle the pathways tlienisel'-es. 
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V. Missions, Goals, and Objlc tivls of 
Homeland Seclrity 

Mission 3 : Enfor( ino and Administi ring Our 
iMMKiRATiON Laws 

A lair and oiT'cclivc immisirat iun svsleni imiat prolccl the public while alse enriching 
American sociel) and prenioting econoniie prosperity. At the same lime, it must 
iilso deter immigration \ iolatioiis, work to eliniinalc the conditions that foster illegal 
immigration, and iniprose the efficiency, (airne.ss. and inlegrilc ttf our immigration 
s> stem. 


Key Strategic Outcomes 


i.m 1 


''ii)!e tv 


• Tbe identities of indiv.dti ils 
contact and throughou Ih j ir i 

• V All workers are verified a » le 

• Real-time information dt ta, i 
^r^aHteatioiis.and indidd lait. 
partners. 

• 1. 1. II I' il organisation! at d ip^y 3 li(Wtn« 
hoiising, 01- harboring die lal )lu;a!>.' 

• uwmftiesthatrre 
cliectisely mtegrale inim 


:i; llrsi 


.td'Li: i'/vAi 10 N'.oi'K in ihe I nLig-a Nuue' . 
Giik' tnicihuciu'c on toiroiist L-r cnininni 


R d 


. th It 


Goal .1.1: Strengthen and Effectively Administer the Immigration System 


i’roiTKite linvfiil inimigi iilion, evpeilile administration of immigration scrc iccs, 
and promote the integration of hnvfni immigrants into .Vnichean society. 

I.IToclis e administration of the immigration ssstein depends on ensuring that 
immigration decisions are fair, lawful, aiid soiinvl: that the immigrauon s\slem is 
inicraciise and user friendls: lltat policy and procedural gaps are s>stcm;ilicall) 
iJeiuitied and corroctcsl: and lhat vulnerabilities that \iouid allow persons to csploi! 
the s\ stem arc eliminated, in adililion. effectively administering the immigration 
sssicni inciuiles efforts lo uneurate law I'ul immigrants into .American socielx . 

Objectives 

• i*roni<itc li )v ^ fill inii ii igraiion : f'learlv coriimiiniciile with llic jmlilic about 
immigration ser\ iees ainl iirocediircs. i. aw ful immigralioii conirilnilcd 
grciiti) 10 ihc building of America and continues to enrich our societr . our 
econoiii). aiu! lUii was of iile. i’romoiiiig lawful hnmigraiion reiiiiires 
irtiiisparcul procedures and sustained cHiiiis to iiilbnn the public alumi 
immigrtiiion programs and policies. Thus, tii promote lawt'ul immigration, all 
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V. Missions, Coals, and Objectivls of 
H O M E L A N I) S E C li R I T V 


apnropriale infiirniarion regarding iminigration programs, eligibiiilv 
icquiromeiiLs. application iiisiructioris. and stains iipdtiies must he avaiiahlc lo 
external users lliroiigli mtiltiplo user-friendlv avenues, including an inleraelise. 

W einbased pnriab is'edbae'k from stakehoiders must be (ibtaiiicd and assessed 
in an intenrated mttnneis and solnitons. currenl policies, aitri p(die> ehtingcs must 
he cletiriy coitnminiealeti to >!akchokiers and to the public. 

• KITecliM'lv iidminisler Itic inimigralion scrvice.s sv.slcni : ( rtsKc a uscr- 
friendly .system that en.sure.s fair, consistent, ami [irompt decisions. 

■Applications iiir ininii|ermion services nuisT be crficienll.N aiul elTceii\el\ 
roceixed and manti.e.eil. All inforniation needed to make imniigralion deeisi-ons 
must bo :i\ ailable to appropritilc agencies cieelronically aiu! in i'e;il-liiiie. 
inelndin.L', aciixo indix idnal case files and biometric inibrnialion. In ailJiiitxn. 
gaps tind incx'iisistciicies in policies and procedures must be identilied and 
corrected, xxbilc policy guidance irmst he cffeclixely comnninicateJ ti.' the lleld. 
Finally, policx iniplemeniation must be evaluated to ensure compliance and 
consislencx m the I'leld. 


Promote tiie inletiration of lawful iinmntraiils iiHo American society ; 
Provide leadership, support, and opportunities lo laxx fnl iinrnigninls lo 
lacilitate llieir inlCj»r;ition into Aineriean society ami foster eommmiity 
cohesion. I lomeland seciirux partners attd slakehoklers imisi xxork colleciixcK 


to pros idc Strategies ihal respect 
newcomers xxihle enconraging and 
assisting eligible imniigrants to n:iuirali/e. 
Communities that are home to iaxxi'ul 
immigrants must have the necessary tools 
to engage jaxxi'nl inimigranls in civic 
activ ilies and communiiy issues. New 
laxx I'nl iinmigrani coiimmnities should be 
enconraged lo heeoinc an integral pan of 
.American hre. For llicir part, nexx laxvful 
immigrants mnst obey all applicable laxxs 
ami lake a liirmative alc|)a to lully join 
their nexx -ocieix. ! Ixiu incitidca learning 
laiglisiianJ tlieeixic priiicinies dial form 
the lonndaiion ok responsible citi/cnsl)ip. 


Promoting integration 

reinforces a resilient public w'here all 
people belong, are secure in their 
rights, are confident to exercise their 
civil liberties, and have opportunities 
to be full participants in America. The 
integration process ensures a stronger 
and more cohesive American society 
by inviting newcomers from every 
background to share in our core beliefs 
and be able to embrace the rights and 
responsibilities of citizenship. 
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V. Missions, Goals, and Objectives oe 
Home l a n d S e c ii r i t \ 


Goal 3.2: Prevent Unlawful Immigration 


Keiliice oomlitions that encniirage foreign nationals to illegally enter and 
remain in the United States, while identifying and renior ing those who violate 
our laws, I o pre\enl illegal inmiigration, all agencies charged willi immigralion 
adininistralion arnl cnlnrcenient activities must address coiulilions and factors that 
create incentives Idr thitse illegally entering and staying w ilhin the Iniited States, 
riiis elTort inelitdes ideiiiir\ ing the conditions and addressing gaps in current laws, 
policies, anti procedures that foster illegal imniigration. linforcetiienl efforts must 
pi’Kaiii/.e the iJemilictition and reniotal ol dangerous foreign nationals who threaten 
oiir iitilion.il ccctiritc or the sal'ets of ourcominunities and must tnciiide stifc and 
hiiintinc detcniion coiKlition-. and respect lor due process and civil rights as ticcordeti 
ly\ lau. 

Objectiecs 

• Reduce denuind : i .liiniiiale the coiiditioiis that encourage illegal 
eni[)loynH'nt. Reducing demand for unautliori/ed workers is cssentitil to 
preventing illegal inintigration. .An ernploN'mcril cligihility vcrincalion system is 
critical in identifying enrpkwers wliose business inodel depends on the abuse ol' 
workers witboul legal status. I hiv ceririetttion .system must be iinplcntenled 
wilii appropriate regard to priwity and ci\il rights. I'urlheniiore. only a strong 
enforcemenl program that idciitifies and puni.shcs emplayers who knowingic 
employ nnaiilhori/eci workers as part of their birsiness model will serve as an 
effective dcicn'em. I )e\cloping a coliahoraiice. inleragenc) approacli to bring 
tile combined antlioriiic.s and cnforceineiu resourcc.s of federal . Slate, local, 
tribal, and territorial partners to target ahusi'.e cniplo\ers will rediiec demand for 
nnanllioi i/cd workers In increasing the penalties against liuwe wiio e.vploii 
liicm 


• Uliiniiialc systemic i iiliicraliilitics : Prevent fraud, abuse, and evploitation. 
and elioiiiuite other seslemie viilnenihilitics that threaten the integrity of 
the' iiiimigration system. Systernie \ uincrabililies thru llireaicn the integrity of 
ilie irnniig,ration sysioin nuisl be eliminated by itlenlify ing aiul largeling system 
Jcticicncics and the root causes of sy stem niisu.se, t'raiid faciliititors. criminal 
and terrorist organicalions. and individuals iruist be preventcil I'roni engaging in 
imniigration fraini and violators must be prosecuted. I aiggeliiig sy sleniic 
iilnciahiliiics may require changing processes, ameiuling regulations. 

, oii.ilu'i ,ilu;g v\ idi oilier nnnncr agencies, or working with tlie ( ongress to 
sirciigthen oar haws, int'ormalion sharing on fraud sclieincN. Ireiiiis. imiiiigriiiimt 
, rime salijects, and liiieliigoiice among federal. Stale, loeai. tribal, aiul lerrilo!a;il 
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V. Missions, (;oals, and Object! vi:s of 
Homeland Se( iirftv 

);n\ L'lHorccinenl partners helps drive ilecisioiis aiuJ. ihus, is a kc> eompnnciit of 
this tippi'ducli. 1 iiiieliness. eiarisy, and eompletcness oi’iiil'orniatioi! aie vital In 
screetiaie opertilinns, imniipratinii deeisioiimakinp. tiiid eoinhaline i’raud. 


• Prevent entr y or adinissioii : Prevent entry or ailinission of criminals, 
fugiti' es, other dangerous foreign nationals, and other unautliori/,ed 
entrants. I Inineland security efTorls must focus on keeping eritniiial. lugiliv e. 
and other daimerotis foreign nationals froiri entering, the 1 'nilcd Stales. Tlic ii.se 
oi lochnologs and liilonnalion sharing tmtong ke\ federal partners is essential 
so that ilanporoiis indir itkttils are detected before l!ie\ tire granlcd an 
iniinipraiion hciielil <;r visa, or are admitted at a port of eiiliy . I hreat screening 
processes, bioivtolric idciititicaiion. and tinicly access to inforniaiion on tremls 
and fraud niusl all he stivng.iheiied to enhanee tlieir effecti'cnoss. 


• .-\rrcst. detain, Diosceute, itiid remove : Arrest, detain, prosecute, and 
rcmn\ e eriininal. fugitive, dangerous, and other unauthorized foreign 
nationals consistent n ith due process tiiid civil rights proteefinns. 

Dtingeri.uisi criminal aliens, human rigitts violators, and other foreign nationals 
uln' threaten oiir national secnrilv mnsi he a high prioril) for l;i\\ enforceineiil. 
fliis principle .also applies when assigning ilefainecs to liiglier or lower security 
(jetcnlion hicilities. tti wlien piaividmg aiieniaiives to detention. Arrested 
individuals must be screened to idenlitv t iclims cd' traflicking. rerugees, and 
e.xploited persons, and ilie> must be provided w ith access to legal resources. 
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V. Missions, Coals, and Objectives oe 
Homeland Security 

Mission 4: SAFF.c;uARDiNt; and .Skc iirinc; Cybf.rsfac i: 

Oui- seciirils and \\a> of' life depend upon a vast array oriiitcrdependcnl and erilical 
networks, sy slenis. services, and resources. 1’o have an inl'raslruclure that is secure 
:ind rcsilieni- enables innovation and prosperity, and protects privacy and other civil 
liixn'ties iis Jesien. we nsust secure ew berspacc and tnafiape tilher risks Itt its stile 
use. 


Key Strategic Outcomes 


i I ,;ii trmation systems and in 
tire secure, ielia.bie, and readilj at a, 

Homeland security partners deveinp 
ret-ulaiiofts and .standards that ensu 
reliiihilily 1 1 .systems, networks, anu 

C vDci disit ptioas or attacks tuc tieir 
mitigated, , nd services are restoreti j 

\i.aJumic istitutions produce and i 
I ... I ;y workforce that itieeis | 

coiiipctniwtiess. A, 

|■'^ltlCll int’astnictiirty$<ifctfi*s adotii 
St iiitUrds il at ineasurab^r^ducc li 


11 . .limn and coinmunicatioiis services 

.p ' u and impleiiieni guidelines, 
the eonfidemiallty. integrity, and 

,1 1 H 

L^e 111 eal-time. eonscciuences are 


1 sec un ty I partners strstai n a 
needs and enables : 


1 d seiTur partni * meet accepted 
isk ot cjberdSspiption oi exploil uion.f ',1 

,■ ' IS ■ ■ ' ' ■ ■ -'■■s''*'' 


Goal 4.1; Create a Safe, Secure, and Resilient Cyber Environment 


I’.nsiirc malicious actors arc unable to efi'eclivcii exjiloil cyberspace, impair its 
safe and secure use, or attack the ISalion's information infrastructure. Cyber 
inl’raslruclure fni'nis the backbone ofthe Nation's economy and coiinecis crery 
as|X'ci of our w.ay of life. W bile ilie cyber environmcni offers the poientiat for rapid 
ivdinolouical arlv.invcmoii! and economic growth, a range ol’nuilidous acioix may 
seek lo exploil eyix’rspace for dangerous or harmful purposes, cause mass disruption 
of somnniuicalioiis or oilier services, and auack Iho Naiioii's infrasn ucuire ihrough 
cy her means. \V c imist secure the system of networks uiul information upon w hlidi 
our pix.isperiiy relics while promoting economic growth, protecting pristicy . and 
sustaining civil liberties. Both public- and private-sector efforts are required to 
achieve these aims. In addition, a robust law onfircement and coumerinlelhgcuec 
eapabllils is essential lei the success of our cybersecuriiy efforts. 


Pane .s-l 
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V. Missions, Goals, and Objectivi s of 
Homeland Security 


Obji'cth es 


• i iulcrstiuid iiiKl prioriti/e cvhcr threats : IdenCily iiml e\;ilu:ite the most 
il;iii«cnms tfireals to Todcral civilian and prisale-scclor tietviorks anil the 
Nation. The speed oi'innovation in (he cedior realm rctinirc' (hat --hanne of 
inrorinalion and anal_\ sis occur before malicious actors can exploit 
\ iilnerabililies. We must continuously sharpen our underslandine iifrisks to our 
erilicai iiil'ormalion inlrasriuclure. Risk nuinagoment decisions mioi incorporate 
c\ her risks biised on technological as well as nomechnokigica! I'aclors. and must 
addres' the dilTering levels ofsecurily required b> different activities. 

Inloi ntalioR and intelligence regarding emerging c> her ihrca.ts a.nd 
vulnerabilities must be collected, analyzed, and shared appropriatelv and 
pi'oiriptiv. Homeland securii) partners must provide and reeeivc information 
and assessments on risks to and incidenis involving information s> stems, 
networks, and data in time to carry out their risk managemenl responsibilities, 
bintillv . homeland seciirilv partners must use eompalibic inl'orniaiion 
architecture and data standards to maximize the apivropriatc acquisitii'ii. access, 
retention, piodtielioii. use. managenient. and safegiiaixiiiig of risk information. 


• Miuiago I'islis III cvberSDace : I’ciiieci anil make lesilii-m iiifoi iniition 

systems. uelworUs, timl iiersonal anil sensitive data. \.s with other aspects ol 
homeland scciiiiiy. we cannot close everv viilnerabililv and miiigale everv risk. 
Instead, we must develop a risk mauagemem approaclt that accepts certain risks, 
reduces otliers, and concentraies on the most conseiiuemial. Developing and 
irnplenieiiting effective risk niatiagemeni strategies ineorporaiing both 
protection and resilience for cyber inlVastriicture will require partnership, 
coordiniilioii. ;ind coopeialioii aero.ss all elements of the homeland security 
ei'ieri'fise, 1 lonieiand security panners liitiSi develop, promulgate, and updale 
mildelines. codes, rules, regulations, and accepted siundards when it|i|vro|irj:;ite. 
ti'ial cnsiire the eoniiJenliiilily . integrity , and av milabiliiv of sv stems, networks, 
ami data w ithoiii impiiiring innovation, and while enhimeing priv acy 
i poverniiieril uuist locus on and address sirategie v ulcicninilities m cyberspace. 

( loveriiineni must .ilso lead by example, efleelively securing its ow n networks. 

I iovvcvcr, both eiilical infrastructure sectors and goveritmeni agencies must 
meet .iccejttcd siuinlards that measurably reduce risk of cyber attack or 
disruption to pul'lie healtli and sialetv. critical government scrv ices. ;md essential 
'.xauiomic activ lUe-,. Security controls on iiiformation sy sicni-. n.‘lwoii;s. and 
da!a iTiUsi he eon .islenlly iinplemenled. monitored, upgraded,, and euiorcod. 
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V. Missions, Coals, and Objectives of 
Homeland Sec : i rity 


• l*re\ t‘iil cvhcr crime and ol lur malicious uses of ^•^hc^l ■sp;lce : Disrupt the 
crimiiisil oroiinizatitins and other malicious actors cttgiigcd in high- 
conscijiicnce or ide-sealc cyber crime. The cyber eiivironirionl presems the 
potential for sophisticated c> her throats, cyber espionage, and c_\ her tiittieks. \\ c 
must iilcmils tind mitigate cyber threats by coordinating and integrating robust 
coiiiuerinteiligence. eoimlerlerrorisin. iniclligencc. and lau enl'orccnient 
tictis iiies It) |iiv\cni attacks. disriM'iions. and exploitations, [ hioiigli last 
eiilorcernen! ellorts. ue niiist idenlil'y and locate domestic ai'tl inlerntiliiinal 
c> I'er crintinais insole cil in signiliGtini cy her iinriisioiis. iilenlily tlicl't. tinancial 
itrinte. anil naii^mai security -relalcd crimes committed itiili/ing tiic Internet. W'e 
nitisl ensure ihtil enmina! organizations engaged in high-consetiuencc or t\idc- 
scalc cyber crime are aggressively investigated and ilisruptctl. and ilieir Icaticrs 
tirrested. iriilicted. anti pixiseeuled. riirougli coiinlerinlelligence clTons. ".e must 
idcniiry and liioiirt hostile iiiteiligenco collection aclK iiies anti t'lhcr cy her 
threats direcled against tite Nation. 


• Develop it robust piiblic-|)ri\ ate cvhci' incident rccsnniisc CiiPiibilitv : 

Mtiiitigc cyber iricidciils from idcntilicatioii to resolution in a rapid and 
replicable manner uiih prompt and appropriate action. The evolving nature 
of c'\ her lliretils nccessilales ll'iat we recognize and respond to cyher incidents in 
a euinprchcnsive tind et'oidinalcd lasiiion invoK ing both the public and private 
sectors. Cyber disruptions oralitieks must Iv identillcti in lime for a 
eomprehensive response, tiiitl homeland security partners innsl detelop aiitl 
improve cyber incitlent comingenev plans. .Atklilionally . cyl'er hicitlems iiuisl 
I'c managed in acc'oo,l:t;ice vriiii a ct'nimonls iinJersiotHl aiitl inlcgralcil response 
framework, and retif-lime .tinaiysis capabiiilies aitii processes niusi miligtito tlicsc 
incivlenis with an iippropriaie response, l■inal!y. critictil ser\ices imist he 
resloretl anti consequences must be mitigated following cyber incitlenis 


Goal 4.2: Promote Cybcrsecurily Knowledge and Innovation 


lin.surc that the INation is prepared for the cyber threats and challenges of 
tomorrow, t'y berseciirily is a dynamic lieid. and cyber threats and ehiiMonges 
etolce at breathtaking speed, hiducalion. training, awareness, science, leclinology . 
and innos'tilion tmisl nourish in (<rder to meet this challenge. W bile we nnisl protect 
the Nation from cy her attacks ihtii occur today, we nnisl also prepare now it) 
miligtite llte mtisi eonsequentitil cyhersecurity risks that the I tniied Slates ani.1 its 
people will face in .a. K). and .dOycars. VVe must make long-lerni intestnienls that 
sustain it sale, secure, and reliable cyber environment, enable prosperity . furlhcr 
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and nomnnmil} usesi’l lhc liilenK'l. aiii! laciiilaie l^ll)s;!L'!illn^ and Ii;kIc. 

while sareeuai'dinL' privacy and civii libcrlics. 

Objectives 

• Eiiliiiiice public invareiicss : Ensure that the public recognizes cyhcrsecurity 
challenges and is empowered to address them. As vve have scon in mlicr 
homeland securilv mission areas, an aware and empowerci:! public is oiir besi 
defoiisc fipainsl Ihreais. and our ereaU'S! resource in building resilience and 
roslcring innmalioii. I .aeli individual, every business enterprise, and each 
gcwerninoii! aeenev inis a \ ila! role to peilorm if c\ bcr.spacc is to reali/c its fnil 
poicnliid. l or die Nation to remain seeiire and prosperous, gov ernment must not 
onlv succeed .at its own cy bersecurily mission but must also empower lUhers to 
succeed in theirs. Comnuinieations to the public must emphasi/e their role in 

cy bersecui'iiy . I.etKlers in the public and private sectors must be more informed 
of the security impliciUions of their decisions with respect to cy berspace. 

• Ensler a dynamic woikl'Pi'ce : Develop the national Ivnon ledge base anil 
human capital capabilities to enable success against eiirrenl and I'uinrc 
threal.s. A cttpable workforce imisi cvisl to prolectcyber infrastructure from 
cuiTCni, cmeiuiiig. and fuiiav risks. A knowledgeable eybersceurily wurhlorce 
imisl exist across governinenl with sufficient capacity and expertise to iminage 
cni'rent and emerging risks, \Vc imisl better understand our own ey her strengths 
and weaknes.ses and those ofour tidvei.stiries. Through learning, we e;tn txlapt 
and cecalibiate our afiproiiches. eair aretts of emplitisis. and our operational 
objectives, 

• liivesl in iiiiinv aiive lec liiiolotties. lechniuiies. and nrocediires : Create and 
enhance science, lechnoiogy, goveniatiee im-chani.snis, and other eienienls 
nccessarv to sustain a sale, .secure, ami resilient cyber env ironnieiii. 

Cyberspace's inherent eharaeteristies demand consUmt innovation in ordei to 
efieelively counter threats. Small vuinerabilities can lead to severe ehiillenges in 

securing the Ntilioif s vast - and vastly critical iidfirmalion Inlhistructurc, 

Kelalivc'ly small iiivesimenls in adversary attack capabilities can rei|uire 
dispropoilionaleiv large investments in defense, i eehnology vviii assist us. and 
better vvav s of using ledinoiogv aiui people will allow us tv> bring eapalsilitios to 
bear nnrre ei Veeliv ely 1 lu-re must be eoniimious emphasis uii ey her research, 
dcvdopnicnl. innovaiion, and intoroperabilily . which ilrives advances in 
technologies. iecliiiK|ues. and procedures. ,\s part of the homeland .ccin ay 
enterprise, gi w cninieni should work creatively and eollaboraliv ely with the 
private sector to identify tailored solutions iliai both lake into aecv'uiii the need 
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V. Missions, Coals, and Objectivi s of 
Homeland Security 

1(1 proloct [Hiblic and privaie interests and take an integrated approach to 
acliieving clear obieclives. preventing mass disruptions and exploitations of 
govornnionl s\ stems and critica! infrastrucliire through c_'. berspace. Wo nui.st 
prioriii/e invcslniciil in programs that demonstrale ilie best oppominils to help 
iiiitigaie nationai c\ her risk, limovaiion in teclinoiopy. praciicc. and polios mio.', 
birtbor protect noi CiOoie prisacs aitol civil lihcrlic', 
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V. Missions, (;()als, and Ob.ifa tim s of 
HOMFFANI) Secfritv 


Mission 5: Ensurinc; Reshjkncf. to Disasters 

The strategic aims and objectives tor ensuring resilience to disasters are grcHinded in 
the (bur traditional elements of emergency managenienl: haztird mitigation, 
cnlianceii preparedness. elTeetivc eniergencv response, and rapid rccov er> . 

Tngelher. these elements will help cretite a Nation that understands the ha/ards and 
risks we laee. N prepared lor tiisasiers, and can witlestand and rapidlt and eiTectivcK 
reeoser Iroin the disruptions lhc> cause. 




I is collaborativeW 


\ ' i.i.tard 111 ! geiicial Li'ninninilv h.i/.iid 
developed and adopted by all comtnunities. 

Individuals and families understand their responsibilities in the event of a 
communii) -disrupting event and have a plan to fulfill these responsibilities. 

Preparedness standarclsjfor life safety, law enforcement, mass evacuation and 
sheher-in-place, publicliealth,' mass care, and public works capabilities, 
including cap^ity levefe for catastrophic incidents, have been developed and 
, I. U'^e by jJI iuii-.du,tii ' 

ii 1 1'Jii.iioiis have .tgp:cmeius in pfews lo {BrticifJaie in local, regional, .im. 

M oi .Mni/ations with incident n)anttgemeqtresponsibilitie.s utilize the 
Ineid^m \hnuf!^nt S\iiem^ UicMihg the Incident c ommand 
s\ ^’em on a rout ne basis and ftir all federally declared disasters and 

cmeigencics. 


Goal 5.1: Mitigate Hazards 


Strengthen capacity at all levels of society to w ithstand threats and hazards. 

rhough the oeeurreiice of'some disasters is inevitable, it is possible lo lake steps to 
rcihiee the iiiipael of daouigiiig events that may occur, fhe Nation's abilitr to 
withstand threats and ha/ards requires ail iinderslaodiiig ol'risks and robust elTorls to 
reduce s iilnerahiliiies. Miligalion provides a critical foiiiKlation lo reduce kiss of life 
aud prop.erir In closing \nliierabililies and avoiding or lessening the imixiet of a 
disaster, thereby ereaitiig stiler eomimmiiies. .Mitigation seeks lo imeak out vif the 
cycle ofilisasler damage, recunstruclion. and repeated damage. .Mitigating 
\ ulnerabililics reduces both the direct eonsoqiierices and the response and rccocery 
requirenienls of disasters. 
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V. Missions, Coals, and Objia lives of 
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<)l)ifc lives 

• Reduce llic \ iiliie r ahilih' of inilivi il iiiils and families : Improw individinil 
iind lamil> capacity to reduce vulnerabilities and withstand disasters. 

indi\ iduals and I'amilies must be a local point ol'mitigalion cfTorls. as thc_\ arc 
best positioned to reduce their own vulnerabilities. Prnmoling individual and 
I'aniih iniligation requires identifviii.ii the liiciors that inriiicnee the 
iiss choloeieal and social resjiicnce orindividnals. (iovernnieiil must ticti\cl> 
ciigaee to licl|) nidi\ iduals umlerslai.d the risks that their eoniimmilies lace, the 
resources arailahic to them, tinci the .steps they can lake to prepare llieniseKes. 
their homes, ami their businesses. 


• Miti gt ile risks in comniiiiiilies : Improve eoniiiiiinity capncilv to withstand 
(listisiers by niitigatiii" known and anticipated ha/iirds. ( oinmunit) -level 
iiiilieation nietisures have hislorietilly proven sucecssUil in reducing the cfTeeis 
oi'disaslers, Standarils tor general eoinmuiiitv Im/.ard iniligtillon. sucli as 
building codes and land and wiiler use nolieics. rriiisl bo in phice and cnrorced 
tirouml ihe country. In addition, measures to reduce the conscquence.s of 
disasters on critical inl'rasmichire and essential systems and services, including 
stippl} chains, health care systems. ct>rnniunieations networks, and 
transportation s\ stems, must be incorporated into development planning. 
Insurance pttlicies including those oltered or otherwise supported by the 
l-eder.il ( iovcrnnieni---should include iia/<ird mitigation incentives. 


Goal 5.2: Enhance Preparednc.ss 


Engage all levels and scgmcnls ol socictv in improving preparedness. Active 
participation by till segments orisociely in planning, ir.iiniiig. organi/.ing, ami 
heightening awareness is an essential compononl ol' national preparedness, W'hile 
effons have tradilionallv focused on the preparedness orgovemmem and ollieial 
first responders, indiv iduals ivrepared to care for theni-seKcs ami assist their 
neighbors in eniergeneies are import.ant partners in eoinmimilv prcpttrcdncss effons. 
Because neighhor-io-neighbor assistance, when done safelv. decreases the hurdeii on 
first res|ionders. iiitlividuais should be seen as force iiiullipliers who ma> also offer 
s|X'ei,iii/cd knowledge ttml skills. 

Objeetives 

• Improve ii idi v idtml. I'amilv. and comm n iiilv prcDa r edtie ss: Ensure 
iiitliv iiliial. (amily. and eomimiiiitv planning, readiness, and e!i|)aeilv- 
biiilding for disasters, [’repared individuals and lainilie-. enhance ovcrtill 
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coinniunil'. resilience and reduce llie burden on governinenl emcreenc) 
responders, hidir iduals and I'amilios niusl be prepared In care lor ihemseK es lor 
a I'casonable perioil ol tinic atler a disa.slo! ■ -'Some e.xperU ha\ e spie e-i.-J the 
firsl ^2 lioiirs - -and assiss their neighbors, reserving scarce public resources lit 
assisl ihose e. ho are initired. incapacitated, or rillierw ise iiriable b' caie loi 
ll'ioniscb cs. 1 1'io public ntusi be engaged in order to build a ecinecbN c 
understaniling ol iheir risks. Ihc resources available to assist their prepar.ilioiis. 
and iheir roles and responsibilities in the event of a disaster. I'anieipsiiion in 
C'ornnniniiv Jisasier response programs sueh as t'otrinninil} bniergenev 
Response I cams ((.’h.K'I si. other Citizen Ciorps pn'grairi.s. and siinihir voiiiiileer 
ioains niaintainei.1 b> iiimgovernmenlal organizations iiiiisi be enliaiiced. and 
coinnuiniiN -based training and exercises must be increased, to help indiv idiiaK 
gain llic skills nccessaiA to respond to disasters safeb. and in coi'rdinalion with 
local autliorilics, Coinniunily organizations, iitciuding local KCiOs. faith-hasctl 
groups, and advoctic) groups for >. tilnerable [loptilalii'iis - olien cornerslones of 
comninnilics. bm iiol iradilionally involved in cmerg.cncy itianageincni rnusl 
be inlegraled into comimniily planning, risk rcdiiclioti. ami preparedness 
activities, 


• Strc'iigtlieii captihililics t l■'.nllallct■ and sustain nalionvs idc disaster 
preparedness eapaliilities. In include life safely, la« eiiforcenicnt, mass 
cv acnalion and sheller-i!i-|ilaee. puldie health, mass care, ami piihlic vtorhs. 

1 lomeland secuiily p.inners imisl be |)re[.i;iied for die vtiriciy of reiiniremenls 
restihing iVoiit a ilisasler. .h.iiiit lia/ard identilication and risk antilvsis cati iielp 
delcrntine eonsen.sus-baseil. tiered preparedness standards for Stales, region.'-, 
and localilies. These preparedne-rs standards vvill then ailou us to develop 
nationally ihe captibiiiiies we will need to address llie full range ofihreats and 
hazards lluil we face. 

lieeause sncce,s in da\-!o-dav opciaiions often foreshadows suceesv in larger 
incidenl', clncitl einergcncv response capabilities tnusi be enhianccO and all 
organi/ation-, wiiii incident nKinagcinent rcNponsibililies mn>! be cnconnigcd to 
n'.c II ,c ha. nicnl ( (iniiiiand sioir i IT's) m a coinparahic - v '.icin com pi all il 
w iili ll'ie .'-o/naar' hjciiii-yit iAamgo//a'n/ Srv/c m tor tlav -lo-dav enicia'-.'iimc-,. in 
addiiion. wc must evaluate our pcrldrniance in exercises an,i icarn Irmn onr 
responses ua acluai incidenis to idciiiily and elose capability and cttpaclly gap-, 
aairl improve re.sponse and recovery operalions. 


Quadrennial l lonieiand Security Review Report I’age 61 

f obrtiary 21116 


VerDate Nov 24 2008 


10:1 4 Nov 08, 2011 Jkt 58402 PO 00000 Frm000170 Fmt 06601 Sfmt 06601 P:\DOCS\58402.TXT SAFFAIRS PsN: PAT 



167 
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Homeland Seci keia 

Goal 5.3: Ensure Effective Emergency Response 

Strengtlien response eapaeilv 
niUion«ide. Bccousc ii is 
iiiipossihlo U) eliniinaie all risks, a 
rcsilioai Nation nuisi have a robusi 
cupacit} to respoiii.l ulieii Llisa.sler 
strikes. ,511011 response miisi be 
cITectivc and eCtkienI and .urouiided 
in the basic elements of incident 
nianauctnem. When an ineidetit 
occurs that is he.voiul local response 
eapahililies. eoninaiiiilies iiuist he 
able to obtain assisiancc front 
neitihboring jurisdictions and 
reeioniil partners (.piicklv, making a 
robust regional eapticitv vital to 
elTeeiivc emcrgcncv response. 

Objects es 

• I’rovide l iineh iiiid acciinile 
iiifoi'tiiatioii to the ntililic : 

Establish and strengthen 
pallmays for clear, reliable, 
and current citu'rgencv 
iiiforniiitioii. itKimliiig 
effeetivc use of new inetlia. 
fintelt, a|ipropria!e. and reliable 
eoniinunieaiioti with the ptibiie 
helorc. iliirni;.'. atul Imniediatcl;. afici disasters is a ke.\ component of societal 
resilieiiee. In today 's environmenl of speed-of-iighl comniiiiiiemions and 
pervasive social tteiwc'rking lechmiiogies. homeland seciiriiv partners mii.si take 
lidl adwiniiiL’e of enumg-edge tools and capabilities to promote widespread 
siuialional awareness. .As such, information sharing and public alert and 
wai ning must be v iewed as inyliially siipportivo elTorls in seeking to combine 
the networked power o! new media and "Web 2.0" technologies with existine 
homeland sceiiriiy iiiformalion-sharing capabilities such as fusion centers, 
i iiiergeiicv operaiions eenlcrs. and joint terrorism task forces. Moreover, 
eniereenev intonnataai innsi pe accessible through as nianv pathwavs as 
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possible. 10 include iiui!li[i)c kintuiages. ilirough social netuorks in low -income 
areas, and lo those wii.!i spc'ci.il needs. 


• CoihIiicI elTi'cliN e disasler resmnisc oncratioiis : Respond to disasters in an 
effective and unified manner. .'Xn effective response requiies that incident 
manageincm ore,ani/atlon.s at all levels of government embrace coninion 
doctrine, undertake joint plaiming and training, and work lo establish 
interoperable conimunicatioiis and equipment capabilities across jtirisdielioiis. 
pros iding the ilcxibiliic . adaptability, and scalability necessarr lo malcli the 
coinplesily of innn\ modern disasters. This cohesion will allow responders to 
inipriw isc eflc'cticekx in the lace of unforeseen circumstances, first responders 
must be able to use the on-secne command, resource management, and 
comniunicalions and infonnaiion management elements olThe Xalionat liicicJeni 
t/oui/gOHitv?/ SvMcin. .liirisdictioi'is across the Nation must har e the abilit) lo 
aceurtilcK cliaracleri/e iiicidems and track the status of persrrunel .tnd resources 
res|roiidijig to iriiijor ..le-astcrs and emergencies, 

• I’rov ide iinielv and apnrdpi irilc disiislcr iissistancc : improve 
governnifiital, nonmnernmeniiil, and private-sector delivery of disaster 
a.ssistanee. lilfeelively delis eringdi-saslcr a.ssislanct' requires iinprovod 
coordination and preparedness among governmental, nongovernmental, and 
pri vale-sector re.sourees, including local busincs.ses and faith-based and 
community organizations. 1 iumanitarian relief services such a.s emergenev' 
sheltering and individual fmaiKial assistance must be cfficicutiv and etfectivelv 
administered, liflcetive opeitiuons during disasters require integration ol' 
nongovernmenU)l asset- in planning, training, and e.xercises. 


Goal 5.4: Rapidly Recover 


Improve the Nation's ability to adapt and rapidly recover. Major disasters and 
catastrophic events (troduee chaiigtes in habitability, the environment, the econom\ , 
and even in geograpliv that can (iftcn preclude a return lo the was things were. We 
must anlicip.ite such thaiiges. and develop appropriate tools, knowledge, tind skills to 
tidapl. iniprov c susiainabiiiiv. and niainiain our way ofiife in the aftermath of 
di>astei'. Recent esenis liave liighligliled the chailenges \\c lace in detiling willi 
di-asler rccoveiv . i'imm sheltering tind rehousing displaced suiwivors lo 
recoiisliluting eritieal infrtisirneiure aitd reestablishing the eeonoinic base of 
dexnsiated aretis. llie cii.illeMg.es are profound. Individuals, businesses, uonproni 
organizations, local, tribal. Suuc. and federal governments all have responsibilities 
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in disaster recovery, underscoring the tieed to improve coordination and unih of 

cnbrt. 

Olijecliv es 

* Fiil itince recovery capah ili lics : Kslablisli and maintain nati(in«ido 

rap'.ibilities lor recovery IVom major disasters. Natiiuiw ide at ail levels of 
goveninieiii and in nongovernmeinal organizations-' -suriicieni capabilities for 
disastei reeov ery imist be developed and innintained. While no gov eminent 
program can nitikc communities and individuals whole, we must vio a belter job 
with llic limited res(>iirccs we have. I'his requires the developinciil ofa naliona! 
stnitegic tippi'v'ach for disaster recovery and the use ofslaiidarvls I'or cniianccd 
rccovcrv capabilities, federal rolesand rcsponsibilitio' must be elarilied. and 
ail jurisdictions must maintain and exercise recoveiy plans. 


• linsnre continuitv id* essential services and I'unctioiis : Improve capabilities 
of families, conimiinities, |irivate-seclor oroani/.alions, and all lev els of 
government to sustain es.senlial services and fnnetion.s. Communities, 
government entities, and private-sector organizations mu.st develop and e.xercise 
continuity plans, business continuity standards and practices must continue to 
gain acceptance. During a disttsler. I'aniilitrs and coiriiminities. as well as 
businesses and govenimenlti! entities, must bo able ivi sustain critical captibilities 
and restore essentia! services in a tirnelv manner. 
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VI. Maturing and Strengthening 
THE Homeland Security Enterprise 



i'hc siratcgic aims anJ objectives for mauiring and sircnuilicning 
ihe homeland securiiy eniorprise are drawn frum iho common 
themes that emerge from each «)t'the mission areas. laisnring a 
shared awareness and understanding rd’ risks and threats, building 
capable communities, creating uniiy of effort, and enhancing the 
use of science and technology underpin our naiiona! elToris lo 
prevent lerronsm and enhance securitN . secure and manage our 
borders, enforce and administer our immigration laws, safeguard 
and secure cyberspace, ami ensure resilience lo disasters, 


Enhance Shared Awareness of Risks and Threats 


Establish a comprcheii.si\e system for building and sharing aivareness of risks 
and threats, i'hc engine behind a distributed homeland security effort is a shared 
a\^areness of liie risks and threats among ai! key stakeholders. 1 o be effeciive. die 
homeland security enterprise require.s a comprehensive information straiegy ihiii 
respects die pri\acy ami civil lihcnies of individuals, as well as die diversity of 
inftij'ination needs across die diftcreni missions. Although much has been done to 
improve information sharing since die d.'! j attacks, more work remains. Toward 
tliai end. die follow ing key objceiive.s arc a. priority: nalional-ievcl homeland 
securiiy risk assessnienLs: tools and institutional arrangements for effective and 
timely sharing of information and analysis: a robust approach to screening and 
idenlinealion verincaiion that safeguards individual privaev' and civil rights: 
enhanced knowledge managemeni luols; improved domain awareness, inciuding the 
e.\panded use ofsen.sors. detectors, and other unmanned s\ siem,'' across a wide range 
ol'honietand security acliviiies: and aggressive activities to ideniify atui defeat 
el forts In adv ersaries i<i conduc! surveiliaiiee agaiiisl homclaiu! laruels and e.Sjdoil 
any wcaknessc'', 1 hesc (dijceiives must culminate in a common undersUimline ('f 
securiiy as a shared responsibility. 
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Objeclives 

• lAlahlish iiii ;i|)|)ri);H'li lo tiiitionai-lcvel 
iKmieliiiul seoiiritv risk asscssnients : 
l)e\ I'lop iiml implenu'iii a mi'ltiO(l()lo”\ 
ti» citmhict tiati()nal-l('\ el hoHK-l-aiHl 
security risk asscssmenis. (,'oiistnictirig a 
nuiioiiwivic approacii to homeland security 
rciiiiires a dciiheraic analytic method to 
cN'aUialc the risks posed In carious iiaamls 
and Ihrcats to national strategic interests 
aiul eslahlish strategic guidance tor 
homeland soeuritc prioriti/aiion. (iiven 
liniiled resources and the prospect ot'a 
seeiiiingl) inliniie possibility ol'ihrcals and 
valnenibiliiies to consider. \se must make 
vliHiciiil decisions about how to priorili/,e 
homeland seeiirily ef'I'ons. A nationtil 
liomckind security risk assessment will 
pnnide llie N.ition's liomeland security 
leatlers wilii an a.ssessmem ol'risks to our 
slisilegic interests tVoni the riill range ok 
tlireals. Iia/.ards. ehallengos. ami long-term 
trends. I ndeiMtinding the risks and the ability oCDHS and |iailners and 
Stakeholders across the homeland security enterprise to reduce and manage these 
risks is ;i fundamental step toward informing onr priorities tirul the allocation of 
resources. I'lic Federal tiovernmeiil should develop :i melhodology for a 
homeland security national-lewl risk assessment, fhis national-level risk 
a.^sessineiit should hieiude threat assessments produced by the Inlelligenee 
t vimmniiiiy. as well as tlic inforniation and expertise eoneerning eiihierabilhies 
and eoiixei] lienees resident across l ederal tleparlnienis and agencies and the 
homeland security emcrpri^c. National-level homeland seeurily risk 
avsesxmcnts will enable OllS and homelanti xccurity parlncrx and stakeholders 
10 lake the next -aeiv toward truly risk-informed decisionmaking. 


A Homeland Security 
National Risk 

Assessment will provide the 
Nation’s homeland security leaders 
with an assessment of homeland 
security risks to our national strategic 
interests from challenges that include 
weapons of mass destruction, global 
terrorism, mass cyber attacks, 
pandemics, major accidents and 
natural disasters, illegal trafficking 
and related transnational criminal 
activity, and smaller scale attacks. 

Such a risk assessment will help 
homeland security decisionmakers 
determine the most promising strategic 
opportunities to manage risks across 
the homeland security enterprise. 
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VI. MATI RIN(, AAI) Strkn<;theninc the 
H () M E L A N D S E C I ! 1^ I T Y E N T E R P R 1 S E 


• Sliiii'c inlbriiiaUoii iiiid aiialvsis : 
I'lnharu'C' critical tools and 
iiislilutionali/c iirranncmcnls for 
timely access and clTecti\'c sharing 
of iorormation and analysis. The 
iibihl} lo more elfec.ieeiy share 
iiirorniaiion aiiK'iig local, tribal, 
ten irorial. Slate, and federal 
homeland socuiiis pniclitioners is 
erilieiil lo iminxnine collabtmaiion and 
deeisionmakine during, da\ -lo-day 
operations anil iariie-seal.' 
emergencies, hiieeraiing exisiiiie 
lechnologies and using tools such as 
Stale and mtiior urbar. area, insion 
eenters pros ide crilieal deliver)' 
sehicies for homeland seeuriis' 
intelligence ami inforniaiion. \\''e 
must eontiniie lo strengthen baseline 
capabililios and analvtic eapacity to 
operate consistcnlly. rapidly idemil'y 
and di.sserninate irirormalion. and 
support and cniwnce a State arnl urban 
area inielligenee platform for risk- 
based, in format ion-driven deeisionmak 


Effective, timely 
sharing of information 

and analysis is essential to 
homeland security. Fusion centers 
are the State and major city entities 
that were recommended in the 
Implementing the 9/1 1 Commission 
Recommendations Act of 2007 as the 
best way for Federal, State, local, 
tribal, and territorial governments 
and the owners and operators of 
critical infrastructure to share 
information and intelligence about 
terrorist threats, criminal activity, 
and other hazards. Since 2006, 

States and major cities have stood up 
some 70 fusion centers across the 
country, with the Federal 
Government contributing personnel, 
financial, and technical support. 


ing by homeland security siakeholdcrs. 


• Screen and 'crilV idenlily t Fslahlish n robust approach to identity 
vcrincalion that safeguards individual privacy and civil rights. Robust 
pii'Cctlures to '^creen and xs'rify idenlitis's arc critical to lielping accuralol) 
idcfiiil)' pcofilc and a-.scs.s risk, ruiiire systems rvill need lo he increasingl) 
secure, elftcient. easy to u--e. and nc.xible. Ongoing research into emerging 
technologies n ill help lo expand screening and vcrilicalion captibililics. ,'\i the 
same time, wc must mliiere to privac) standards and ensure that we fully respect 
individual rights and liberties. Inforniaiion needed lo achiewe homeland sccuril) 
iihjcclives inu.-.i be collected and used consistent with applicable law and poiic) . 
I raining, andils. and, other oversight nieelianisms are es.scnlial lo ensuring 
mlorniaiiun o. used law lull) and appropriately. 
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VI. Ma I I Rl\(. AM) Sl RKNtrrHENINA; THE 
Homeland Security Enterprise 


* riiliance ihmiiiiii inviireiiess : Ensure 
shared silualional awareness in (he air, 
land, and niarilinio itDmaiiis. Homeland 
sccurits aclAiiic'. depend upon havinu 
shared siiuationrd eoAeavriess across a 
raiisic of complex and sKiiamic 
viperalional one ironinenis. Awareness of 
aircral'l. vehicles, and vessels jii LhS. 
airspace ami the air. iand. and niaritinic 
ajiproaches U) ihe fmiied Slates, along 
with I'cdcral. Suite, local, iribtil, icrritarial, 
and ink'i'iuilional rcsuiirces to address 
ihioals tiiul hii/ards. is critical to our 
ahiiilv lo lake etTeclive action. Sensors, 
rictectors. and other unniaiinevl .sysicii'is 
can jvla) a vital role in stipporling 
decisions abotii whether ihreais are 
present and wiien tv; intervene. Numerous 
unmanned systems are in use or 
deveiv'pment across Ihe honielmid securitv 
enterprise, ineluviinp sysieiris for 
inonilorinu the in!e.i‘rit_v of shipping 
coritaiiicrs from tite point vircoiisolidtilion 
lo lire point ordecoiisolidtitii'ii; a "lab-in- 
a-box" capabie vd'acrosol colksclion. 
molecular ideniillcsaion. and re|)orting on 
biological threats: imagin.e and ladar 
sv sionis designevi h; detect, track, aiiii cla.ssify contacts; sensors lo monitor the 
V ital signs :in;1 c.siablisli the physical health of first responders; and a first 
responder locating svsiem to eiuibie incident commanders to visuallv track 
personiK'h \\ c imisi increase our domain avvaroiiess eiroils consistent with our 
core inieiV'-is of iirlv acv and civil iibonies. 

• In learn to ciHinleriiileliiacii ct: Iso aiul iiitegrale C()uiiterinlclli.genee in all 
aspects III inmielaiiil secnrilv In thwart attacks against the luimelaiul. The 

lorcign inieliigciiec Ihivat to the 1 aiiled Slatcxs— -from slates, non-slate actors, 
and terrorist grono-. as pervasive, intricaite, tar reaching, and growing. 

( di'bah'/alM'n luo, iiiadv; ciaiiinnmcation. technology widch available, vvltich our 
ti.iiiipsil.itc lo gain avivamages in the imernational markel|ilitee and 
snciaiid inchkhng our critical infrastmcliire. Hccrnise lerrorisis or 

Ikfge o8 Uuadrennial Homeland Security Rev iew Report 
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Hybrid Capabilities and 
Complementary 
Activities. Hybrid 

capabilities — assets and resources 
capable of performing multiple 
missions — are a hallmark of 
homeland security. In some cases, 
the same assets and personnel that 
patrol our borders, enforce our 
immigration laws, and respond to 
major oil spills, for example, also 
enforce safety regulations, assist 
travelers, and safeguard natural 
resources. These complementary 
activities are critical to fulfilling 
other national interests, and are often 
intertwined and mutually supporting 
with homeland security activities. 
Homeland security partners and 
stakeholders — both within DHS and 
across the homeland security 
enterprise — often maintain hybrid 
capabilities to fulfill multiple 
missions. 
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VI. Maturing and Strengthening the 
Homeland Sect rity Enterprise 

Dllicr adversaries otlcri enipioy iiilt-lliucuce iradecrafl lo idcnlily targeis and 
prepare ilieir attacks, eiiiiitrerinielligence can provide a critical means to 
untiersiiindiiiLi current ttikl eviiiving threats. Counlerimelligcnte also prttv ides ;i 
suite oi'loois tind skills to ideiitil'y. deceive, e.xploil. or disrupt these preparations 
and operations. ( i'l'oris to prevent leiTorisiii and enhance the securilv ol'lhc 
homeland relv. in part, on effective coiinteriiitelligeiicc. VVe must disrupt hostile 
c\ her ticliv itics. idemifv iKtstile intelli.siciice collection activities, detect insider 
threats, and expand awaieiiess of oiir adversaries' inleliigence thrctils and 
eapahililics. 

• Fsliiblish a conniion securilv miiidsfl : Promote a common understanding 
of security a.s a .shared responsibilitv. i lomcland securilv is a shared 

responsibiliiv lor which till elcntenls ofsocielv Irom individuals and 

eommunilies. lo tlie privalc sector, lo Slate, local, iribai. and territorial 

governnienls, to nongovernmental organi/ations. to the federal Cjoveriimcnl- 

have a vital role to plav , 1 he I ederal < /overnment cannot be cvcrv vvhcrc. nor 
can it alone ensure resilience or ihwan every threat, despite best ciTttrts. I’rivatc 
individuals, eomniunities. and other nonaovenimeiilal actors must be 
empowered t(i take action. I he American people hold a strong sense of 
comniiinitv , a belief in eolicelive respon.sibililv'. and a willingness to do what is 
required of ihem to eonlrilnitc lo luir eonimon .security and sustain our wav of 
life. I he higliesi calling ofihe homeland security cmerprise is to empower 
Americans lo conlribme lo our soiiiiirv '.s seeurity — to embrace a unitv of 
purpose. I'mpowcred individuals with a mindset ofshared responsibility arc 
uniquely capable ordivrupting threats and ensuring the security ol'lhc 
interdependent sy stems that make up soeieiy. Individuals and communities are 
the focal point o|' societal .v.wilionce enhancing public preparedness and thus 
dimmi-.liiug the cfleeiivenev' ofterrorivi laciies. 


Build Capable Communities 


Poster communities that have information, capabilities, and resources to 
prevent threats, respond lo disruptions, and ensure their own well-being. 

Indiv itiuals. ramilics, and communities are essential partners in the homeland 
security enterprise. Ifiiilding and sustaining capability at the communily level is 
essential to meeting homeland security strategic aims and realizing our v isioii for a 
secure hiMuektnd. 
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VI. MAI liRINt; AND Strencthening the 
Honieland Sectrity Enterprise 

Objfclives 

• Sel ciiDiihilitv and canacitv .slHinliirds : lilciitil'y core cnpabilit^ and CiipaciU 
larjicls to guide homeland security investments and activities across the 
enterprise. A'e iinist focus on building and niaimaining capabililies lo iuklrcss 
cliallenges across all hiimeland security missions, t o do this, we iiiusi joinllr . 
ihrough cross-got ernmci'ilai collaborative niechanisins, set clear, measurable 
iaraet Icccls of captibiliix and capacity for enterprise partners across all missions 
and develop a system for assessing progress toward these targets. In order lo 
siiceeed. wo must locus our efforts on concrete, specific, and measurable ■ 
ohiectites. scuing clear, measurable target levels of capability and ctipiicily for 
enterprise partners. Clommitmcnt to stich a process is cs.scmiai lo oiir ttbilily lo 
■ spend smarler " in an ein ironrneni of tighieiiing resources. 


linhaiiee systems for traiiiing, 
exercising, ami c\ altialiiig 
etiniihililies . I raining provides tirsi 
res|ionrlers. lioniel.ind socurilv ofliciais. 
einergcmcy nianagcmenl ofliciais, 
norigovcrnmental and prit aie-scclor 
partners, and otlicr personnel vviih the 
knowledge, skills, and abilities needed 
to perform key tasks required Iry 
specilic capabilities, f.xerciscs provide 
a vital tool for homeland securiiy 
personnel, from first responders lo 
senior oftlcials. practice operational 
.!e(i\ iiics and deeisionmaking processes 
in a realistic: hut risk-free environment. 
Vv'e must build cm ciirroni efforts lo 
corirdinate and integrate exercises 
nalionally. and emphasi/e the 
importance of exercising both steady- 
state and eoiuingoncy-based missiem 
activ iiics in order lo acliievc 
measnrable miprtwemenl. fxercises 
masi ab-o h,.' valuable 'oots tm’ 
as.essine and improving periorinauee. 
wlidc deu'icmsiralirfg community 
resolve to preiMi'C lor inaioi iiieideins. 


State, local, tribal, and 
territorial governments 

are on the front lines of our efforts to 
secure our homeland, and are the 
first responders to incidents of all 
types. A coordinated approach that 
promotes unity of effort will provide 
the strongest foundation for the 
homeland security enterprise’s 
efforts to combat current, emerging, 
and future threats to the liomeland. 
To achieve unity of effort, partners 
will need clearly defined roles and 
responsibilities, access to 
information, and a shared 
understanding of how risks are 
managed and prioritized to inform 
the allocation of limited resources. 

In addition. Federal, State, local, 
tribal, and territorial partners will 
need a common framework to 
understand threats, assess risks, and 
share information. 


We nui.st strive for assessments of 
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VI. MATURIN(i AND STRENGTH EN I NC; THE 

Homei.and SECURrrY Enterprise 

iMp.ihilitic-. iiil levels !li<ii rniniiViizc the volume of reporliii” requiremenis 

and nioiv ci'llciemly coileet iiccessarv data on homeland scciiril) capabilities. 


• Miiiiitain and sustain equipniciit and ciinahilitk.s : Promote smart 

inv estment in operalinnal capabilities. Homeland security equipment and 
capabilities arc critically iniporlant yet resource-intensive investments for 
siakchol-ders ttcross the enterprise. In a rosonrce-con.strained environment, it is 
criiica! that the mainicnancc and susUiinnient of capabilities is done in the most 
cosi-clTeclivc m.mner possible. We must promote and siipporl long-term 
in\ e.'Uiiienis in ctip.ihilnics Ihnuigii I'lir grant programs and other funding 

< >tn gmi! is to help crctiie capable communities, tind we slioiild 
promolc the nii'v! olnctciii atid pnideni ivictms irfacliiev ing ;ind siisUiining that 
goa i . 


Foster Unity of Effort 


Foster a broad national culture of cooperation and mutual aid. Unity of effort is 
the ultimate gotil for tnatnring and sirenglhcningthe homeland security enterprise. 
Cooperation and mutual ;iid are corncrsioncs of success for effective Joint activitv. 

cooi'dintiied approach ilitit prornolcs unitv of effort will provide the strongest 
roundaiion lo combtit currenl. emerging, and future threats to the homeland. To 
achieve unity ofeflbri. partners will need elettrh dellned roles and responsibilities, 
access to information, and a shared understanding of how risks tire managed and 
priorili/ed to inform the allocation ttf limited resources. In addition, public-sector 
ttgencies and their privttie-seclor partners will need an integrated framework to share 
infornitition. undcrstainl threats, and assess and manage risks. 

Ohjee lives 

• Build a luinieliiiid security professionni discii)linc : Develop the homeland 
security coinmunilv of iiilcrcsi al all lev els of gov ernmenl as part of a cadre 
of national security professionals, .k vvoll-documcnlcd need within the 
nadonai sccnnlv comniu!!il> is a prot'cssional development program lliat fosters 
a suiblc and div erse comiminity ofprcifessionals with the proper balance of 
rclev.int skills, miribines. experiences, and comprehensive knowledge, 
b.xccitlivc Order l.vl.14. "National Sccnriiy Professional Development." iniliatevl 
:i program for developing imeraueney national .secnril} prol'cssionals ibrougli 
access to an inlegraled framework of training, ediiealion. and professiontil 
expel ience oppominiiies. We must work together with our naliitnal seciirilv 
tuirlncrs in bringing that impsvrtanl idea lo fruition. ,‘\s part of dial effort, w e 
imis| lake steps to create a homeland .security eomiminiiy of imeresi tieross the 

Ou.'kircnniiil Homeland Seciirity Review Report I’agedl 
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VI. Ma T i RING AND Strkn(;thenin(; the 
Homeland Se( urity Enterprise 

eiilerpriso, I'inoe clenienls oT proles-iional development arc ediicalion. iraininc. 
and cx'pcricncc \ ia de\ elopmcnial assiunments. Slate, local, tribal, aiul 
ierriloi iai goxcniniciita, 1)1 IS and other I cderal auencies. and aeatleniic 
iualiuiliims I'trvc taken importaiil slep.s to build proerania to support llicse ke> 
arena ;ind will continue to eninliasize enterprise-wide approaches to enhancine 
ia'iricliind seciirii)- prol'essioiial devciopnteiil. 

• Promtile leitiuniii response ciinacliv : I’romolc miitiia! aid aarcements Cor 
response re»niirenicnts (hat c.vcecd local capacity. .\s previoiisls mentioned. 
..Ii vi.'.iers rai'ols recoani/c jnrisdiclional boundaries and olien oserw lielm local 
rc'.ponso captibililies. l-'or these situations, regional plans should be developed 
10 address operational imerdcpendeneics and local, regional, and interstate 
imiuial aid agreeinenis must be in place, f'o ensure inieroperabilitv . incident 
manaucnient organi/aiions at all levels orgovcrniiieiit should eniplov elements 
ot'lhc Siilitii'uil hickknn Munu^cmeiil kvsleiu and comliiet regional joint 
assesMiK’nls. planning, and training. This objective builds on the foundation 
estaldished in Mission ,s: ^.^snrine. Resilicnec to Disasters, 

• (iistitutioiiiili/c homeland scciii iiv i tlaiiiiiiiii : Develop a planning s\ stem to 
cvcciitc iionielnml security activities. .\ homeland security planning sysleni is 
esseiititil and indispensible 10 homelttnil 
seeurilv, t 'nrreni planning systems 
address only portions ofoverall 
lionicland security aciiviiics. and require 
belter integration across all levels of 
governmenl aiirl with nongovernmental 
entities. I’hrough fully considered 
interagency and intcrgivvcrnmental 
diseussiuiis. wo nuisi integrate current 
phinning practices and. drawing from 
Pe-a practices aciX'ss the homeland 
sccririly enterprise, ereaie a. planning 
system liial allows homeland sccurily 
parlncrs uikI slakchokicrs to plan 
eoifiboraiiveiy and ensure that homeland 

■ecia ilN ectiv iiies iiehicve onr shared 


• [•'iirituT enhance the mililurv-liomelanti security rclatioiisliii) : Strengthen 
unity iifcffort helvvecii tniliiary anti civilian activities Cor hoinclaiid 


Unity of effort is the key to 

operational success in homeland 
security. Jointness and multiagency 
coordination principles underpin both 
military and civilian mechanisms for 
achieving unity of effort. The 
National Response Framework and 
National Incident Management System 
facilitate unity of effort for disaster 
response and emergency services 
activity. The Maritime Operational 
Threat Response Plan and the Joint 
Interagency Task Force concept are 
used to achieve unity of effort for 
preventing terrorism, securing 
cyberspace, and effectively controlling 
U.S. land, air, and sea borders. 
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VI. MATI RIN(; AND STRENCTHKNING THE 

Homeland Sfci rity Enterprise 

st'curhy. \\ c rmisl work logoiher lo develop and expajid models of coordinalion 
ami cooperaiion beiweeii mililary and civilian aufhoriiies, ami rev ise strateg) 

;ind (loelrine accotxiinglv. The ^aiionai Rcspunse Framework and ihe Salianal 
liiriilrni Mutsupemem Sv'^tsm provide mechanisms (o ensure unitv of cn'oiT 
iiclvv ecu civilian tmil liiiiiiary authorities ibr disaster response. Ac must 
eomiiiualfv I'clinc ;uid ciihanee the framework for provivling defen.sc support to 
eivi! aullioriiies fa ai! homeland seeiiritv mission nctivilies. In addiliitn. Federal 
deparlmeiils and .iaciieies sta'iild jiiintly conduct planning and tmalvsis Ibr 
honicitind -.ecitrilv and related defense activities, including dev eloping joint 
slialcgie idanimig and amrlvtic tools for deicnnining capabililv requircnicnls. as 
well as conducting joint national -level risk assessments in arciis of shared 
imeresl. federtil licpartmenis and agencies must also e.xplorc wavs to jointfv 
develop capabilities ueeessarv for both defense and homeland scciirilv . 


• Snciii;tlicn tlic ahilitv of Kytk'ral ilenarlnieiitx and agencies t» siiniwrt 
lioiiicland security missiiins . While some Federal departments and agencies 
have broad homeland seeuritv responsibilities, others htive smaller, but still 
critical, hrtineiand sccuriiv roles or capabilities associttted within their own 
sralutttrilv aiilhorizcd prvrgrams, which may he leveraged for homeland security 
piirpr.>scs, f ederal tieparlmems and ageueics with smaller, but critical, homeland 
security roles rmist be adequaieh resourced lo meet homeland security mission 
reqnirenieitls. 


* I'.V Dand and exiciul govern men till anti iiriviite-sccloi* iiiteriiiiliuiinl 

iniiTncrsliii i.st rraiisforni how govii nnieiit anti the private .sector inlerael. 

Inlerntniontil panne; - are ke> pariieip-ani.- in. the homeland seeuritv enterprise. 

I lie Inlei'cviiitecle-.i nalurc of w-.irKl ceononiies and inleniational iiifraslrticlure 
tneati'' that seen.inglv isofued eveuis often liave iransniilit'na! origins and globtti 
conscijuciiccs. I he acceler.iiioii tT iq,; tiiiws of ideas, gotais. and people arotinrl 
the woi'ld and .lero-s IPs. borders gencniliv advances .bmeriea's interests, bin 
ttlso creates iceiiritv cluilleiigcs tiiai are increasingly htirdciiess and 
nnconveniional. Inici naiional partner-, are erilical lo the clTon to secure the 
Ironiehind against iha cals that transcend jurisdictional and geographic 
houiklai ic’s. inteniaiional engaueinenl enhances the transparency of threat 
Iraicelories and increases our etipacllv to uiidcrsland. inveslig.'ite, tind interdict 
threats at the earlie-t po>sible point, ideally before tliey become inanifcsi. reach 
onr shores, or disrupt die criticai lieivviirks tin which wc depend. I lie I .nitctl 
Slates must work with its iineniaiioiia! partners to inerease globtil security 
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VI. Ma i rRiN(i and S tri:n(;thi;mn(; thf. 

H () M i: L A N I) S F ( F R n \ E N r f r i> r i s f 

against icrrarisn! and violent o.treiiiisni, ihc spread oi’inrectioiis diseases, and 
the conseqaences o!' naniral disasters. 


• Mature the Department of Homeland Sccurifv : Improv e DBS’s 

organi/ational and programmatic alignment and it.s matiaoemeni systems 
and (troccsscs. Dl IS must load by o.Mimple. linsiiring unity ol’elTort across the 
liomeland seciiiil)' enterprise requires unity of effon within the Deparlment. 

( Critical to unity ing 1)1 !S is inipixived organi/ationai alignment, pcirliciiitirly 
aiiKaig Dl IS iieadqiitiilcrs coinponcnis, enhanced progniniinaiic alignnieni to the 
liomeiaiai security tnissioiis. and more ell’ieien! and elTcetise maiia.tiemeiit 
processes, including! siraiegiit planning, perfonnance management, and 
accouniine, sii uclnic. i)l IS niiisi complete a thorough rev levs isf its ott n 
'.'igani/aiional sinicturcs ainl prognimmaiic activities, align programs and 
hurigeis to homeland security missions, and strengthen its management 
processes, I Ills uork began during the t,)l ISK process ;md conlinnes llirotgoh 
tile Deparlrneni' s boponi-up rexicu . 


Foster Innovative Approaches and Solutions Through Leading-Edge Science 
and Technology 


Ensure scicuiirically iiirorined analy sis and decisions are coupled to innovative 
and effective technological .solutions. We must he able to address a highly 
clyniiinic. broad, and ever-changing spectrum of tlircats. vulnerabilities, and disaster 
scenttrios and to design ami impicmem v'osl-elTeetivc opcraiiontii and technological 
solutions across a vxidc array ofoperational contc.xts. in a manner ihtil protects 
•American \aUies. Althongii many of the security threats now confronting the I iniied 
Sitiles are drixen by the global diffusioii of technology, science and technology can 
also provide nexx :iml more effective methods for prexenling and mitigating these 
thretits. as ucil as natural disasters. 'Bio I-ederal (iovernment must have a robust 
reseiirch effon in homeland security that is grounded in .sound science, and a 
rigorous and disciplined approach to teehnology development, ticqnisilion. and 
deploy monl 

Oltjcctix cs 

• Scicnlincalh slndx I h i cal.s and vnliicraliilitics : l‘iirsue a rigorous scientific 
undci stamliiig ol cm rcnl aiul future threats to homeland security and the 
jxt.ssiitle means to their prcxeiition anti mitigation. ,\ ct-tinpieliousix e .ind 
\ :\ id imder .landing ol the pmbahililx and potential consequences ol htimciand 
security ihrcals and li.i.'ards and the rclaiixe risk they po.se forms the stntlegic 
roiimlaiion id'the homeland security emerprise. Ongoing analyses ol'ihrcais. 
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VI. MaTI R[N(; AND Strkngtheninc; the 
H O M E LANDS E C E R 1 1 V E N 1 E R P R [ S E 

vulnerabilities, aitci the efileacy oi'our coimtenrieasiircs by both the public and 
private sccttirs will inform homeliind .security priorities and help ensure that 
ip.vesiinoiits and operations focus on tlic most uruent problems and the most 
el'leeth e inea.ns fi'r addressing then!. 


• Develtil) iiintn alive appi oai lies uml ef i'cctive sdliilittiis : liiicntiraKe tind 
iiiiibk- iiimivsjtivc appriiaclies to critical lidiin'latiil securily cliallenpes. 


idslcring tollabonilire elTiirls iiivolvjn; 
private seclnr, Aehiev inp the poais of 
the core liomeland seeurii> iiii.ssions will 
require seicntillc research to discover 
new knnwiedpe and methods that can be 
(ipplicd to homeland secnniy challenges, 
and the creation ol neu technologies and 
new ways of thinking about problems 
;ind possible solutions. Technological 
feasibility, openilional requiivinenls. 
training needs, and fnianeial 
susiaintibibly niiisi all betonvidered in 
devclo|)ing anti deploy ing nets 
teclinoiogies. We mnsi seek to fosiera 
rich and svide-riinp:ing Ciipaeily to 
identify .iiid think througi'i comples and 
tinlaniiliar pioblcnis ain; to fonmilaie 


govcrnniciit, academia, and the 


DHS and the 
Department of Energy — 
including the National 
Laboratories — have 
established a partnership 

on aviation security in order 
to develop new and more effective 
technologies to deter and disrupt 
known threats and proactively 
anticipate and protect against new 
ways by which terrorists could seek to 
board an aircraft. 


etfeclive and invcniive sohilions spanning many dii'lkult and \aricil operational 
conte.Ms. We inusl engage a wide range of stakeholders in I his endear or. 
including poveninieni l.abs. universities. I'ederally funded re.scai'ch and 


der clopincnl centers, and the private seclor. 
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VII. Conclusion; The Path 
Forward 


I he OiKulrcnnial Homeland Securiix Revieu report sets I'orth a broad 
\ ision lor homeland soeuriiy. We have learned that our Na!ion\ soeurii_\ 
is more i)mn huikling proieciions. securing our borders, or preventing 
terrorism, although these measures are ail central to homciand scciiritN . 
i lomeiand security is also about protecting the American of hl'e and 
ensuring our resilience in a challenging \sorld. 

The Q1 ISK protx'ss (elaborated at Appendix B) and resulting rcjion were 
designed to serve as a caiai>st to spur the continued exoiiihim anci 
maturation ot'our Nation’s homeland security cnteiprtse- the diverse and 
distributed set orpiiblic and private actors from all corners ofthis Nation, Through 
this ciTori. ue seek to I'osier a greater understanding ofour sitared responsibility and 
growing capabilitv to protect ourselves trom a range ofthreais and hazttrds. 

!n the v ears ahead, the world will be llllcd with breathtaking technological changes, 
social i.id\ ances, and tm acccicraiing flow ol'ideas. goods, and people tiround the 
world, These advancements and global itucractions will enrich and improve our 
lives, but they may also be exploited by or may contribute violent extremists 
terrorist attacks. Iieallh threats, prolileration concents, natural disasters, and cyber 
attacks w itit man\ of these occiiniiig. perhaps, at the saitte time, 

I'ho (h! ISR has set the stage Tor deiaiied analy ses of homeland seciirii) catptibililies 
and rccjuircmcrits across the homeland Necui'iiy enterprise. Suikeholders miist now 
work to prioritize and identify the capabilities needed to achieve tlte goals, 
objectives, and outcomes idciuined in the <,)! ISK. tie these requiretnenls to resource 
allocation priorities, set performance criteria, and validate the allocation ofroles and 
responsibilities. 

The division ofoperational roles and responsibilities amoitg federal deptirtmeni.s 
and agencies for \arioii< homeland security mission goals and ohjectives emerged as 
a major area requiring further study following the T)l ISR. ( loing I'oruard. an 
analy ''is ofroles and responsibilities acrt)ss the homeland security missions \^uidd 
help rcsC'Kc g.ips or unnecessary redundancies between departments and agencies. 
V!c:ining!u! engagement by reprcscmalive siakeimidors tVom across the iiomehtnd 
-•ecnriiy enterprise, including Slate, local, tribal, and Icrrifnria! goveinmenK. imot be 
pciri of the process. 
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Vll. C()N( ijjsiors: Tin-: Path Forward 

The neparlincnl ol' I kimeltind St‘tiiri!\ has begun a conipreheiisi\ e exaniinalion el' 
the lIcparlmenTs activities and resources. This botiom-up review is a major step 
forward in 1)1 IS's ongoing effort to systeinatically link strategy to program to 
budget. The objective of this sequence of reviews is a linked strategv , set of 
prognims. and budget that will .strengthen the Depanmenl. 'fhe f)l ISR. the bottom- 
up review, and the budget proposals that will follow are iniporlant steps in maturing 
I )l IS into :i trills strategy-driven organization. .<\dditionall\ . the bottom-up res ievs 
will advance the Depailmein's ftiiietionality in three ways: 

1 . Incroiised comparability orprogrants. aclivities. and resources w ithin and 
acriKs components; 

2. Improved measurement of desired mission outcomes tind llie contribution of 
programs, activitie.s. and resources to the.se mission outcomes; and 

. 1 . liellcr cost estimating ofprograms and actisitics. 

riiis e.scrcisc emails mappirig existing activities to yHSR missions, idcniifs ing gaps 
anti overlaps in tliese aclis iiics. improving the Deptirlrncnl's ahilitj It' anais tiealls 
reltite activities to mission outcomes, and reasses.sing how to organize and group 
lliese activities into pri.)gi'ams. 

t he path forw ard following the Ql ISR is clear— we imist move with a sense of 
urgenej' and purpose to achieve our shared interest and common vision ofa safer, 
more secure and resilient America, fiach ofu.v- -gjovemment. business enterprise, 
and individual alike -has a role to pla;.. conlributing to the collective sirenglfi t.d' 
tliis eoiinliy. fhe message is clear: I'liis Nation can protect itself, Btit we must all 
pla.v a role and in the coimnilrnem of each, wc will secure the honielanti for all. 


Rage 
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Appendix A: Roles and Responsibilei ies 
ACROSS THE Homeland Seci rity Enterprise 


I lonicland security spans the aiilhorilies and responsibilities of Federal departmems 
and agencies. Stale, local, iribal and tcndtorial govemments, the pricatc sector, as 
ue!l as private eip/ens and cornnntnities. For ihis reason, coordintuion tind 
coopeiailion are es^enllai to siicccsslulb carrying out and accornpli'.hing the 
hratielaiKi sceut itN inissiotts, Docunients siicir as the .\s.'/.as;aa/ 

/fso/cez/oo Piiin ( Ml’lS atid Saiii^nu! Kespousc rrume^vork (NKi t. tts well ;ts 
documetits produced b\ t!;c National C'oitntenerrorism Center, sped out rides and 
re.spoiisibililies for various aspects of homeland .securilv . I he folluu ing diseiission 
higlilights ko} current roles and responsibilities of the main' tielors across tlie 
liomclatid seeuritr enterprise. I'liey are derived iargciv from statutes. Presidential 
directives, and other tiuihorilics. its neli as from the KIPP and NRF. 


• The President of the Ciiited Stales is the Commttndcr iri (Taofand tite leader 
oldhc I \eeuti\e Branih ofthc fcderiil (lovernmenl. fhe President, tlirougii the 
National Seciiiii) and llonieiand Security Couneilsand the National Security 
Staff j''rovidcs overtiii honieUind .security policy direction and coordination. As 
a result of Prcsidemnii Study Directive I (200')), which direeleil an examination 
of w a\s to .'■cTorm tiie V\ hite I louse oreatii.'ation for eounterterrorism and 
hoti'ieland security, the While I louse merged the staffs ofthc National Secnriiv 
C'onncil arid the I lomeland Seenriiy CouiKil into ti single new integrated 
National Security Staff 


• rile Seerdary of Homeland Security leads the federtil agency ;is delnied by 
slaluie diarced with homehtnd seenriiy: prvwenling terrurism and UKinaging 
risks m critical irintislruviurc; seciirinu and managing the border; enforcing and 
adrniriistering iininigration taws; safeguarding and securing ey bers|)ace: and 
ensuring resilience to di;-asiers. 

• The .Attorney (icneral has lead responsibility for criminal investigations of 
terrorist acts or lerroriit ihre.ns by individuals or uroups inside the I nited Stales, 
or directed at I iiiieu Stales eiii/.ens or uisfiiulioiis .fhtuaif as v>eil as Pm relaied 
iptelligence eoileeliou .k'iIv ilics wiihin the I 'niled Stales. 1 ol low ing a terror isi 
ihrea.i oi an .letua! irwideni lhat falis witiiin the eriniinal iurisdielion ofthc 

i aiited Suiles. ihe -Aiiorney tiener.il identilies the perpetrators and brings Ihem 
to iusiice. ! he Ailiiniey (icneral leads the Dcpartnienl ol .Insliee. whieli also 
includes ihe Federal Bureau of Investigation. Drug Fiiforcement 
Adininistralion. and Bureau of Alcohol, T ohaeco, Firearm.s. and Evplosh es. 
each ol' which has key hoineiand .seciiriiy rt'sponsibiliiies, 

• The Secretary of Slate has the responsibility to eoonlinate aeliv ilics with 
hneiea eoverninenis and !nlornatioiia! orgaiii/alions related to ihe prev eiilioi:. 
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Appendix A: Roles and Responsibiijties 
Across the Homeland Seciirity Enterprese 

pi\‘par;ilii>n. rospniiso. and recovery I'roni a liomeslie ineidcnl, an.! lor liic 
in'iiteciioM ol’ ( l.S. ciii/cns and l!.S. inlerests oversea^. The DepariniL'isl oi’ Siaie 
also adpijicates .md screens cisa applicapons abroad, 

• Tile .Secrclary of Defense leads riie Depannient of Defense (1)01)), u hosc 
iiiiliiari services, deicnse agencies, and geographic and fnnctional commands 
defend ihc (.iniled Sialcs from direct altack. deter potential adversaries. I'osler 
regional stabiiiiv . secure and assure acce-ss to sea. air, space, and cv berspace. 
and build lire securiu capacity of key partners. D(.)l) also pros ides a wide imnge 
of support lo eis il anlhorities .at Ihc direction of the Secrcl.irs oldfel'ense or the 
President sshen the t.ipabililies ot Stale and kieal a(illH>i ilies to rcsponri 
efieeliseis In aneseni are osornliehncs!. 


• ITic Secretnry of llealllt iiiid lliinian Ser\ iecs leads the coordination of all 
functions reievaiil to Public Health [imergenev Preparedness and Disasier 
Mcilical Response. Additional!), the Department oft Icalih and I iiinian Services 
(I IMS) incorpoiattes stcavly-suitc and incident-specific activities as tiescribed in 
the National I lealtli Security Strategy. 1 II IS is the coordinator and primarv 
tigencv' for 1 inergcnev Support iTineiion iliSF) ”8 ■ I’ublie Health and Medical 
Services, prov iding the meehanisin foi- coordinated f ederal assistance lo 
siippleineni Stale, local, tribal, and ten itoritil resources in response t(.> a public 
health and medical disaster, potential or actual incident requiring a cooriiinatetl 
I ederril I'csponse. and'or during a ilcvelopine, potential health and mcdictil 
ciiiorgenc) I II IS is als'.i the Seclor-Snccille Agenev for the I lealthcarc and 
Public Heallhbeclor, 


• Hie Seereliirv uf the Tri-ii.siiry works to safeguard the t .l.S. linttiicial ,s\ stem, 
cornbal ilnanciai crime,;, and cut ofi nnanclal support to lerrorisis. WML) 
I'l'olilcraiors. Liriig traffickeiw. and o-ihcr national sceurilv ihrciii;-. 

• I he Sccreiarv of ,.\«riciilliii'e provides leadership on food, agricu'liire, nauiral 
resources, nira! development, auvi rcialed issues based on sound public poliev. 
the best availttble science, and efticioni management. I he Department of 
.Xgricuiinre 1 1 SDA ) is lire Seelor-Speeilie Agency for the fooil and .Agriculture 
Sector, a responsibility shared with the food and Drug .Adininisiralioii w itli 
respect lo food sal'ely ,iiid defense. In .addition. tlSDA is the Cviordimilor aiul 
(ii'imaiy agenev foi two Linergency Support Luiki ions: F.SI- P I birenphting 
and 1 SI /; j I Aerie nil ure and Natural Resources. I .Nl ) \ , ioeetber v\ ini me 
Dopai'lnieiii oi the htierior. also operates ihe National imeragenev Mio i enier. 
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Appendix A; Roles and Responsibilihes 
Across the Homeland Sec urity Enterprise 

• 1 ho DiiTctor of. National Intcllicjcncc servos as ihe liead ol the infonigoncc 
C, oiTiniunih ( iC ). acis as iho nrii'iCipai aci\ isor to the i'rcsKlcni aiu! Nalioiiai 
Sooiii'iu Connoii tor iiitclliacncc iiialiors relaiing to naiicaial seeiirii). and 

(A, ei'-oo^ oiiid dirco!'' iinj'dcnieniatio'i'; of ttio \ationai lri!e!ligcnoc Ih'ogi'ain. i iio 
!( . tonijD^cvl cd' lo elemenis across the iJ.S. Gincrnincnt. rnnciions coi’.sisfcni 
\s ith kiw. l..\ocu'i \'0 cirdcr. reguiaiions. and policy lo siippca't the national 
socurits -related missions cil tltc 1 N. Cnu ernmeni. It provides a range ot 
anahiic pi'odiiei-s that assess threats to the homeland and inform planning. 
eapabiiiu development, and operational activities of homeland securii> 
enterprise partners asid siakchokicrs. in addition lo elements \sith speciiic 
iionieland scciirit) missions, the Office (d the Director ol National iniclIigeiKe 
maintains a number of mission and support centers that prov ide unique 
eapaldliiios for homeland seeurii} partners, mdudinp ihe National 
( 'ountei'ierrofisin C'cntef ( N( ' fC), National C A>!,in[ei‘pronferarmn C enter, and 
National t'ounterinteniueSKe i sccuiive. NC 1 (' seiACs as tlie prtmarv [ '.S. 
eovenimeni oruani/aht^n for analyzing and integrating all inlelligetice I'leriainiiig 
to terrorism and conntenerrorism. and condnets strategic operational planning 
for iniegrated coun!enerrc>rism activities. 

• I he Secrelary of C'omincrcc. supportive of national economic security iniercsts 
and responsive to Public l.aw and fxecuLi\'c direction, is responsible for 
promulgating fedcra! information technologv' and cs bersecurits standards: 
rcguiaiine export ol secuiit) icchianogies; reprcscsiiing 1. .S, induslrv on 
inlernahiatal nade pitlic) and commercial dam Ihnv omners: secuni\ and 
p.ri\ae\ policies liiai a.ppi\ (o the liiternet’s domain name system; [lonecone 
inieilectua! properiv: conducting cyhersecuriiy rese.trci'! and development, and 
assuring liniels availability ol' industriai products, materials, and services to 
meei homeland securitv requirements. 

• ( he Secretary of Ifducation oversees discretionary grants and technicaJ 
assistance to help schoeds plan for and respond to emergencies that disrupt 
teaching and learning. '1 he i.)epaiiment ot' fiducaiion is a supporting federal 
:\L‘.enev iu the response and mmiagcnicsii ol emergencies under the ,\o//o/?o/ 

I'lrUUi llfR'A. 


• file Secretar) uf Energy mnmiaiiis stevvardship of vital nati<'>nai secui it\ 
cai'ahiiities. lioni ntielcar weapons to leading edge reseaivl'i ,ind deveiopmeni 
or: ic.raii’s. 1 he i )epvU'tmenl i.n I'-ncrgv t Di 'H . ) is the designaied f edei a! ageiK ) 
U' iirvo iJe a umlr me suiiciurc tor tlte m-egration i)f I cdcral eriticai 
mfr i'Cructure aiki ke\ rcsouiAes }>roleeti’:»n err'..'rts specitlcall) tor tiie f,ncrg\ 


Quadrennial Homeland Sccuriiy Review Report Page 

f'ebruapv dOU) 


VerDate Nov 24 2008 


10:14Nov08,2011 Jkt58402 PO 00000 FrmOOOlOO Fmt06601 Sfmt 06601 P:\DOCS\58402.TXT SAFFAIRS PsN: PAT 



187 


APPENDIX A: Roles and Responsibilities 
Across the Homeland Security Enterprise 

Sector. !l is also responsible lor inaiiitaiiiing continuous am! reliable cnerg\- 
SLlp|^lie.^ i'or lire I iiifeii States ihroiipli preventive mctistircs and restoration and 
leeoreiA actions. IX til is the coordinator and primarv agones lor I SI eld 
b.nergr wltcn incidents rcriuire a eiiordiiiaied f ederal response lir racilitale the 
ivsioraiioii vifdamaged energy systcius tmd components. 

• 1 Ite ,\tliiiiiiisti i>tor of (lie Pitv ironincnlal Prolection .Vgeney (F.P.V) letrds the 
l iP.'V, w hieh is chartred vviih protceiing huinaii health and the cn\ ir('nment. bor 
ccrlain incidents. b.P.y is the coordinator tiiid primarv .J.genc.\ for 1 iSI ;; I tl - ( )ii 
and ! ia/aido!is Materials Kespoiise. in rcspr'iisc lo an actiitil or potenlial 
discharge and or imconiroilod release of oil or hazardous maleriiils. I P ‘\ is the 
Sector-Specilic .Actciic) I'or securing, die Walcr Seclor. 

• I he Secretary of Housing ami I rlian l>e\ elo|)nicnt is the coordinator and 
primary agenc.i' for PSI' ft 14 l.ong- rerni Coninumil.v Rectncig . w [licit 
pi’ovides a mechanism for coordinating I cderal support lo Stale, tribal, regional, 
and local .governments, nongovernmcnlal organizalioiis (Nt iOs). and the iiris ate 
sector to enable community recovery from the iong-lcrin consequences of 
estraordinarv disasters. 

• The Seci'ctarv of the Interior develops policies and procedures for all lypes of 
hazards anti emergencies lhal impact Pedcral lands, tacilities. infrastructure, and 
ivsourees; trihal lamis: and insuiar areas, I Ite Depiinmeni of the Interior (1)01) 
is also a primarv agency for l .SI - Search and Kescuc, prov iding specialized 
hfesaving assistanec to State, tribal, and local authorities when activated for 
incidenls or potential incidents requiring a coordinated I’edeml response. 1)01. 
logetlter with the Deparlnienl of AgrieiiUiire. also operates the National 
Iniertigencv I'ire ( einer. 

• I in- Secretary of |■r;lnspllrl:^^i(m collaboiaies with I i| Is on all nialiers ivlahng 
'o n,n’s|S’i! liion s.-curitv atic! nanspt'nmiiin iiilVasnaienirc pioieta'on aid ii! 
regiiiaimg die uansportation ol hazardous materials bv all nusles i inclmiina 
liuvinies). I he Sceielarv tif rransporiaiiou is ies|i(insihle tsir operaline ihe 
naboa.il airspace syslcm. 

• Ollier Federal .Ageneies are idsn part of the homeland .seeuriiv enlerprisc ami 
connitinlc iti the homeland secMritv mission in a variety of wav s. I Ins iiicliulcs 
agencies w ith responsibilities kir regtilaung elements ol the Natiim's critical 
infrasiniciure to assure public healih, safeiv , and the conumm defense. 

ilev eloping ami impiementing pcrliiioni puhiic policv, supporting, el forts to 
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Appendix A; Roles and Responsibillhes 
Across the Homeland Seciirity Enterprise 

as'iijiv a resiiieiii hoiiichind. and collaboraiina uith ihose dcparmieiits and 
aacnaics luiliai above' in tlicir eiTorls U' secure the homeland. 

• ( ri(u:!l liitVaslrucnire -aiul Kcr Resource tf'iKRj Owners iind Ojicriifors 

dc\oio|) nioiec[ive pronraiiis and nieasyres lo ciisiiie ilia’ sisk'iii". ana asseis. 
uheiher piissical or \ iriual. are secure Ironi and resiliem (o ca.seaLlinn. disruiinvc 
inipacls. Proicclioii includes aclions to mitigate tlic ovorall risk lo C'lK R asscis, 
sistcnis. networks, functions, or tlieir interconnccling links, including, actions lo 
deter the ihreal. iniligalo viilnorabilities. or minimi/.c the consetjiiences 
<\ssoeialed w ill'i a lerrorisl attack nr other incicleni, CIK R ow ners and operators 
also prepare business continuity plans and ensure their own abiliti to sustain 
essenli.d sen ices und i'unetioas. 


• Major and Miiltiniilioiial Corporations operalc in all sectors ol trade and 
eoiviinerce mat foslerthe .American w ay of life and support the operiuion. 
seciii'iiy. and ivsilicncc ol'glohal inovenicni Ststenis. I he_\ lake action to 
Mipiion risk management planning and invcsinicnl,s in security as a ncccssari 
component of prudent business planning tiiid operations. The) contribute lo 
Jevelojiing the ideas, science, and icchiiology that underlie inniwatioii in 
hornelami secnrily, During limes of disaster, they provide response resources 
(donated or coivipensaledt ineliiding speeiali/ed tenins. essential service 

prov iders, evinipment. and iidvancetl leclinologies through puhlie-privaie 

emergenc) plans/parSnerships or nuilua! aid and assislance agreements, or in 
I'Cspoiise lo reiiuesls iVoiri govcniniem and nongovcrnmonlal-vDlunieer 
initiatives. 


• Small Bu.sinosscs contribute to all aspects ol'honieianvl sceuril)' and einplo) 
■note titan hall of all privaie-'eclor workers, fhev support response eiibrls he 
deve’ioiiing comingencv plans and working with local planners m ensure that 
dieir pi, ms are consistent with peninent response proeciiiires. \\ hen small 
inisinesscs can surv ive and quickly reciiver from di'cisiers. the Nativm and 
eeemoniv are it'iore secure and nivire lesiliciU. The) pcrionu research aiml 
vlevelopnienl. catai)/c new thinking, auvl serve as engines ofinnovalicm for 
viev eiopnient of new solulions to key ehalicnges in lioinela.nvl sccurit). 

• (.iivei'iiors are rosponsibie lor overseeing their Stale’s throat prevention 

activ ilies a.s wei! the State's respomse lo anv emcruenev or disaster, a.nd lake an 
active role in ensuring ilial other Slate ofnctals aitd iigetiv ies ailviicss die range 
ol vumicland seenril) Ihrcitis. hazards, and cltalleiigcs. During an emereenev . 

’ fov va iiors will piav a number ol'roics, me I tiding tite Slate’s eliKit conmuiniv atoi 
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Appendix A: Roles .xnd Responsibieei ies 
Across the Homeland Security Enterprise 


aiui |irinian source onriforiiialion on Ihc need for evacualions. tlie scope of ihe 
disasicr. and die availabiiitv of assistance- Governors are coniniandcrs of dicir 
Naiional (iuards and arc able to cail them up to assist un^ler Stale acticc diit\ 
diirine a disasier. and also retain conimaiid over their Naiional ( iiiarti niider I'itie 
v2 -.lalns. ! )iii'>ne a disaster, tiovernors also will need to make iiecisions 
reearuiiip die deehinilion of enierecncies or disasters, reqiie'-i.s for imilual aiiL 
and calls for federal tissistance. 


• State ami I'eiTitorial (.'ovenimenls coordinate live aciiv il\ (>f cities, counlies. 
and iniwsnue ive.ions. Si.iies administer Federal homelani! sceuiii} LM■anl.^ lo 
local and iribal (in certain erant prograittsi eovcrnnieiil'. alioiadri;.i kc'. 
rcsoiii'ccs to liofae! dieii pivietition and pi'epaicdness eiinaniddc' . Slate 
ageneics eiiiiducl law enioreemeni and .seeurily aclisides. pro!cc‘! die Govcrnoi 
and other eseeuiive leadership, and adminisler Stale programs dial address die 
range of homeland security threats, hazards, and chaliciigcs. Slates governmeni 
ofticials lead statewide disaster and mitigation planning. Ihuring response. 
Slates coordinate resources and capabilities throughout the State and arc 
responsible for requesting and obtaining resources and capabilities from 
surrounding Slates, Stales ufien mobilize Ihcse .substantive resources and 
capabilities to supplement the local etforts before, during, and alter incidents, 

• Tribal l.,t‘a(lcrs are responsible lor the public safety and weiiare of their 
i'neinhoishi|i. They can serve as bolii key decisionmakers and ti'usted sources of 
public information during incidents. 


• T ribnl Governments, wlticli have a special slatiis under federal laws and 
ireaties. ensure tlic provision ol essential services lo nicnihers w iihin liieir 
ccmininnilies. arui are responsible fcir developing emergency resp.onse and 
nhngaiioii plans I riixil governments may coordinate rc'-.ourecs and eapahilhies 
wiih neiidiliorii'ig Jurf'.diciions, and e-.uibli^h mutual aid agreemenis w iili mher 
inhal go\ eomienls. ioeal iurisdiclions, and Stale gov crnmcnls. Depending on 
localion, land base, and resources, iribal governments provide law enioreemeni. 
Hrc. and emergency services as well as public safely lo ihcir niombers, 

• Mayors and oilier Ioeal eiecled and appoinled ofncials (such as eily manageisi 
are resi' hk nu snsiirine. the public safety and welfare ol'lheir re-.idenls. 
-.erviim sH i Os iiclion's cliiefcomniunicator and a priniaiy svuHee of 
ini’oi million loi iioinelaiul seeurily -relaled informalion. and ensuring iheir 

gov crnmeiil' arc able to carry oul ernergeney rcspoirse aclivilics. ! hey serve as 
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Appendix A: Rou s and RESPONSimuTiEs 
Across the Homeland Security Enterprise 

hotii kc\ doi'i>ii'n!ii;ikerv and Irusicd -inirccs ol' public inlV)i'malii'n during 
iiicirlcnls. 


• l.ociil (iur eriimonts provide rront-liiK’ IcaUcrsliip tor local law cnrorccnicril. 
fire, public sarel\, eiiviruraiicnlal response, public health- ami eincrgencs 
medical services I'or all manner of hazards and emergencies. 1 hrough ihe I rbiin 
'\re;is Securilv Iniiiaiiw (UASl) program, eilics (along tcith counlies in man\ 
eases) ticldress muhijurisdictioiKil planning ami operations, eqiiipnient supixn i 
and ptirchttsing. and iiaining and exereiscs tn suppoil oi'high-llirea!. higli- 
densitv urbtin arctis. I uASI grants assist local goveninieiits in building tind 
siistnining hoiiieland securitx capabilities. I.ocal govcnimenls coordinate 
resources aiiil capabilities during disasters with neighboring jiirisdictioiis. 

\(]l)s. ll'ie Male, and the private seclor. 

• Tmnitv l.endcrs serve as ehieropcM'aling ofllcers of count) governinenis. boiii 
rural attd tirbaii. I his includes supporting and enabling the count) gov ernniems 
to fullill their responsibilities ti) consiiuicnls. including public safetv and 
-.eciiril) , In some Slates, elected vounly oilicials such as slieril’fs or Judges also 
ser\ e as eiriergenc) managers, searclt am! leseue oi licials, aiirl cliicf law 
enforeemeiit oftKeis. 


• ( 'ouiilV' (iuvermnentN pnwiklc iVonl-liiie leadership lor local law cni’orcemeni. 

lire, public safely, environmental respvjnse. public health, and ernergenev 
medical services foi all manner ol'lia/arvls and emergencies. In manv cases, 
county governnicnt oflieials participate in I 'ASis with other urban jurisdictions 
to assist local governments in building and sustaining capabilities to prevent, 
proleci against, rospoiu! to. and recover front threats I'r acts of terrorisni. 

( (luni) gttveinirienis coordinate resources and capabilities during disasters w idi 
neighboring jurisdictions. KCiOs. tlie Spite, and flte (trivalc .sector. 


• I he .Anierican Red C'ross m a supporting agenc) to Ihe intiss care funelion-, of 
l ist' •'■'() Mass C are. l-.mergcncy .Assisianeo. I lousing, and I lumtin Scrv ices 
under Ihc NRf. As the Nation's largest mass care scrv ice pros ider. the 
Amerlcciu Red C ross provides sheltering, feeding, bulk clislribuiion ol'neeileii 
ikiiis, basic (irsi ;iid. welfare infornitilion, and casework, among itlher scrv ices, 
ai ihe local level as needed. In its role as a service provider, the American Red 
(. loss iiorks eiosely with local, trihal, and State governnicnts to provide ni.is-, 
eai e s., r\ ices to \ ieluns of everv uisasier. largo and sMiail. in .in a! leeied area 
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Aj’pendix A: Roles and Responsibilei ies 
A c BOSS THE Homeland Seclirity Enterprise 

• Nalionsil V'liluiitiiry Or«ani/iitions Active in Oisasler (National VOAD) is a 

coiisoriiimi (if approximately 50 national organizations and 55 Stale and lerritor} 
equisaienls dial l> pically send representatives to the rcderal l imergene) 
Vianageiiienl Agency 's National Response Coordination Center to repiescm ihc 
solunlary organizations and assist in response coordination. Meiiihers ol‘ 
Nalii'iial VO.AId form a coalition of nonprofit organizations dial respond lo 
disasters tis pan of their overall mission. 

• Noiigot crnnu'iilal Organizations (NtiOs) provirle sheltering, emergeney lood 
supplies, eoiiiisoling services, and other vital snppiiri services to suppmi 
response ;ind promote the recovery of disaster s ictints. I hey ol'len pros itie 
specialized sen ices that help iiKlividtiais uiili speci.il needs. indiKling lliose 
with disabilities, and provide resettlement .assistance and services to arris ing 
ref igees, NCiOs tilso play key roies in engaging comiminities Ui inlcgrale law ful 
immigrants into .\merican society and reduce the marginaii/aiion or 

t adicalization of these groups. 

• (.'oninuinitics and coinimmily organizations foster the developmciii of 
organiztiiions and organizational capacity that act toward a common goal (such 
as Neighborhood Watch. Cominunily I inergcncy Response Teams, or provitling 
emergency food or shelter), 'I hese groups may possess the knowledge and 
understanding olThe threats, local response capabilities, and special needs 
uilhin their jurisdictions and have ihe capacity necessary to alert authorities of 
lliose threats, capabilities, or needs. .Additionally, during an incident these 
groups may he critical in passing along vital incident ciiminunicaiioiis lo 

iiidiv iditais and iamilie.s, and to supporting critical response acli\ ilics in the 
iniiial stages m' a crisis, 

• Inilii iifiais and iAiinilics lake ihc ha.'ic steps Ui prepare liieuisclve. tor 
emergencies, mchiding undersianding the threats and luizaixf dial lliey may 
face, ledticiug hti/ards in and around their homos, preparing ;iii emergency 
supple kii and housclioid emergency plans filial include care for pets and sen ice 
anim.iisj. moniuiring cniergcncy communications carefully . \ olnnleoring w ith 
established organi/alions. mobilizing or helping lo ensure comniitnily 
preparedness, enroliing in iruining courses, and practicing wha! lo rio m an 
emergency I hese individtiai and family preparedncs.s adiiiiios sirenglhen 
coniiinmiiy resilienee and mitigate the iiripacl ofdisastcrs. In tiJrliiie.n. 

uidix idu.il \ igilanee ami awareness can hel]i comm unities remain safer ami 
holsier (iiewenlum efloris. 
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ESF #1 - Transportation 


ESF #8 - Piibiic Health and ISedlcal Services 
ESF Coordinator; Department of Health and Human 


ESF Coordinator: Deparhnent of Transportation 


ESF|i2 ^ Communications 


ESF #9 - Search and Rescue 


ESP Coordinator: DH S (National Communications Sj 


nator DHStFEMA) 


ESF #1 0 bit and Hazardous Materiats Response 
ESF Coordinator: Environmentai Protection Agmcj 


ESPi3'> Public Works and Engineering 


ESF #11 Agriculture and NaUirai Resources 


ESFCoordInaton Department of Defense (USAGE) 


ESF Coordinator: Department of Agricutture 


ESP #4 « Firefighting 


ESF #12 -Energy 


ESFCoordinator: Department of AgricuiturefU.S. Forest i ESF Coordinator: Department of Energy 


ESPWiiyWass Car^^ Emergency Assistanc-'' spousing, and 
Human Services 

‘ SI i^iu.nlu.at or: DHS(FEMA) ' 


ESF #14 - Long-Term Community Recovery 
J ESF Coordinator. OHSfFEMA) 


ESF #7 ~ Logistics SAanagement and Resource Support 


ESF #15 - External Affairs 


ESF Coordinator: Generat Services Administration and DHS j ESF Cooidinator DHS 


f» assistance 

. and plant disease and pest r^ponse 
afety and security 

I and aiiturai fesources aiid histone propeitie; 


wen'being of househoW pets 


Analysis and review.- 



iiiCT* • 


1 €SP45.:« Emergency Management 

1 ESP Coordinator: DHS (FEMA) 


i ESF #13 -Pubiic Safety and Security ■■ ■ ■ , ^ ■ ■ 

: ESF Coordinator: Department of Justice . | 
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AiM'KNDix A: Roles and Responsibilities 
Across the Homeland SECiiRiTY Enterprise 

Figure A-2. Sector-Specific Agencies 
(Source: National Infrastructure Protection Plan) 


Sector-Specific 

Agency 


Critical Infrastructure and Key Resources 

...Sector 

Department ijf Agriculture (a) 
Departmen! of Health and Human 
Services(bi 


Agriculture and 

Department of Defense (c) 


Defense Industrial Base 

Department ot Energy 


Energy (d) 

Department of Health and Human Services 

Healthcare and Public Health o 

Departmein of the Interior 


National Monuments and Icons 

Department of the Treasury 

1 

Banking and Finance 

Environmental Protection Agency 

At •*' ‘ 

Water (0) 


Department ol Homeland Security Chemical 


Office of Infrastructure Protni tion Commercial Facilities 

Critical Manufacturing 
Jams ^ 

Emergency Services 
Nuclear RelictorSi Materials, and Waste 
Federal Protective Service Government Facilities (f) 

Office of Cybersecurity and Informatio^ Technology 

Communications ' V Communic|[tions 

Transportation Security Administration Postal and^hipping 

Transportation Security Administration Transportation Systems (9) 

U.S. Coast Guard (h) i 


s The Departrnenl of Agriculture is responsible for agneuiture and food uneat poultry and egg pioducts). 
b The Department of Health and Human Services is responsible for food other than meat, poultry, and egej products 
c Nothing in this plan impairs or otheivvise affects the authority of the Secretary of Defense over the Department ot 
Defense, including the chain of command for military forces from the President as Commander in Chief to the Secretaiy of 
Defense, to the comnicindet of military forces, or military command and control procedures 

d The Errergy Sector includes the pfodiiclion. refining, storage, and distnhulion of oil gas, and eieerne power, except for 
commerciai nuclear power facilities. 

tf The Wafer Sector includes diinking water and v^asfewater systems 

' The Department ot Education is the SSA for tiTO Education Facilities Subsector ol the Government F aciiiiies Sector, 
g As stated in Homeland Security Presidential Directive 7, the Department of Transportation and the Department of 
Homeland Security will collaborate on all matters relating to transportation security and transportation infrastructure' 
protection. 

The U S Coast Guard is the .SSA, fot the marHitne transportation mode. 
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AI’IM NDiX B: QUADRENMAI. HOMFI.AM) 
SKCURiTV Ri VIEW Process 

Revien' Approach: Euf^io^emem Through Transparency and C'ollahoration 

Section 240 1 of the Implementing Rccomnieiulatiom of Ihe 9 1 1 ( 'ommission /Ii7 oj 
20il~ amends Title Vli olThe Homeland Security Act of 2I)!)2 to require tile 
Secrelai'} ol' I loineland Seeiiritv to conduct a Quadrennial 1 loineland Securit} 

Res ieu ( Q1 ISR) everc 4 curs beginning in 2009. In doing so. the I )cpailnien! of 
I loineland Securit) ( 1)1 IS) was directed to consult witlt (.4) the heads ol' other 
i'ederal agencies, including the .Xtiornev ('jeneral. the Sccrelarx of Stale, the 
Seerctars orDelense, the Secretary of Health and Human Services, ihe Secrctarv oh 
Ihe rreasuiy. the Secrelars' of Agriculture, and the Director of Nalional Intelligence; 

( 1?) key ol'llcials ol'llie Department: and (C) other relcvanl governmental and 
nongovernmcnlal entities, including Stale, local, and tribal government ofncials. 
Members of Congress, prisale-scctor representatives, academics, and otiicr polic> 
e.xperls. 

.\s noted itt ihc (.)! ISR leport. homeland sccuiilv is a distributed and diverse national 
enterprise, flie term "enterprise" refers to the colicclive efforts am! sliared 
I'v-ponMl'ilhies of f ederal. Slate, local, tribal, lerrilorial. nongtwernmenl.d, and 
pri\ ale-seclor inirlnci'S - as well ,is individuais. i'aniilies. and comniiinilics ■ to 
maintain critical homeland sectirnv tapabiliiics. it recognizes the diverse risks, 
needs, and priorities of these dil't'erent sttikehoklers. and ci.)nnotes a broad-based 
cornmimity with a common interest in the public safety and well-beingof .America 
and .American society. Substantive and consistent engagement of stakeholders 
across the enterprise was therefore a requirement of conducting the llrsl QfISR. 


Eigure B-l. Constituency I’articipiition in the QHSK 



231 Study Grtnip pariicipams frutn 42 
DHS Coniporu-nts/Officc.s 

37 rKVSui»-IPC inrctings imtdviiig 294 
panic ipAHts from 26 Ivcioral dc‘p.irrmt‘n!s 
and 

SiiHcitcrd 5 18 scakciuikfcr associatinns .met 
rexeived 4.1 wliiie papers. Received more than 
3.000 cominenis from participants across 5 
National Dialogues on ilie QHSR. Coavt-ned 
Esennive Conmiiin-e ol senior leadersliip from 
slakelnilder .issoci.it ions to proviiie lieiltiac k 
directly to Sc* reniry Napolitano on QUSR resulis. 
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Appendix B: Quadrennial Homeland 
Security Review Process 

In preparing the (,)! ISR, the Department has benenied Iroivt tlie cr'iistruclive 
engagemen! of thousands olMedicatcd individuals tVoin across the coitnlrr and. 
indeed, around the globe, including the kev officials of Dl IS. the heads of other 
federal agencies, and other relevant governmental and nongovcrnnienlai entities, 
including Slate, local, Irihai. and territorial governments, as \teil as the broader 
public at large. .Although numbers alone cannot capture the deptit and \ ibnines of 
the dcbtiles and di-,cussioiis that occurred throughout the process ol' prcpai'ing the 
Ql ISR. the las! 8 inonihs engaged more than UiO stakeholder assocititions and more 
ihaii .slid experts from gosentment at all levels, as well as academia ttnd the jirivate 
seclor, ( )ur online National [dialogues had over dO.ODO visits, w itii o\ei .>.000 
comments submitted. 

Department nf Homeland Security 

The core of the Ql IhK approach was the formaiion of seven stud) groups ihtii 
consisted of rcpresenlatiN es from across Dl IS, 1 he sliid_\ groups vrere each led bv a 
DUS official and facililaicil b\- tin independent subiecl-matler expert, hotli of whom 
ensured that all viewpoints were aired and that diwrgeni opinions were hrouglit 
forwartl. (fonsensus was not the object of the studs' group process: ralhcr, it was to 
define the nature and purpose of the homeland .sccurily rnission.s. describe the 
primary ntitional tools rcijuiretl to enable those missions, caul kktili/y and hn'nc^ 
forward any major diwrpeni points oj view regarding the mission areas or naiional 
loots. Speeilicaily, the mission area study groups delined major goals, objectives, 
tind key strategic outcomes for each of the homeland .security mission aretts. I hrec 
additional study groups examined homeland security nationtil risk assessment, 
hoirieland seeurily planning and capabilities, and DUS strategic miinageinent. 

• Siiidv {ii'oiips: hi keening with the iitelusivo approach ol the res iew . o\ cr 2d0 
panicipanis Iron' 12 DUS Jircctoralcs. components, .inci offices m.ide tip the 
liulk ofthe study groups. The work of the Dl IS sluily group participarts v\as 
supported by .ws subjocMnuUor experts and research antilysis from the Uonieltmd 
Security Studies ami ,'\naly:sis Insiitute (1 ISS.AI j. the Doparlmeni's ledcrtilly 
fundod rescitrch and clevelopnicm center. The study groups coinluctcd tlieir 
analy sis over a .s-monih period, with work products being consistently shared 

w ith Ihe Ollier stakeholder groups via different collabortilioii processes, 

• Steering C onimitlee: ,A Steering Committee, chaired by the Deputy .Assistant 
Secrelarr i'or I’olicy tSlralegie I’lans! and composed olThe DUS leads and 
mdependeni hicihl.iUirs of each of the study groups, as well as the Director of 
I’rticnim Antdy sis am! Hvaluatiiin and represeiilalivcs iVtim tiic DUS Office ol' 
inicrgoi crinncmai .Affairs, the Science tind i echnology Diroclortite. tite ( itiice 
of InteniatKinitl Ai'itiirs. ilse ftfiicc ol'denerai Connse!. .au! the Oi'i icc ih' 
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AFI’KNDIX B: Ql ADRl^NMAI. HOMELAND 
SKCA RITY REVIEV^ PROCESS 

Intelligence tind Analysis, convened weekly in person and by lelcconreteiicc to 
ensure integration and consistency across the various studies. In tiddilion. the 
Steering Cioinniitlee held t'ormal irionlhly in-progress retictts, during which 
Ciich stud) group presented its progress towards developing its 
recoinniendations and brought forward unrcsoKcd qnestions and issues Ihtit 
required leadership consideration and decision. 

• DHS Senior l.eadersliip Meetiiig.s: More than a doxen 1)1 IS Dcpiiic 

Sec retarc -led senior leadersliip ineeiing.s were held at the etui of the siud> group 

delihenilion period tureriew and concur on slikh group reconintcndiilions, 

f inal decisions on itte recotnniendaiions reUcctcd deptirlincmal 

tick notv ledgeinont of the major themes around which the 01 ISR report was 

writteri. 


Olher Federal l)ei)aitnien!s and Af;encies 


1)1 IS engaged with the White 1 loose National Seenritv Staff to ensure robust 
iuteragenev engagement and invoivemepil with the Ql ISR, Speeiliciillv . iniertigency 
input was garnered through the following: 

• Snb-Interiigency I’nikw' (ininniidees (Siib-IPCs): Six special sub-lf’Cs were 
established by the National Security Sitiffto align with six of llie Ql ISR study 
groups (the seventh study group, on f)l IS Strategic MantigemciU. w;ts internally 
focused on 1)1 IS and tlicrelorc ilid not require a special sub-ll’C) (see figure U- 
2). rite sub-IPt’s were not venues lor interagency dechdirmniakhve on key 
issues: riither, iliey provided a Ibruni lor study groups to tuithcr interagency 
input tis study group content was tleveloped. Over the course of the review, 
slutly groups heki oser.vs meeimgsthal included approximately 2d4 f ederal 
panicipa.nls from 2(i federal dopariniems and agencies ihrougli the spcci.il sub- 
IPCs. ti'iereby ensuring injcragtency perspectives were solicited tmd representod 
in llnal study group recommendations. 


• Slriitegy Cnonlintilion O'rnnp; In addition to the sub-IPC's. ti specitti 

interagency Streaegy (,'oordinatioii Group was created to prov idc strategy and 
policy ;il. inner- Irom across the intcragenev comimmiiy an iiriponnnilv ioshaie 
ilieii leedback and peispecuves on the levicw Meeting niomhly , the kn nni 
also .plowed pantcioant-. to ideniilv tsstier being raisert in toss rnninpie, snn!i:a 
sirategi. rev iews and to share lessons learned aiiii best practices on Pieit 
respeclive reviews and planning |irotesscs. 
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Al’l’KNDIX B: QljADkKNMAl. HOMELAND 

Sec i RiTY Review Process 

• InteniDcncy Processes: The tinal OMSK report required veiting h\ inicragenc) 
prineipais prior to delivery' to Congress. Several Deputies (\>niniitlee nieelings 
were convened by the National Security SialTto discuss QHSR Hridings prior to 
tlie iorntal Orilce ofManagenient and Budget (OMli) clearance process, 
allowing Dl IS to address rnajor concerns belore ima! intcragenev i'e\ iew . ! he 
OMB res lew process allowed l-'cdera! depannients and agencies ic' lonnali) 
voniiiicn? on the Ql ISR report. 

Figure B-2. Siih-lnterngcncv Policy Comniidees and hileragency Participation 



( 'onf'ressional En^^w^ement 

(.'ongressionai engagement began during ihc prcparalorv phases ol'lite 01 ISR and 
continued ihroughoiu the study period. 1)1 IS subiniitcd an initial QHSR Resource 
idan to Congress in early 2008. and the Depulv Assisiaitt Secretary for l\dic\ 
(Sirategic IMans) lestilied bclbre the I lou.se l iomeland Seeurilv Commiuee. 
Subcaiunnitiee (ui Management. Investigations, and Oversight in.Utiy 2008, The 
Dl IS OlTice of i\'iiicy. logetlicr with the Dl IS Ofilce of Program .Analysis and 
l-.valuaiioiL also brieled sialTtrom the House ilnineland Security Coininiuee. the 
Senate ! loineiand Security and Govcrnnieni AlTairs (. ommitlec. and ilic ! loose and 
Senate Appropriations Subcominiltccs on i lomeland Security in 2008 regarding 
Ql ISR prcpaiations. 

In 2009. the DUS < )r!'ice of Pulicy. logetlier with the Di IS Office of Program 
Analysis and Iwaluaiion. conducted 17 brietlngs to congressional staff on Qi ISR 
status and process, including muitipic briefings to staff trom the 1 louse I loineland 
Security ContmiUcc. the Senate I lomeland Security and Clovernmetit Affairs 
Conmtiiiee. and the i lottse and Senate Appropriations Suheommittccs on Homeland 
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Appendix B: Quadrennial Homeland 
Securley Review Process 

Security, as ucll as briefings to staff iVom the ( louse Energy and Commerce 
Comrninee. the i louse Judiciaiy Committee, tlic I louse I raiisporlation and 
Infrastriicliire Committee, the Senate C'ommerce Committee, and the Setialc 
.liidiciaiy Cominillee, 

Stiite. Local, Tribal, ami Territorial Partners and Other Stakeholders 

Scr eral mcchtinisms were cstabli.shcd to ensure the broadest possible oulreacit to 
critical Sttiie. local, tind tribal partners as well as the genenil public. 

• StakelKikier Call for Comment: I he Secretary of I loinehind Security begtin 
the Qi ISR study period with a letter to 1 18 liomeland securitx' stakeholder 
organi/iilions representing State, local, tribal, territorial, nongorenimcnlal, 
pricate-sccior, aiul professional interests having roles tind respotisibililles in 
liomeland seciiritN activities, inviting these organi/alions to submit papers and 
other tutUOi'Ki!'-: rehitiiig to the O! ISK siudv areas. 0\er -Id position p:i|iei‘s were 
reccoed atui disseminated it! siiid> eroups, and these papers !iel|ieil !>' I’ntme aiul 
inform llie deliberiitions of the .studs groups. This ro/v'e eugi/gen/eu/ of 
liomeland security stakeholder-, at the beginning of the re\ lew process was a 
critical clcmei'ii of the OI ISR. 

• National Dialogue on the QHSR; Sustuincd eoinreemvm of llie stakeholder 
comiminils was another critical element oflhe QltSK, In a groundbreaking 
initiative. DMS held tltree online, collaborative ''Niitional Oialogiie on the 
OUSR" sessions to capture the direct input and perspectives of a wide array of 
liarlicipaiils in ilte homelaiiti security enterprise, l-.iielt N.ational Dialogue 
presented sIikIv giMup intileriafs that were po.sied for a period of 7 to 1 1) days for 
tlialogue panicipanis to rate and provide comment, I he National Ditilogues 
were open to anyone who wanted to provide input on OI ISR cmitem. .ihhongh 
tile 1 tep.irlnicm eiigageri in deliberate outreach to several hundred, organi/ations 
with interests In honieiaiul seeuritv . Over the course oiM dialogues, more than 
dll.liOO V isits were logged, resulting in over .j.Ofti) eommems on sludv' group 
materia]. National Dialogue eoninients and eonieiil ratine- were provided to the 
sliKh roups who u.-ed the information li> infonti llieir iterative deiibei'ations 
ilirougiioul die ttnaiytic period ol the review. Revised -ludy gix'up mrilerials 
were posted on each siiKsequenl dialogue, viemon-iraling luwv material- evolved 
over the eour-e of the review and showing participants how their comments 
infoiTne'.l -ludv group work. 

• Executive Committee: h would not h;ive been possible to meaningl'ullv 
convene representatives from all individual Slates, coiiiitics. cities. Iriiies, and 
ierriloiie- to di-eus- g)I ISR findings 'iiiercfore. Dl IS inv ited ihe leadcisliip ol 
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Appendix B: Quadrennial Homei.and 
Seceritv Review Process 

Id key slakehokicr associations that are broadly representative {'f Slate. local, 
tribal, ami iciTilctria! enxcrninems to lonn the ’'siniiar' Ql !SR 1 xeciilive 
( yoinmiliec. The i xeciilis'e Connrilitec consisted of the teaders ol'thc tolior', me 
oruari!/al ioii',: ifte Nalioiial tiovernors Association, the t oiincii of State 
( anernnieiils. the I i.S, tionlerence ot' Mae'ors. the National I caeae of Cilies. the 
National .Association ol't'oiimies. the National Council ol Stale I .cgislauircs. the 
National Coneress of .American Indians, the Intcrnalioiiiil Cin. (.'(tiint> 
Mtintiiicmcni .Association. Ihc National fiiitergency Management Association, 
and the Inlernational Association of l-imergency Vlantigers. 1)1 IS heki intauiils 
tck-confcrcnccs \tiih the piirlicipating organi/alions throughout the anaislic 
phiisc of Ihc rovieo to keep these orcnnh'alions appraised of rc\ icu progress 
fhese organ l/at ions also participated in the collaboraiise erciits I >1 IS iicld 
tliroiighoiit (he lew. such as the Sccreniry 's call for conimcni at the beginning 
of ihc revieo and the three National Dialogue sessions, l inall), on November 
id. -Odd, the Secreiary of Homeland SccurilN met in person with leadership 
rcpresentiilives oflhe bi.xeculito Commiitfe organi/.;itions (o share key findings 
and roconimendalions ofthe QIISK. This in-person ivieeling provided key 
stakeholder associations the opportunity iti comment on <,)1 ISR findings and 
recommcndiitions in ;i similar mamierto. and at a siiniiar liirie as. la'tlera! 
department ami agency leadership. 
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Appi ndix C: A( ronvm Lisr 

CBRN ChcmicLil. iSiological. Radiiiiogical. and Niiciaar 

C'F’A Council of Economic Advisors 

Cl'iRT Community Emergency Response \ earn 

CIKR Critical InlViistructyrc and Key Resource 

1)1 IS Department of I iomeland Seciirily 

IXfl ) Dcptirimem of Defense 

DOE Departinem ofEiiergy 

DO.I Deptiurnent ol'Jnslice 

1 )()l I )e|i;irtnienl of I abor 

D()'f Depailmcnt i>f l'ransportatk>n 

DIA.' Dc'ineslie Policy Council 

E.l) Dcptirlmenl of Eiductiiion 

!iPA Environmental Protection Agency 

hSi' Emergency Support I'unction 

I'fiMA Federal Emergency AUinttgemeni Agency 

(iSA (iencral Services Administration 

1 lElS Department of 1 lealih and I liiinan Services 

IISSAI Homeland Seeiirily Suiciios and Anttlysis Insiiuuc 

IIUD Deptinment of I lousing and I -rban Development 

1C Intelligence Coinmunlly 

I PC Ititertigency Policy ('ornmtilee 

NC rc National toiinicrlerroiism Center 

Ni {' I eotKMltie CouiK'it 

NCB National Cuard Bureau 

N<l{) Nongoveriimcntal Organi/aiiori 

NIPI’ National InlVasirucuiro Protection Plan 

NIST' Niitional Institute o1' Standards and feciinology 
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Appendix C: Acronym Lisi 


NRC' Nuclear Regulatory Commission 

NRP Ktilional Response Framevvork 

NSS National Scciiriic Strategy 

ODNi orike of the Director of Nalioiial Inteliigcnee 

(KiMSA Orilce ol tiloha! Mtiritime Sinailioual Auarencss 

(JMiJ oriice orManagemcnl ami Budget 

ORM Ofilec of Personnel Manageinenl 

OS'fP OlTice ol Sciencc and Tcclinology Polic> 

Q1 ISR Quadrennial I lomeland Security Revieu 

SSA Scctor-Specilic Agency 

t f'\SI I .'rbtin Areas Security Initiative 

I 'SACTi l, .S, Army Corps oriingineers 

I'SDA Deparliiicn! ol’ Agriculture 

uses C,S. (ieological Smoey 

1 .'SI’S I ,S, Postal Ser\ ice 


I 'STR I.LS. 1 rttde Reprcsetitative 

VA Departnicnl of Veterans Affairs 


[Natioiiiill Volutitiiry Orgtiiiizations Active in Disaster 
VQAD 


WMD V\ eaponfs) of Mass Desiriielion 
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l .S. Depurlmi'iii oiilotiH’liuul Scvuritv 
Washington, DC 20528 



Homeland 

Security 


In February 2010, the Department of Homeland Security published our Nation’s first ever 
comprehensive review of America’s strategy for homeland security — the Quadrennial Homeland 
Security Review (QHSR). The QHSR was the first step in setting forth the strategic path 
forward to guide the activities of the homeland security enterprise toward a common end: a 
homeland that is safe, secure, and resilient against terrorism and other hazards where American 
interests, aspirations, and way of life can thrive. The QHSR accomplished this by laying out a 
vision for a secure homeland, key mission priorities, and specific goals for each of those mission 
areas. The QHSR is consistent with, and expands upon, the recently-released National Security 
Strategy. 

At the same time, the QHSR and the bottom-up review (BUR) processes reflect the enormity of 
the ongoing challenge of building OneDHS from previously separate organizations and entities. 
The QHSR and BUR processes intentionally challenge us to consider difficult questions 
regarding the mission, organization, and priorities of homeland security. Forging a single 
integrated and optimized Department out of components extracted from previously fully-formed 
and functioning agencies has been a great challenge for every leadership team at DHS since its 
founding. 

The QHSR identified five core mission areas of homeland security — preventing terrorism and 
enhancing security, securing and managing our borders, enforcing and administering our 
immigration laws, safeguarding and securing cyberspace, and ensuring resilience to disasters. 
These missions, and the associated goals defined in the QHSR, comprise the backbone of what it 
takes to keep America safe, secure, and resilient. The QHSR was a first and essential step of a 
multi-step process to answer key questions regarding what must be done to accomplish the 
missions of homeland security. The underlying premise of the BUR was the need to also 
examine programs, plans, structures, and resources from the bottom up. 

The BUR provides the results of an unprecedented Department-wide assessment of DHS, begun 
in November 2009, to align the Department's programmatic activities and organizational 
structure with the mission sets and goals identified in the QHSR. The BUR report focuses on the 
following questions: 

• How can we strengthen the Department’s performance in each of the five mission areas? 

• How should we improve Departmental operations and management? 
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• How can we increase accountability for the resources entrusted to DHS? 

The BUR will serve as a road map for these questions. First and foremost, it provides direction 
for reinforcing the cornerstone of homeland security: preventing terrorism. The BUR also 
focuses on combating cybersecurity threats, ensuring resilience to all hazards, and the critical 
need to reform our immigration system. It also provides new emphasis on the importance of 
enhancing the security and resilience of the global systems that are responsible for the movement 
of people and goods across our borders. Finally, the review lays a foundation for improving 
Departmental operations and management and increasing accountability for the resources 
entrusted to DHS. 

1 am very proud of the work done every day by the men and women in the Department of 
Homeland Security as well as the hundreds of thousands of Federal, State, local, tribal, and 
territorial officials, private citizens, and businesses with whom we partner to keep America safe, 
secure, and resilient. We have accomplished much and have much more to accomplish together 
in the years ahead. The QHSR and the results of the BUR in this report will guide these 
important efforts. 


Secretary Janet Napolitano 
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Preface 

In 2007, the Homeland Security Act of 2002 was amended to require the Department of 
Homeland Security (DHS) to initiate implementation of a Quadrennial Homeland Security 
Reviews (QHSR) in 2009, and to conduct subsequent reviews every four years thereafter. The 
purpose of the QHSR was to describe the threats to the national security interests of the Nation, 
outline and prioritize the full range of homeland security missions, and update the national 
homeland security strategy. It would also assess the alignment of the Department to the 
strategy, promote mechanisms for turning strategic requirements into an acquisition strategy and 
expenditure plan, and identify the budget plan for successfully executing the homeland security 
missions. 

DHS conducted the first QHSR in 2009, and delivered the QHSR Report to Congress on 
February 1, 2010. The QHSR was a comprehensive examination of the homeland security 
strategy of the Nation and included recommendations regarding the long-term strategy and 
priorities of the Nation for homeland security. The QHSR Report included the results of the 
QHSR, a national homeland security strategy, a description of the critical homeland security 
missions of the Nation, and an explanation of the underlying assumptions used in conducting the 
review. The QHSR is consistent with, and expands upon, the recently-released National Security 
Strategy. 


A bottom-up review (BUR) of the Department of Homeland Security was initiated in November 
2009 as an immediate follow-on and complement to the QHSR. The BUR included an 
assessment of the organizational alignment of the Department with the homeland security 
missions set forth in the QHSR, including the Department’s organizational structure, 
management systems, procurement systems, and physical and technical infrastructure. The BUR 
also included a review and assessment of the effectiveness of the mechanisms of the Department 
for turning the requirements developed in the QHSR into an acquisition strategy and expenditure 
plan within the Department. 

The BUR resulted in a comprehensive catalogue of DHS activities across the homeland security 
mi.ssions, as well as a list of over 300 potential initiatives and enhancements. The BUR Report 
distills the results of this analysis, describing the alignment of the Department with the homeland 
security missions, and setting forth the Department’s priority initiatives and enhancements to 
increase mission performance, improve Departmental management, and increase accountability 
over the next four years. The BUR Report includes recommendations for improving the 
organizational alignment of the Department and enhancing its business processes. 

The BUR is the second step of a three-step process. The Department’s FY 2012 budget request 
will begin the process of implementing the BUR initiatives and enhancements, and the 
corresponding FY 2012-2016 Future Years Homeland Security Program will set forth the budget 
plan required to provide sufficient resources to successfully execute the Department’s 
responsibilities across the full range of homeland security missions as described in the QHSR, 
with a priority placed on the initiatives and enhancements set forth in the BUR Report. As such, 
the BUR Report is not a budget request and does not describe specific budget requests for FY 
20 1 2 or for subsequent years. Nor is the BUR Report a strategic plan. Consequently, it neither 
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includes performance measures nor attaches resources to strategic goals and objectives, nor does 
it describe the sequence in which DHS will seek to implement the initiatives and enhancements 
described herein. Instead, the BUR Report sets forth DHS’s conclusions concerning the priority 
initiatives and enhancements necessary to strengthen existing programs and address priority 
capability and capacity gaps over the FY 2012-2016 period, in order to set a foundation for 
future success, 
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Executive Summary 

The Department of Homeland Security (DHS) was formed in the wake of the terrorist attacks of 
September 1 1, 2001, as part of a deliberate and determined national effort to safeguard the 
United States against terrorism. DHS became the third-largest Federal department, bringing 
together 22 different Federal agencies, each with a role in this effort. Integrating these many 
disparate entities — some with long histories of independent or autonomous operations, and all 
with distinct operational cultures — while maintaining their unique strengths and capabilities has 
presented significant public policy and management challenges. 

The submission of the Quadrennial Homeland Security Review (QHSR) Report to Congress on 
February 1, 2010 marked an important first step in a multi-step process to examine and address 
fundamental issues that concern homeland security. The QHSR Report described the Nation’s 
homeland security interests, identified the critical homeland security missions, and defined a 
strategic approach to those missions by laying out the principal goals, essential objectives, and 
key strategic outcomes necessary for that approach to succeed. A bottom-up review (BUR) of 
the Department of Homeland Security was initiated in November 2009 as an immediate follow- 
on and complement to the congressional ly mandated QHSR with the aim to align the 
Department’s programmatic activities and organizational structure with the broader mi.ssion sets 
and goal identified in the QHSR. This report reflects that endeavor and represents an 
intermediate step between the QHSR Report and the DHS FY 2012-2016 Future Years 
Homeland Security Program (FYHSP), which will propose specific programmatic adjustments 
based on the QHSR strategic framework. Together, these three elements— the QHSR, the BUR, 
and the DHS FY 2012-2016 FYHSP — will address the primary legislative requirements set forth 
in Section 707 of the Homeland Security Act. 

The aims of the BUR were several-fold: first, to gauge how well current activities and 
departmental organization align with mission priorities and goals as outlined in the QHSR; 
second, to identify ways to achieve better programmatic and budgetary alignment across the 
entire department; third, to identify areas for enhanced mission performance; and fourth, to 
prioritize Initiatives to strengthen existing programs and organization, address shortfalls, and 
establish a foundation for innovation and advancement. DHS conducted extensive analysis of its 
current activities and organization in tight of the mission goals and objectives set forth in the 
QHSR Report. The BUR Report describes DHS’s current activities within each of the homeland 
security missions based on current authorities and roles and responsibilities, and sets forth DHS’s 
conclusions concerning the priority initiatives and enhancements necessary to strengthen existing 
programs, address shortfalls, and set a foundation for future success. 

While the robust portfolio of DHS's component agencies cannot be completely represented, this 
report briefly discusses the Department’s core role in each of the homeland security missions, 
considers the additional statutory responsibilities of DHS component agencies, and outlines 
enhancements and initiatives that address three principal areas of emphasis: 

• Strengthen and Mature DHS — There is a need to strengthen the Department’s ability to 
execute its mission responsibilities, run itself, and account for the resources that have 
been entrusted to it. 
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• Enhance Partner Capability and Capacity — Responsibilities for homeland security are 
broader than those of DHS and indeed broader than those of the Federal government. For 
that reason, there is a need to strengthen the ability of partners in the homeland security 
enterprise — in particular. State, local, tribal, and territorial governments, and the private 
sector — to execute important aspects of core homeland security mission activities. 

• Deepen International Engagement — Security of our homeland begins far from our shores. 
We must work with key international partners to improve the critical partnerships and 
activities that affect the homeland security mission space, consistent with the broad range 
of U.S. Government international priorities and in consultation and coordination with the 
Department of State and the U.S. Chiefs of Mission stationed in foreign countries, 

DHS used three criteria to evaluate initiatives and identify enhancements: 

• Does the initiative offer the opportunity to advance the safety, security, and resilience of 
the homeland beyond incremental improvements to current activities? 

• Is the initiative sufficiently defined to permit the identification of performance objectives, 
measures, and targets? 

• Can the initiative be achieved within the FY 2012-2016 timeframe? 

Mission 1: Preventing Terrorism and Enhancing Security 

Protecting the United States and its people from terrorism is the cornerstone of homeland 
security. DHS shares leadership roles and responsibilities in the U.S. government’s efforts to 
prevent terrorist attacks with several Federal departments and agencies. DHS’s responsibilities 
focus on three goals: preventing terrorist attacks; preventing the unauthorized acquisition, 
importation, movement, or use of chemical, biological, radiological, and nuclear (CBRN) 
materials and capabilities within the United States; and reducing the vulnerability of critical 
infrastructure, key leadership, and events to terrorist attacks and other hazards. To improve 
performance in this mission area, the Department will: 

• Strengthen counterterrorism coordination across Dl IS; 

• Strengthen aviation security by bolstering the international aviation security system, 
improving security processes and technologies, and encouraging partnerships with 
industry; 

• Create an integrated Departmental information sharing architecture and link that 
architecture to interagency efforts to prevent terrorism while protecting privacy, civil 
rights and civil liberties; 

• Deliver infrastructure protection and resilience capabilities to the field, in conjunction 
with efforts to “design in” greater resilience in critical infrastructure; 
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• Set national performance standards for identification verification; 

• Increase efforts to detect and counter nuclear and biological weapons and dangerous 
materials; 

• Standardize and institutionalize the National Fusion Center Network; 

• Promote safeguards for access to secure areas in critical facilities, including through 
increased risk-informed screening and recurrent vetting; 

• Establish DUS as a center for excellence for canine training and deployment; and 

• Redesign the Federal Protective Service to better match mission requirements. 


Mission 2: Securing and Managing Our Borders 

We are responsible for secure, well-managed borders that not only protect the United States 
against threats from abroad, but also expedite the safe flow of lawful travel and commerce. 
Achieving this outcome rests on three interrelated goals: effectively securing U.S. air, land, and 
sea borders; safeguarding lawful trade and travel; and disrupting and dismantling transnational 
criminal and terrorist organizations. To strengthen efforts to achieve these goals, the Department 
will: 

• Expand joint operations and intelligence capabilities, including enhanced domain 
awareness; 

• Enhance the security of the global trade and travel systems responsible for the secure 
movement of people and goods, including enhanced container and maritime security and 
prioritization of immigration and customs investigations relating to global trade and 
travel systems; 

• Strengthen and expand DHS-related security assistance internationally (e.g. border 
integrity and customs enforcement security assistance) consistent with U.S. government 
security and foreign assistance objectives in consultation and coordination with the 
Departments of State and Defense; and 

• Work closely with the governments of Canada and Mexico to enhance North American 
security. 

Mission 3: Enforcing and Administering Our Immigration Laws 

Smart and effective enforcement and administration of our immigration laws allows the 
government to facilitate lawful immigration while identifying and removing those who violate 
our laws. To support this mission area, DHS will: 
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• Pursue comprehensive immigration reform; 

• Strengthen and improve the Department’s immigration services process; 

• Prioritize national security and fraud detection vetting in immigration services processes; 

• Target egregious employers w-ho knowingly exploit illegal workers; 

• Dismantle human smuggling organizations through concerted law enforcement activity; 

• Improve the detention and removal process by increasing non-investigatory law 
enforcement staffing and expanding Secure Communities and the Criminal Alien 
Program; 

• Work with new Americans so that they fully transition to the rights and responsibilities of 
citizenship; and 

• Build and maintain a model immigration detention system. 

Mission 4: Safeguarding and Securing Cyberspace 

Cyber infrastructure forms the backbone of the Nation’s economy and connects every aspect of 
our way of life. While the cyber environment offers the potential for rapid technological 
advancement and economic growth, a range of malicious actors may seek to exploit cyberspace 
for dangerous or harmful purposes, disrupt communications or other services, and attack the 
Nation’s infrastructure through cyber means. By statute and Presidential directive, DHS has the 
lead for the Federal government to secure civilian government computer systems, works with 
industry to defend privately-owned and operated critical infrastructure, and works with State, 
local, tribal and territorial governments to secure their information systems. In pursuing these 
initiatives and enhancements to strengthen the Department’s capabilities in cybersecurity, DHS 
will: 

• Better integrate and focus DHS cybersecurity and infrastructure resilience operations; 

• Strengthen DHS ability to protect cyber networks; 

• Increase predictive, investigative, and forensic capabilities for cyber intrusions and 
attacks; and 

• Promote cybersecurity public awareness through the cyber awareness program and the 
planned implementation of a national public awareness and education campaign. 

Mission 5; Ensuring Resilience to Disasters 

Ensuring domestic resilience to disasters Is grounded in the four fundamental elements of 
emergency management: mitigating hazards, increasing our Nation’s preparedness, effectively 
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responding to emergencies, and supporting community recovery. During domestic disasters, the 
Department’s role, largely executed through the Federal Emergency Management Agency 
(FEMA), is principally one of coordinator, working closely with our State, local, regional, tribal, 
and territorial partners, as well as nongovernmental organizations and the private sector, to 
enhance preparedness, build and sustain capabilities, and act as an aggregator of resources from 
across the Federal government, DHS, through FEMA, also has specific direct responsibilities, 
including disaster response and field coordination, disaster logistics, individual and public 
assistance programs, as well as national continuity programs, DHS maintains a significant first 
responder capability for disasters in the maritime domain through the U.S. Coast Guard (USCG), 
and also ensures the resilience of critical infrastructure to disasters through the National 
Protection and Programs Directorate. In order to strengthen mission performance, DHS will: 

• Enhance catastrophic disaster preparedness at the Federal, State, local, tribal, and 
territorial levels, as well as within nongovernmental organizations and the private sector, 
through nationally agreed-upon, risk-based preparedness standards; 

• Improve the capabilities of DHS to lead in emergency management through a new 
strategic approach to developing FEMA’s workforce, creating an emergency 
management career path, and harmonizing first responder training across DHS; 

• Explore opportunities with the private sector to ’‘design-in" greater resilience for critical 
infrastructure; and 

• Make individual and family preparedness and critical facility resilience inherent in 
community preparedness. 

Complementary Department Responsibilities and Hybrid Capabilities 

DHS also performs a number of services and functions that are complementary to its homeland 
security mission responsibilities, including marine safety, stewardship, and environmental 
protection, and certain categories of law enforcement activities. These services and functions are 
typically performed with hybrid capabilities — assets and resources capable of performing 
multiple missions — which are a hallmark of homeland security. For example, the same assets 
and personnel that patrol our borders, enforce our immigration laws, and respond to major oil 
spills also enforce safety regulations, assist travelers, and safeguard natural resources. These 
complementary activities are critical to fulfilling other national interests and are often 
intertwined with and mutually supporting of homeland security activities. 

Improving Department Management 

The integration of 22 different Federal departments and agencies into a unified, integrated 
Department of Homeland Security continues to represent a significant public policy and 
management challenge. Over the course of its brief history, DHS has evolved to its current 
structure, which includes seven operating components, four headquarters directorates, and over 
15 additional supporting offices, many of which combine responsibilities for policy. 
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management, operations, acquisition, external affairs, and research and development. In order to 
improve department management, DUS proposes to; 

• Seek restoration of the Secretary’s reorganizational authority for DHS headquarters to 
address new threats and realize greater efficiencies; 

• Realign component regional configurations into a single DHS regional structure; 

• Improve cross-Departmental management, policy, and functional integration; 

• Strengthen DHS internal counterintelligence capabilities and internal intelligence sharing 
and distribution; 

• Enhance the Department’s risk management capability; 

• Invest in the DHS workforce and improve retention and morale by strengthening 
employee health and wellness programs; 

• Strengthen coordination within DHS through cross-Departmental training and career 
paths; 

• Increase diversity in the DHS workforce, especially at senior levels; and 

• Balance the DHS workforce by ensuring strong federal control of all DHS work and 
reducing reliance on contractors as needed to enhance competency and meet long-term 
mission requirements. 

Increasing Accountability 

To enhance mission performance and improve Departmental management, DHS must increase 
accountability across the organization. While accountability cuts across all aspects of the 
organization’s operations, our initial focus will be to maximize the performance and resource 
data we collect to support strategic and risk-informed decision-making. The initiatives described 
below are intended to improve the effectiveness of the Department in turning the requirements 
developed in the QHSR into an acquisition strategy and expenditure plan. DHS proposes to; 

• Increase its analytic capability and capacity by enhancing strategic planning, resource 
allocation, risk analysis, net assessment, modeling capabilities, statistical analysis, and 
data collection; 

• Improve performance measurement and accountability by increasing the quality of the 
Department’s performance measures and linking those measures to the mission outcomes 
articulated in the QHSR Report; and 

• Strengthen acquisition oversight by strengthening the Department’s independent cost 
estimation capability. 
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I. Introduction 

The submission of the Quadrennial Homeland Security Review (QHSR) Report to Congress on 
February 1, 2010 marked an important first step In a multi-step process to examine and address 
fundamental issues that concern homeland security. The QHSR Report described the Nation’s 
homeland security interests, identified the critical homeland security missions, and defined a 
strategic approach to those missions by laying out the principal goals, essential objectives, and 
key strategic outcomes necessary for that strategic approach to succeed. 

Figure 1. Homeland Security Missions and Goals 
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This comprehensive, enterprise-wide strategic framework for homeland security provided the 
foundation for the next step: a deeper, bottom-up review of the Department of Homeland 
Security (DHS) programs and activities required to execute the homeland security missions. The 
bottom-up review (BUR) of DHS was initialed in November 2009 as an immediate follow-on 
and complement to the QHSR with the aim to align the Department’s programmatic activities 
and organizational structure with the broader mission sets and goals identified in the QHSR. 

This report is one result of that effort and represents an intermediate step between the QHSR 
Report and the DHS FY 2012 budget submission and corresponding FY 2012-2016 Future Years 
Homeland Security Program to Congress, which will propose specific programmatic adjustments 
based on the QHSR strategic framework. It provides the bridge between the homeland security 
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enterprise-level discussion in the QHSR Report and DHS responsibilities as they relate not only 
to the homeland security missions, but also to a number of other Departmental responsibilities as 
executed principally through several of its key operating components. 

Approach to the Bottom-Up Review 

The bottom-up review process gave DHS the opportunity to review its programmatic activities 
and organizational structure in depth. The aims were several-fold: first, to gauge how well 
current activities and departmental organization aligned with mission priorities and goals as 
outlined in the QHSR; second, to identify ways to achieve better programmatic and budgetary 
alignment across the entire department; third, to identify gaps in mission execution; and fourth, 
to prioritize initiatives to strengthen existing programs and organization, fill key gaps, and 
establish a foundation for innovation and advancement. 

Three questions guided our work: 

• How can we strengthen the Department's mission performance? 

• How should we improve Departmental operations and management? 

• How can we increase accountability for the resources entrusted to DHS? 

DHS conducted extensive analysis of its current activities and organization in light of the 
mission goals and objectives set forth in the QHSR Report. The BUR Report describes DHS’s 
current activities within each of the homeland security missions based on current authorities and 
roles and responsibilities, and sets forth DHS’s conclusions concerning the priority initiatives 
and enhancements necessary to strengthen existing programs, fill shortfalls, and set a foundation 
for future success. 

DHS used three criteria to evaluate mission, management, and accountability initiatives and 
identify enhancements: 

• Does the initiative offer the opportunity to advance the safety, security, and resilience of 
the homeland beyond incremental improvements to current activities? 

• Is the initiative sufficiently defined to permit the identification of performance objectives, 
measures, and targets? 

• Can the initiative be achieved within the FY 20 1 2-201 6 timeframe? 

In identifying initiatives across the homeland security mission space, three principal areas of 
emphasis became clear: 

• Strengthen and Mature DHS — There is a need to strengthen the Department’s ability to 
execute its mission responsibilities, run itself, and account for the resources that have 
been entrusted to it. 
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• Enhance Partner Capability and Capacity — Responsibilities for homeland security are 
broader than those of DHS and indeed broader than those of the Federal government. For 
that reason, there is a need to strengthen the ability of partners in the homeland security 
enterprise — in particular, State, local, tribal, and territorial governments, and the private 
sector — to execute important aspects of core homeland security mission activities. 

• Deepen International Engagement — Finally, the security of our homeland begins far from 
our shores. We must work with key international partners to improve these critical 
partnerships and the activities that span the entire homeland security mission space, 
consistent with the broad range of U.S. Government international priorities and in 
consultation and coordination with the Department of State and the U.S. Chiefs of 
Mission in foreign countries. 

The QHSR statute required an assessment of the organizational alignment of the Department 
with the national homeland security strategy and homeland security missions set forth in the 
QHSR Report. The BUR included this assessment. The BUR Report sets out initiatives and 
enhancements concerning DHS organization arising out of that assessment. 

II. The Mission of the Department of Homeland Security 

The Department of Homeland Security was formed in the wake of the terrorist attacks of 
September 1 1, 2001 as part of a deliberate and determined national effort to safeguard the United 
States against terrorism. In March 2003, DHS became the third-largest Federal department, 
bringing together all or part of 22 different Federal agencies, each with a role in safeguarding the 
United States against terrorism. 

From the outset, however, the Department’s mission responsibilities went well beyond 
preventing terrorism, and included response to and recovery from natural disasters, customs 
enforcement and collection of customs revenue, administration of legal immigration services, 
safety and stewardship of the Nation’s waterways and marine transportation system, as well as 
other legacy missions of the various components of DHS. This breadth of mission 
responsibilities reflects the richness, history, and diversity of DHS components and the need to 
safeguard this country from a variety of threats and hazards. 

In addition to combining 22 separate pre-existing entities, the creation of DHS included the 
establishment of a headquarters that includes management, science and technology, intelligence 
and analysis, policy, operations, and legal functions, specialty expertise in health affairs, 
domestic nuclear detection, and counternarcotics enforcement coordination, a citizenship and 
immigration services ombudsman, and the Federal Law Enforcement Training Center. DHS also 
placed a strong emphasis on cybersecurity and infrastructure protection within the National 
Protection and Programs Directorate. Annex A describes the main elements of the DHS force 
structure within the seven DHS operational components. 

DHS headquarters also includes several offices with critical responsibilities for internal DHS 
coordination as well as communication and connection with the Department’s external 
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stakeholders, including public affairs, legislative affairs, intergovernmental affairs, State and 
local law enforcement, and the private sector, as well as offices focused on privacy, civil rights, 
and civil liberties. At DHS, clear and consistent communication with the general public, State, 
local, tribal, and territorial governments, as well as Congress is critical to advancing our 
priorities across a diverse and complex mission space from counterterrorism and countering 
violent extremism to individual, family, and community preparedness and resilience. Equally 
important, these offices ensure the Department’s commitment to the preservation of privacy, 
civil rights, and civil liberties with respect to homeland security activities. 

The mission of DHS is carried out through the tireless and dedicated efforts of more than 
200,000 men and women who serve at the Department. As we act to strengthen and mature DHS 
and enhance our capability, DHS will ensure that its workforce is engaged in our mission, 
resilient, and properly trained. DHS will also continue to foster an environment where our 
employees understand the critical importance of their work and how their efforts contribute to 
the Department’s goals. Annex B sets forth the range of DHS activities on any given day. 

Integrating the many disparate entities of DHS — some W'ith long histories of independent or 
autonomous operations, and all with distinct operational cultures — while maintaining their 
unique strengths and capabilities has presented significant public policy and management 
challenges. DHS recognizes the difficulty of this task, and through the QHSR and BUR 
processes has sought to deliberately and incrementally move DHS towards a more unified and 
integrated posture. 

III. Enhancing Mission Performance 
A. Preventing Terrorism and Enhancing Security 

Current Authorities 

Under the Homeland Security Act of 2002, the primary mission of the Department of Homeland 
Security begins with preventing terrorist attacks within the United States and reducing the 
vulnerability of the United States to terrorism. The Homeland Security Act specifies that the 
Secretary of Homeland Security is responsible for preventing the entry of terrorists and the 
instruments of terrorism into the United States. The act requires the Secretary to access, receive, 
and analyze law enforcement information, intelligence information, and other information from 
agencies of the Federal government, State and local government agencies (including law 
enforcement agencies), and private sector entities, and to integrate such information, in order to 
identify and assess the nature and scope of terrorist threats to the homeland; detect and identify 
threats of terrorism against the United States; and understand such threats in light of actual and 
potential vulnerabilities of the homeland. 

The Homeland Security Act also makes the Secretary of Homeland Security responsible for 
coordinating overall efforts to manage risk to critical infrastructure and key resources; Homeland 
Security Presidential Directive 7 reinforces and describes this authority. The Secretary of 
Homeland Security is also vested with a range of authorities relating to chemical, biological, 
radiological, and nuclear (CBRN) countermeasures, biosurveillance, domestic nuclear detection, 
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transportation of hazardous materiafs, chemical facility security, as well as broad customs 
authorities to prevent the importation of dangerous materials, including CBRN weapons and 
materials. The Aviation and Transportation Security Act of 2001 , the Maritime Transportation 
Security Act of 2002, the Intelligence Reform and Terrorism Protection Act of 2004, and the 
SAFE Port Act of 2006 authorize a range of aviation, maritime, and surface transportation 
system security activities aimed at the deterrence, detection, and disruption of terrorist activities 
against the transportation sector, and Title 1 8 of the United States Code vests the Department, 
through the U.S. Secret Service, with responsibilities for protecting the President, the Vice 
President, national leaders, foreign heads of state and government, as well as certain facilities 
and events. 

Overview of the DHS Role 

Protecting the United States and its people from terrorism is the cornerstone of homeland 
security. This mission includes three goals: 

(1) Preventing terrorist attacks; 

(2) Preventing the unauthorized acquisition or use of CBRN materials and capabilities within 
the United States; and 

(3) Reducing the vulnerability of critical infrastructure to terrorist attacks and other hazards. 

DHS shares the responsibility to prevent terrorist attacks with several Federal departments and 
agencies. The Departments of State, Justice, and Defense, the Federal Bureau of Investigation 
(FBI), and the National Counterterrorism Center (NCTC) all have leadership roles and 
responsibilities in the U.S. government’s efforts to prevent terrorist attacks. For example, the 
NCTC maintains the Terrorist Identities Datamart Environment (TIDE). The FBI administers 
the Terrorist Screening Center, which determines which individuals will be placed into the 
Terrorist Screening Database — the comprehensive terrorist watchlist — and administers the 
process by which the No Fly and Selectee lists are derived. The FBI and the Department of 
Justice also lead terrorism investigations; coordinate law enforcement efforts to detect, prevent, 
and disrupt terrorist attacks against the United States; and are responsible for the related 
intelligence collection activities within the United States. DHS operates as a principal consumer 
of NCTC and FBI watchlist products for DHS border and aviation security operations and 
vetting of key transportation workers. Also, DHS is a partner in data sharing and threat analysis, 
and supports the NCTC and national network of the FBI Joint Terrorism Task Forees. DFIS 
intelligence entities — including intelligence elements within several DHS operational 
components — gather, share, and disseminate intelligence between the field and the larger 
Intelligence Community. 

In support of several recent, high-profile counterterrorism investigations, DHS institutionalized 
an integrated DHS Threat Task Force (DTTF), composed of staff from multiple operational 
components of the Department who work alongside analysts from the Office of Intelligence and 
Analysis. The DTTF directly supports FBI investigations, ensures coordination across DHS, 
expedites cross-checking of Departmental data holdings for the National Targeting Center and 
other purposes, and provides time-urgent threat information to DHS leadership and, in 
coordination with the FBI, frontline law enforcement. 
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Preventing Terrorist Attacks 

Within the context of coordination and collaboration with Slate, local, tribal, and territorial 
governments, nongovernmental organizations, and the private sector, the Department is charged 
with assisting State, local and private sector entities in disrupting potential terrorist activity and 
denying terrorists access to the United States at our land, air and sea ports of entry, as well as 
travel networks into and within the country. 

DHS has adopted a multi-faceted approach to enhance aviation security capabilities both at home 
and abroad. DHS has the lead in three areas: (I) pursuing enhanced screening technology, 
protocols, and procedures, especially regarding aviation and other transportation sectors, 
consistent with privacy rights, civil rights, and civil liberties; (2) strengthening international 
partnerships and coordination on aviation security issues; and (3) developing recommendations 
on long-term law enforcement requirements for aviation security in coordination with the 
Department of Justice, In addition, DHS supports the Intelligence Community’s efforts to re- 
evaluate and modify the criteria and processes used to create watchlists, 

DHS devotes significant frontline resources to preventing terrorists from traveling to and within 
the United States and seizing prohibited materials that they may use in an attack. Through such 
activities as terrorist watchlists and targeting systems for vetting of passengers, physical 
screening of passengers and crew, baggage, and cargo, patrol and surveillance of our nation’s 
borders, and counter proliferation and financial crimes investigations and substantial support to 
the FBI Joint Terrorism Task Forces, DHS attempts to deter, detect, mitigate, and prevent 
terrorist attacks on the homeland. TSA is working to improve security in the surface modes of 
transportation by performing risk assessments, closing vulnerability gaps, vetting key workers, 
providing training, conducting exercises, and deploying Visible Intermodal Prevention and 
Response teams (VIPRs), 

DHS responsibilities for preventing terrorist attacks include assisting State, local, tribal, and 
territorial governments to obtain the information and capabilities to address threats. To this end, 
DHS awards almost $4 billion annually to State, local, tribal, and territorial governments through 
the State Homeland Security Grant Program, the Urban Areas Security Initiative, and other grant 
programs. These grant programs help State, local, tribal, and territorial governments build and 
sustain capabilities necessary to prevent terrorist attacks, as well as address other threats, prepare 
for, respond to, and recover from all hazards, and build additional public safety capability. 

One prime example of these State, local, tribal, and territorial capabilities are fusion centers, 
which receive pertinent threat and risk information and analysis from the Intelligence 
Community and other Federal entities while also helping States and major municipalities collect, 
aggregate, fuse, and disseminate homeland security-related intelligence, law enforcement, and 
risk information to frontline officers and first responders, as well as back to the Intelligence 
Community and other Federal partners. In close partnership with this network of fusion centers, 
DHS plays a key role in preventing terrorist attacks that originate from within the United States. 
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Preventing the Unauthorized Acquisition or Use of CBRN Materials and Capabilities 

While a variety of Federal departments and agencies are responsible for preventing the 
unauthorized acquisition or use of CBRN materials and capabilities, DHS plays a critical role in 
integrating these activities through programs implemented by U.S. Customs and Border 
Protection (CBP), the U.S. Coast Guard (USCG), the Domestic Nuclear Detection Office 
(DNDO), the Science and Technology Directorate (S&T), and other Departmental elements. 

DHS secures global trade and travel systems, investigates criminal activities involving the 
unlawful import and export of CBRN materials, technologies and capabilities, and detects and 
counters the importation and movement of CBRN weapons and materials into or already within 
the United States. In particular, the threat of nuclear terrorism is fundamentally unlike any of the 
other threats that DHS must prevent. The potential consequences of an attack using an 
improvised nuclear device require that the Department maintain a continued focus on prevention. 

DHS prevents weapons of mass destruction and weapons of mass effect from entering the United 
States at and between ports of entry, investigates violations relating to the importation of CBRN 
materials, and regulates the security of high-risk chemical facilities. DHS has a specific focus on 
coordinating Federal efforts to detect and protect against the unauthorized importation, 
possession, storage, transportation, development, or use of a nuclear explosive device, fissile 
material, or radiological material in the United States. In addition, through the BioWateh 
program, which deploys sensor technology to detect the presence of biological agents, DHS 
coordinates with Federal, State, local, tribal, and territorial partners for management of biological 
attacks. DHS also provides substantial financial .support and technical assistance to State, local, 
tribal, and territorial governments through grant programs for CBRN detection. 

Managing Risks to Critical Infrastructure, Key Leadership, and Events 

DHS has national leadership responsibilities for managing risks to critical infrastructure, key 
resources, and events. The Secretary of Homeland Security is vested by statute and Presidential 
directive with coordinating national efforts to secure and protect critical infrastructure and key 
resources, which the Department does currently through the National Protection and Programs 
Directorate (NPPD). Through communication and coordination with governmental and private 
sector partners, DHS leads the national effort to mitigate terrorism risk to, strengthen the 
protection of, and enhance the all-hazard resilience of the Nation’s critical infrastructure across 
the identified 18 sectors. DHS is also the Sector-Specific Agency for II of the 1 8 critical 
infrastructure sectors set forth in the National Infrastructure Protection Plan: Chemical, 
Commercial Facilities, Communications, Critical Manufacturing, Dams, Emergency Services, 
Government Facilities, Information Technology, Nuclear Reactors, Materials and Waste, Postal 
and Shipping, and Transportation Systems. The U.S. Secret Service (USSS) has critical 
responsibilities for criminal investigations relating to the integrity of the financial system and the 
counterfeiting of U.S. currency. In addition, U.S. Immigration and Customs Enforcement (ICE) 
targets the underlying cross-border financial systems that terrorist and transnational criminal 
organizations may exploit in raising, moving, and storing illicit funds. ICE also seeks to deny 
transnational criminal organizations access to these systems. Annex E sets forth the 1 8 critical 
infrastructure sectors and the Sector-Specific .Agency for each. 
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Through the Secret Service, DHS also has the unique responsibility to protect the President, the 
Vice President, visiting heads of state, and major Presidential candidates, as well as to ensure the 
continuity of national leadership. Protection includes all activities related to identifying threats, 
mitigating vulnerabilities, and creating secure environments wherever protectees work, reside, 
and travel. The Secret Service also coordinates protective intelligence investigations through its 
network of field offices and leads the design and implementation of operational security plans 
and protective activity for National Special Security Events. The Secret Service also has critical 
responsibilities for criminal investigations relating to the integrity of the financial systems and 
counterfeiting of United States currency. 

Initiatives and Enhancements 

The QHSR and BUR analyses suggest several priority initiatives, as well as enhancements to 
current programs, in order to better prevent terrorism and enhance security. Innovations like the 
DTTF represent a major step forward in coordinating counterterrorism activities, but DHS must 
find ways to further centralize coordination to leverage operational, intelligence, and strategic 
synergies across the department. Similarly, DHS must better leverage the critical information it 
receives across a wide range of mission-based and functional activities, while protecting privacy, 
civil rights, and civil liberties. Recent aviation security successes have laid the groundwork for 
further and necessary improvements in technology, process, and partnerships, and these efforts 
must remain an urgent mission priority. As threats evolve and complexity increases across the 
homeland security enterprise, standardization has become critically important. While our 
partnerships for critical infrastructure protection remain strong and continue to grow, we must 
strive to more effectively push information and knowledge out to the field where it is most 
urgently needed. 

To address these challenges, the Department will strengthen counterterrorism coordination 
across DHS, strengthen land, maritime, and aviation security both domestically and abroad, 
create an integrated Departmental information sharing architecture, deliver infrastructure 
protection and resilience capabilities to the field, set national performance standards for identity 
verification, and increase efforts to detect and counter nuclear and biological weapons and 
dangerous materials. We will also enhance partner capability and capacity — particularly at the 
State, local, tribal, and territorial level — by standardizing and institutionalizing the National 
Fusion Center Network, pursue initiatives to safeguard access to secure areas in critical facilities, 
make DHS a center of excellence for canine training and deployment, and redesign the Federal 
Protective Service (FPS) to become a model critical infrastructure protection and law 
enforcement agency for the government sector and better match mission requirements. 

• Strengthen counterterrorism coordination across DHS. Although DHS is one of the 
Federal government’s key counterterrorism agencies, beyond the Secretary and Deputy 
Secretary, DHS did not have a single coordinating entity for counterterrorism activities. 
DHS recently designated a Coordinator for Counterterrorism who is responsible for 
coordinating all counterterrorism activities for the Department and across its directorates, 
components, and offices. DHS will continue to evolve the Counterterrorism coordination 
function in consultation with Congress. 
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• Strengthen aviation security. The attempted terrorist attack on Flight 253 on December 
25, 2009, illustrates the continuing and evolving nature of the threat to the aviation 
transportation system. DHS has lead responsibilities for aviation security and is also 
embarking on a major global initiative to improve aviation security technology and 
processes around the world. DHS is also partnering with the Department of Energy — 
including the National Laboratories — ^and private industry to develop new and more 
effective technologies to deter and disrupt known threats and proactively anticipate and 
protect against new ways by which terrorists could seek to board an aircraft. DHS will 
also collaborate with the aviation industry to use a risk-based approach to inform 
decisions about changes to operations, business proces.ses, and aircraft development. In 
all cases, DHS will use current intelligence-derived threat information to drive day-to-day 
operations. DHS will also work with other Federal, State, local, tribal, and territorial law 
enforcement partners and airport authorities to implement long-term, sustainable aviation 
security law enforcement. State, local, tribal, and territorial law enforcement and airport 
authorities play a critical role in our aviation security success. 

• Create an integrated Departmental information sharing architecture. Given its daily 
interaction with the global movement of people and goods, DHS is uniquely authorized 
and positioned to fuse and analyze intelligence, law enforcement, screening, and other 
information gathered through encounters with travelers and commercial entities in order 
to prevent terrorist travel, finance, and operations. While the establishment of the DHS 
Threat Task Force was a step forward in data sharing, more work can be done to enhance 
DHS’ ability to access information in near-real time and use it to identify people and 
goods posing high risk to the United States while protecting privacy, civil rights, and civil 
liberties. In order to accomplish this goal, DHS will create an information sharing 
architecture to consolidate and streamline access to imelligence, law enforcement, 
screening, and other information across the Department. That architecture will include 
the capability for automated recurrent screening and vetting for individuals to whom 
DHS has provided a license, privilege, or status (including immigration status) so that, as 
new information becomes available, DHS can assess whether the individual is no longer 
eligible for the benefit or presents a threat. It w'ill also include the capability to conduct 
scenario-based automated targeting of individuals and other entities using intelligence- 
driven criteria. 

• Deliver infrastructure protection and resilience capabilities to the field. Develop, deliver 
and continuously update a portfolio of DHS and Federal agency-wide capabilities, tools 
and products (c.g, from our partners in the Sector Specific Agencies) for critical 
infrastructure protection and resilience to State, local, tribal and territorial government 
and their local and regional partners and the private sector, tailored and supported ba.sed 
on regional and local needs. DHS will conduct these activities as it explores 
opportunities with the private sector to “design-in” greater resilience for critical 
infrastructure as described in “Ensuring Resilience to Disasters.” below. 

• Set national performance standards for identification verification. In order to meet the 
9/1 1 Commission’s recommendation regarding the security of State drivers’ licenses and 
identification cards, DHS has supported the efforts of Governors and Congress to enact 
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the Providing for AddUionai Security in States ’ Identification Act (PASS ID). PASS ID 
puts States on the path to implementing national standards for identification documents 
and will strengthen security across the country while enhancing privacy safeguards and 
protection of personally identifiable information. Although the May 2011 deadline for 
full compliance with the REAL ID Act remains in effect, legislative action is needed to 
address systemic problems with REAL ID to advance our security interests over the long 
term. DHS is committed to moving forward both administratively and with Congress to 
implement this key 9/1 1 Commission recommendation to help prevent terrorism, reduce 
fraud, and improve the reliability and accuracy of personal identification documents. 

• Increase efforts to detect and counter nuclear and biological weapons and dangerous 
materials. DHS will prioritize nuclear detection research and development and also work 
with the Intelligence Community to develop intelligence and analysis capabilities relating 
to improvised nuclear devices and radiological dispersal devices, to include developing 
the capability to detect and react to pre-detonation cues or signatures to provide early- 
warning indicators of an imminent or credible threat of a terrorist attack using a nuclear 
weapon, DHS, working with its partners in the interagency, will also use the most 
advanced tools to facilitate investigations against vendors, buyers, and traders who 
violate export control laws and unlawfully transfer nuclear and biological technology 
over the Internet or controlled material of select agents anywhere. In addition, DHS will 
place greater emphasis on biological detection and countermeasures and accelerate 
development of forensics capabilities for biological weapons in order to help attribute 
those attacks to a particular country or group. These efforts will include increasing the 
capabilities of the DHS National Biodefense Analysis and Countermeasures Center 
(NBACC), which carries out many of these activities. DHS will also look to increase its 
international capabilities to track the evolution and migration of potentially high- 
consequence human, animal, and plant diseases. 

• Leverage the full range of capabilities to address biological and nuclear threats. As 
noted above, in addition to increasing efforts to detect and counter nuclear and biological 
weapons and dangerous materials, DHS will increase its leadership role in protecting 
against biological and nuclear threats more generally. The DHS Office of Health Affairs 
(OHA) and the Domestic Nuclear Detection Office (DNDO) each bring critical 
capabilities to this effort. OHA concentrates mainly on chemical and biological threats 
and their consequences. DNDO focuses on detecting the presence of nuclear weapons 
and materials through implementation of the Global Nuclear Detection Architecture and 
assistance with attribution of interdicted nuclear material through the National Technical 
Nuclear Forensics Center. DHS will leverage these capabilities, while enhancing 
coordination with Federal, State, local, tribal, territorial, nongovernmental, and private 
sector partners on CBRN issues. 

• Standardize and institutionalize the National Fusion Center Network. Since 2003, a 
national network of fusion centers has developed at the State, local, tribal, and territorial 
level, supported by funding, training, exercises, and technical assistance from DHS and 
the Department of Justice. However, to date, there has been no systematic effort to 
ensure that these centers establish and maintain a baseline level of capability so that they 
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are able to become fully integrated into national efforts to gather, analyze, and share 
information needed to protect our communities. DHS has proposed a new National 
Fusion Center Program Management Office to assess the current level of capability of 
fusion centers and to support their meeting defined outcomes, national standards, and 
baseline levels of capability with Federal, State, local, tribal, and territorial partners, and 
the private sector. 

• Promote safeguards for access to secure areas in critical facilities. Employee.s or other 
trusted or credentialed individuals who harbor malicious intentions present a pernicious 
challenge to safeguarding access to secure areas in critical facilities such as airports. To 
protect against this threat, DHS will expand risk-informed screening and recurrent vetting 
in the transportation sector to include additional populations of aviation and surface 
transportation workers in order to validate both the identity and the integrity of 
individuals with access to critical or sensitive infrastructure. DHS will also implement 
processes to recurrently vet all Federal employees, contractors, and Federal secure 
identification credential holders. 

• Establish DHS as a center of excellence for canine training and deployment. Canines 
serve essential roles in homeland security. Specially-trained canines and their handlers 
are essential elements of terrorism prevention efforts at the Federal, State, local, tribal, 
and territorial levels and in the private sector. Canines also serve essential roles in 
detecting narcotics at the air, sea, and land ports of entry, and in search and rescue 
activities following disasters, DHS will increase specialized breeding activities for 
canines, enhance its training and certification of canines and handlers, and become a 
center of excellence for employment of canines across the homeland security missions. 

• Redesign the Federal Protective Service (fPS) to better match mission requirements. 

FPS is responsible for protecting most facilities occupied or secured by the Federal 
government and the people in those facilities through the application of law enforcement 
and physical security authorities. (FPS is not responsible for certain Federal facilities, 
including military facilities such as the Pentagon.) In 2009, DHS transferred 
responsibility for FPS from ICE to NPPD. DHS now proposes to undertake a major 
redesign of FPS, in coordination with the U.S, General Services Administration, to .set the 
future vision for FPS and define roles and responsibilities consistent with the ftiirillment 
of this vision. The FPS redesign will create functional alignment within FPS and 
between FPS and other elements of DHS, better match mission requirements to the risk 
profiles of both leased and owned public buildings and infrastructure nationwide, and set 
FPS on a course to become a model critical infrastructure protection and law enforcement 
agency. Such an effort entails the realignment of the workforce to better match mission 
needs and customer expectations. Inherent in this effort is the need for a more capable 
Federal workforce, exploration of additional authorities, an increased use of innovative 
security technologies, and an examination of the optimal funding mechanism for securing 
and protecting facilities occupied by the Federal government. 
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Under the Homeland Security Act, the Secretary of Homeland Security is responsible for 
securing the borders, territorial waters, ports, terminals, waterways, and air, land, and sea 
transportation systems of the United States. This authority includes administration of the 
customs laws of the United States, and responsibility for ensuring the speedy, orderly, and 
efficient flow of people, goods, and information. The DHS is also responsible for monitoring 
connections between illegal drug trafficking and terrorism, coordinating efforts to sever such 
connections, and otherwise contributing to efforts to interdict illegal drug trafficking and its ill- 
gotten proceeds. The Immigration and Nationality Act of 1 952, as amended, provides authority 
for the enforcement of the immigration laws to include immigration inspections and human 
smuggling interdiction at ports of entry as well as for the U.S. Border Patrol, part of CBP. Titles 
14 and 19 of the United States Code provides broad customs enforcement authorities for securing 
and managing the movement of merchandise, people, conveyances, containers, and mail into and 
out of the United States, and the Tariff Act of 1930, as amended, provides that Customs officers 
enforce all laws relating to the assessment and collection of customs duties and related 
responsibilities. The Ports and Waterways Safety Act of 1972 and the SAFE Port Act of 2006 
provide authorities for securing seaports and the international supply chain, as well as broad 
authority for the interrelated functions of promoting vessel safety and the protection of the 
marine environment; the Aviation and Transportation Security Act of 2001 provides authorities 
to protect the air transportation system. Homeland Security Presidential Directive 1 1 vests the 
Secretary of Homeland Security with leadership responsibilities for coordinating screening of 
people and cargo, and Homeland Security Presidential Directives 13 and 16 vest the Secretary of 
Homeland Security with leadership responsibilities for maritime and aviation security, 
respectively. 

Overview of the DHS Role 

We are responsible for secure, well-managed borders that not only protect the United States 
against threats from abroad, but also expedite the safe flow of lawful travel and commerce. 
Achieving this outcome depends on achieving three interrelated goals: (1) effectively securing 
U.S. air, land, and sea borders; (2) safeguarding lawful trade and travel; and (3) disrupting and 
dismantling transnational criminal organizations. 

Working with our partners both nationally and internationally, our strategy is to manage and 
secure our Nation’s borders by employing and enhancing our layers of security through the 
continuum that impacts our borders — starting from the point of origin overseas where people and 
cargo originate, through transit to the United States, the arrival and entry at our borders, then on 
to the routes of egress away from the border and ultimately to the final destination within the 
United States. This strategy relies upon using increased intelligence and risk management 
strategies in order to segment, sort, target, triage, and expedite the movement and flow of 
travelers and trade. We must constantly reevaluate and improve our effectiveness along each 
step of this continuum to ensure that we continue to be proactive in our approach to the security 
of our Nation. 
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Effectively Securing U.S. Air. Land, and Sea Borders 

The border environment is characterized by three different areas of activity: (1) ports of entry, 
such as airports, seaports, and land border crossings; (2) areas between ports of entry; and (3) the 
approaches to our borders — the areas leading up to and surrounding U.S. borders. The border 
environment also includes those areas over which DHS components assert, exercise, and enforce 
legal jurisdiction (e.g. U.S. Territorial Sea, Contiguous Zone, Exclusive Economic Zone, and on 
U.S. vessels on the high seas). DHS relies on a combination of people, technology, and 
infrastructure (e.g. roads, fences) across DHS operating components to secure the border. 

Through CBP and the U.S. Coast Guard (USCG), DHS is responsible for securing and enforcing 
U.S. law at the Nation’s international borders, as well as at the over 300 official Ports of Entry, 
international mail facilities, and other points of entry to the United States. Along these borders 
and at these entry points, DHS is the key interface for America’s international trading partners, 
for travelers seeking to enter or leave the United States, and for businesses seeking to import or 
export goods into or out of the United States. DHS also defends against transnational criminal or 
terrorist organizations seeking to exploit vulnerabilities in our open society, smuggle dangerous 
people, weapons, or goods into or out of our country, or attack critical border infrastructure. 

At ports of entry in the air domain (airports with international flight arrivals), land domain (land 
border crossings), and maritime domain (seaports), DHS is responsible for physically screening 
people and goods upon their arrival to the country. DHS’s work begins well before people and 
goods arrive at our borders. Using a variety of intelligence, automated tools, and information 
collected in advance of arrival for passengers and cargo, DHS works to screen, identify, and 
intercept threats at points of departure before they reach our shores. DHS conducts these 
activities in conjunction with international partners and the private sector through CBP-led 
programs such as the Container Security Initiative and Immigration Advisory Program. 

Similarly, through USCG, the Department ensures vessel security and compliance with both 
domestic and international safety and security standards through imposing Conditions of Entry 
on vessels and enforcing 96-hour Advance Notice of Arrival requirements. These programs 
ensure the security and resilience of the key global systems and networks essential to the U.S. 
and global economies. 

Between ports of entry — where in the land domain all flows are by definition illegal — agents, 
technology, and infrastructure combined with a defense in-depth enforcement strategy are all key 
components of effective border security. DHS uses air, land, and marine assets to patrol and 
secure U.S. borders, as well as sophisticated systems to effectively detect and interdict potential 
threats beyond our borders, USCG provides air and maritime patrols along the U.S. border, 
including seacoasts, lakes, and rivers, where USCG and CBP have explicit legal authorities to 
enforce a broad array of U.S, laws designed to safeguard, secure, and protect U.S. citizens, 
vessels, and resources. In the approaches to the United States, CBP and USCG both maintain 
domain awareness efforts to establish and maintain situational awareness and a common 
operating picture of people, vehicles, aircraft, and marine vessels approaching our borders. 
Additionally, larger, more capable USCG afloat and air assets maintain an offshore presence to 
actively monitor offshore activity and engage when necessary to execute a layered approach to 
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securing our maritime borders. DHS works closely with other Federal departments and agencies, 
such as the Departments of Justice, Transportation, and Defense, in conducting these activities. 
Effective, real-time coordination of interagency activities is critical for success in this cross- 
domain environment. 

Safeguarding Lawful Travel and Trade 

DUS plays an essential role in safeguarding lawful travel and trade. To do so most effectively, 
we must seek ways to interdict threats at the earliest point through international partnerships, 
better use of technology, and increased intelligence. Equally critical to ensuring the health of our 
economy is the need to enable the secure, lawful flow of people and goods into and out of the 
United States. DHS efforts entail both foreign and domestic activities and focus on the global 
trade and travel system and the risk posed by people and goods in transit. 

Through the Transportation Security Administration (TSA), USCG, ICE, and CBP, DHS is 
active in global standard-setting organizations — such as the International Civil Aviation 
Organization, the International Maritime Organization, and the World Customs Organization — to 
create global standards for security and resilience of global trade and travel systems. In addition, 
TSA conducts inspections of foreign airports with direct flights to the United States in order to 
ensure adherence to international and TSA aviation security standards. Domestically, TSA 
regulates security of airports, including those with international arrivals, and CBP and USCG 
secure seaports and land ports of entry, USCG works closely with foreign navies and coast 
guards to enhance the inherent maritime port security capabilities of trading partners, in addition 
to regularly visiting foreign ports to ensure port facility security measures meet international 
standards. 

CBP works with international customs and border agencies, as well as the trade community 
(including shippers, importers, brokers, and bonding companies), to ensure the security and 
integrity of foreign transactions and exchanges along global supply chains. This includes 
facilitating the flow of legitimate trade across U.S. borders while securing our borders and 
helping to protect the American economy from illicit commercial enterprises. This includes 
helping to protect American businesses from theft of intellectual property and unfair trade 
practices, enforcing trade laws related to admissibility, and protecting the American public from 
health and public safety threats. 

DHS components work to secure modes of transportation and their crews. TSA works with 
domestic and foreign airlines, as well as aircraft manufacturers, to ensure the integrity of aircraft 
and air crews, and works with the air cargo supply chain to ensure the integrity of cargo 
transported on passenger aircraft. USCG regulates vessel owners and operators and conducts 
regular inspections for safety and security purposes. CBP works with shippers to ensure the 
integrity of international shipments and cargo containers and vets crew members of vessels and 
passenger ships. 

DHS also plays an important role in managing the risk of people and goods in transit to the 
United States. DHS maintains databases of information consistent with privacy, civil rights, and 
civil liberties safeguards, enforcing security standards for travel documents, and detecting the use 


14 


10:1 4 Nov 08, 2011 Jkt 58402 PO 00000 Frm 000232 Fmt 06601 Sfmt 06601 P:\DOCS\58402.TXT SAFFAIRS PsN: PAT 



229 


of fraudulent documents in order to identify terrorists, criminals, and other risks. Through the 
Secure Flight program, DHS will ensure consistency in the vetting of domestic and international 
passengers against terrorist databases. Through resources such as the National Targeting Center, 
DHS screens people, goods, and conveyances bound for the United States through air, land, and 
sea routes, and provides information to agents and officials on the ground to intercept known and 
suspected threats. DHS also posts officers to foreign ports and works eollaboratively with 
foreign countries, port operators, and shipping companies to screen cargo, investigate visa 
applications, and collaborate on aviation security. While the Department of State adjudicates 
and issues visas abroad, DHS — primarily through its visa security units — works closely with the 
Department of State in many countries where applicants present the highest threat in order to 
reduce the risk of terrorist or transnational criminals receiving a visa. 

Through an automated risk assessment process, CBP screens 100 percent of all arriving cargo 
using advanced manifest data. Shipments posing a potential risk are identified prior to departure 
for maritime cargo, and prior to arrival into the U.S. port of entry for air and land cargo. 

Maritime cargo identified as high risk may be examined overseas, as part of the Container 
Security Initiative, which is in operation at 58 seaports worldwide, representing over 80 percent 
of the maritime cargo destined for the U.S. worldwide. At U.S. ports of entry, CBP uses 
radiation portal monitors to scan arriving cargo for radiation. Currently, 100 percent of the cargo 
and vehicle traffic at our land ports of entry and 99.3 percent of containerized maritime cargo at 
our seaports are scanned. TSA will implement 100 percent screening of air cargo on passenger 
aircraft traveling point-to-point domestically and departing from the U.S. for foreign destinations 
by August 2010, and is working with the international air cargo community to increase screening 
of air cargo on inbound international passenger aircraft. 

As an interrelated function with respect to lawful trade, the Department, through CBP, also 
proactively facilitates trade and collects over $34 billion in customs revenue each year for the 
United States treasury. 

Disrupting and Dismantling Transnational Criminal and Terrorist Organizations 

DHS is the Federal government’s largest law enforcement department. CBP and ICE have broad 
investigatory and enforcement authorities that cover not only immigration violations but also a 
wide range of border-related crime, including violations of U.S. customs, import, and export 
control laws. ICE investigates violations of over 400 statutes that protect the U.S. against the 
unlawful entry and export of people, goods, and monetary instruments. ICE works closely with 
other DHS law enforcement agencies, such as CBP, TSA, and USSS, as well as with other 
Federal law enforcement agencies, such as the FBI, the Drug Enforcement Administration, the 
Bureau of Alcohol, Tobacco, Firearms, and Explosives, and the U.S. Postal Inspection Service to 
investigate transnational criminal organizations that engage in smuggling and trafficking across 
the U.S. border. Human smuggling and trafficking, child sex tourism, counter proliferation, 
financial, intellectual property, weapons trafficking, and narcotics investigations are among 
ICE’S top investigative priorities. DHS conducts investigations through its Border Enforcement 
Security Taskforces (BESTs) and Integrated Border Enforcement Teams (IBETs) that combine 
CBP and ICE agents and officers with Federal, State, local, tribal, and territorial law enforcement 
partners, as well as international partners, to interdict illegal drug trafficking, detect and disrupt 
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illicit pathways used by transnational criminal and terrorist organizations, and arrest foreign 
nationals attempting to enter the United States illegally. 

Initiatives and Enhancements 

The QHSR and BUR analyses presented several opportunities for improvement. While effective 
mechanisms exist for interagency and intra-Departmental operational and intelligence 
coordination, we must learn from the successes of Joint interagency Task Force-South (JIATF- 
South) and other similar constructs to further integrate and enhance domain awareness across our 
efforts to secure the border and expedite lawful travel and trade. Our investigations portfolio 
focused on transnational criminal and terrorist organizations must reflect our priorities and adopt 
a more proactive posture. We must do more to directly support key international partners in their 
efforts, both with respect to training and technical assistance, and direct coordination, 
information sharing, and joint risk assessments. 

Therefore, in order to strengthen efforts to secure and manage our borders, the Department will 
seek to expand joint operations and intelligence capabilities, including enhanced domain 
awareness, prioritize immigration and customs investigations on the security of global trade and 
travel systems, enhance the security of global trade and travel systems, expand DUS 
international border integrity and customs enforcement security assistance, and work closely 
with the governments of Canada and Mexico to enhance North American security. 

• Expand Joint operations and intelligence capabilities, including enhanced domain 
awareness. DUS will unify the uses of technology, surveillance capabilities, and related 
resources across air, land, and maritime domains, with an increased emphasis on data 
collection, data processing, and integrating sensors across domains, DUS will harmonize 
operations and intelligence — utilizing concepts and structures modeled after JIATF- 
South, as appropriate — for the geographical approaches not covered by JIATF-South, 
such as the southwest border, as well as for arrivals of people and goods into the United 
States. Working with its partners, including the Department of Justice and the Office of 
National Drug Control Policy, DHS also will build upon the successful models 
established as part of our interagency counternarcotics infrastructure — including the Air 
and Marine Operations Center, the El Paso Intelligence Center, and other DFIS and U.S. 
government operations centers — to apply those models more broadly to the spectrum of 
homeland security challenges across the air, land, and maritime domains. Finally, DUS 
will establish and coordinate cross-domain operational threat analysis and response 
protocols in order to ensure greater effectiveness of interagency and intergovernmental 
response to threats across air, land, and maritime domains. 

• Prioritize immigration and customs investigations on the security of global trade and 
travel systems. DHS law enforcement agencies have substantial authorities to disrupt and 
dismantle transnational criminal and terrorist organizations that seek to exploit lawful 
trade and travel systems and establish illicit pathways for the movement of people and 
goods. DHS will strategically prioritize investigations to focus proactively on security of 
the global trade and travel system that directly affect immigration and customs activity 
across U.S. borders. Priorities within this proactive investigative portfolio will include 
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human smuggling and trafficking, child sex tourism, counter proliferation, financial, 
intellectual property, weapons trafficking, and narcotics investigations. 

• Enhance the security and resilience of global trade and travel systems. As described in 
the QHSR Report, securing and managing our borders is about more than the physical 
border environment. We must enable the secure, lawful flow of people and goods into 
and out of the United States. To that end, DHS will continue the development and 
implementation of trusted traveler and trusted shipper programs in order to increase our 
knowledge of people and goods that pose low risk traveling or transiting in global trade 
and travel systems. DHS will also enhance the sophistication of its information sharing 
architecture in order to evaluate the risk posed by people and goods in transit while 
safeguarding privacy, civil rights, and civil liberties. Trusted traveler and shipper 
programs and a more sophisticated infonnation sharing architecture will allow DHS and 
its partners to focus information collection, targeting, and interdiction efforts on people 
and goods known or believed to pose high risk to the United States. To support these 
efforts, we will strengthen international information sharing agreements regarding 
criminals, terrorists, and individuals with suspected tics to terrorists and collaborate with 
the Department of State to institutionalize enhanced visa security programs at high-risk 
visa adjudication posts. 

• Strengthen and expand DHS-related security assistance internationally (e.g. border 
integrity and customs enforcement security assistance) consistent with U.S. government 
.security, trade promotion, international travel, and foreign assistance objectives. Our 
national security depends on the ability of foreign governments to effectively combat 
terrorism and other threats within their own borders. DHS has substantial capability and 
capacity to help implement assistance and training to foreign governments in areas such 
as biometrics, document fraud, aviation security, port and maritime security, cargo 
security, bulk cash smuggling, customs enforcement, and human smuggling and 
trafficking. The U.S. government, through the Departments of State and Defense, 
provides security assistance and foreign assistance to legitimate members and 
representatives of foreign security forces and civilian institutions. This includes 
providing resources to institutions related to homeland security in foreign countries — 
including land and maritime border integrity and customs enforcement functions. DHS 
believes that training and technical assistance for international security partners in the 
areas of border integrity and customs enforcement must be increased. DHS also supports 
the strengthening of security to facilitate travel and commerce for legitimate travelers and 
goods. DHS will work in consultation and coordination with the Departments and State 
and Defense, as well as with Congress, to ensure adequate resources to support these 
purposes. DHS will also coordinate a proposal with the Department of Defense (DOD) 
to post DHS liaison officers in each of the DOD geographic commands to coordinate and 
integrate homeland security-related assistance funding aims. Finally, DHS will explore 
the expansion of additional international partnerships for homeland security-related 
activities as appropriate, in consultation and coordination with the Department of State 
and, where appropriate, DOD, including current activities such as visa security and 
international law enforcement training. 
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• Enhance North American security. Our efforts to secure and manage our borders will be 
most effective when we work collectively with our North American partners, Canada and 
Mexico. To that end, DHS will enhance information sharing with Federal, State, local, 
tribal, nongovernmental, private sector, and international partners along the Northern and 
Southern borders. DHS will also foster cross-border threat and risk assessments and 
enhanced coordination and cooperation on securing the transnational flow of people and 
goods through expanding joint efforts and shared resources. 

Our efforts to strengthen DHS intelligence and information sharing capabilities described above 
in the “Preventing Terrorism and Enhancing Security” section will also assist these efforts. 

C. Enforcing and Administering Our Immigration Laws 

Current Authorities 

Pursuant to the Homeland Security Act, the Secretary of Homeland Security is responsible for 
establishing national immigration enforcement policies and priorities and administering the 
lawful immigration system, including establishing and administering rules governing the 
granting of visas, refugee, and asylum or other forms of permission to enter the United States. 
The Immigration and Nationality Act of 1952, as amended (INA), provides the Secretary with 
authority to admini.ster the immigration laws of the United Slates as well as authority to arrest, 
detain, prosecute, and remove unauthorized foreign nationals present in the United States, 
especially those identified as criminals, fugitives, and otherwise dangerous. The INA confers 
authority to investigate civil and criminal violations of immigration laws, including human 
smuggling and fraud investigations. 

Overview of the DHS Role 

Smart and effective enforcement and administration of U.S. immigration laws allows the 
government to facilitate lawful immigration while identifying and removing those who violate 
our laws. Enforcing and administering our immigration laws depends on (1) strengthening and 
effectively administering our immigration system; and (2) preventing unlawful immigration. 

Strengthening and Effectively Administering the Immigration Services System 

As noted above, the Homeland Security Act of 2002 vests the Secretary of Homeland Security 
with the authority to set immigration and visa policy and administer the immigration system, 
with the INA serving as the basic immigration law of the United States, DHS works with other 
Federal departments and agencies in discharging these responsibilities, including the 
Departments of State, Justice, and Labor. 

Multiple components within DHS share responsibility for executing immigration and visa policy. 
CBP, ICE, and U.S, Citizenship and Immigration Services (USCIS), along with USCG, the US- 
VISIT program within NPPD, and other organizational elements execute these responsibilities. 
Strengthening and effectively administering immigration services and adjudicative decisions — 
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whether they include determinations of eligibility, admissibility, or removability — requires 
collaborative efforts by all partners. 

DHS, through USCIS, provides immigration and naturalization benefits, as well as asylum and 
other services to immigrants. The Citizenship and Immigration Services Ombudsman in DUS 
headquarters works to improve the delivery of immigration and citizenship services and assists 
the public in resolving difficult cases. 

USCIS plays the principal role in adjudicating immigrant and nonimmigrant visa petitions, 
applications for adjustment of status, and requests for extensions of stay for tourists, students, 
business visitors, and other visitors, in addition, USCIS adjudicates applications for asylum and 
refugee status, petitions for intercountry adoption, and administers immigration benefits for other 
vulnerable populations such as victims of human trafficking, violent crimes, armed conflict, 
environmental disaster, and domestic violence. Effective administration of the immigration 
system depends on ensuring that immigration decisions are fair, lawful, and sound. In addition, 
the Department works with communities, other Federal departments and agencies, and 
nongovernmental organizations to promote the integration of lawful immigrants into American 
society, USCIS works with the Departments of Health and Human Services, Labor, State, and 
Housing and Urban Development on issues with overlapping jurisdiction. 

Preventing Unlawful Immigration 


In addition to administering the immigration system, DHS plays the lead role in preventing 
unlawful immigration. These activities include DHS’s efforts to effectively secure U.S. air, land, 
and sea borders (discussed above), while removing foreign nationals who pose national security- 
related and other threats to the United States, or who are otherwise in the United States illegally. 

ICE, working with USCIS and CBP, also plays a key role in preventing unlawful immigration 
through its investigative, intelligence, deterrence, and enforcement functions. But because 
barriers, screening, and enforcement operations alone cannot completely stop illegal 
immigration, systematic efforts to reduce the jobs magnet are necessary. Employers continue to 
hire workers who are not authorized to work — some knowingly and others unknowingly — 
because workers present fraudulent documents. Recent technological advances have improved 
identification of fraudulent documents and provide employers with tools to verify the work 
authorization status of newly hired employees. 

DHS works to reduce demand for illegal immigrants by conducting inspections, audits, and 
investigations of employers who hire illegal immigrants and administers tools such as E-Verify 
and the Systematic Alien Verification for Entitlements (SAVE) system to facilitate compliance 
with immigration laws. The Department also works to eliminate systemic vulnerabilities by 
combating fraudulent applications for immigration services and by investigating fraudulent use 
of immigration documents to obtain other benefits or government services. 

DHS works to prevent illegal entry by partnering with the Department of State both domestically 
and overseas to ensure that visas to enter the United States are not granted to foreign nationals 
who pose a threat to public safety or national security. These efforts complement U.S. border 
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security efforts that prevent illegal entry both at and between ports of entry, described in the 
above section. DHS also works closely with the Departments of Justice and State as well as 
foreign governments and nongovernmental partner entities to share information used to combat 
alien smuggling and human trafficking. 

Finally, ICE administers the detention and removal system by which foreign nationals found to 
be national security or public safety threats, criminals, or otherwise unlawfully present in the 
United States are arrested, detained, and removed from the United States. The Department 
works with the Department of Justice to ensure timely hearing of immigration cases and appeals, 
and with the JTTF with respect to foreign nationals who pose a national security threat. 

Although immigration enforcement is constitutionally vested with the Federal government, DHS 
partners with State, local, tribal, and territorial law enforcement officers through the Secure 
Communities program to assist in identifying criminal foreign nationals and foreign nationals 
posing national security threats who are incarcerated. In addition, under the INA’s Section 
287(g) program, State, local, tribal, and territorial law enforcement agencies are granted limited 
authority, under Federal supervision and monitoring, to enforce Federal immigration laws. 

Initiatives and Enhancements 

The QHSR and BUR analyses make clear that achieving success in enforcing and administering 
our immigration laws will demand enhanced policies, targeted enforcement, and improved 
management of the system. Comprehensive legislative reform remains a fundamental necessity. 
We must continue to move beyond a paper-based application process and seek ways to 
standardize services, policies, and implementation throughout the system. Our ability to quickly 
analyze information, identify high-risk cases, and focus on fraud and national security concerns 
must continue to improve. We must continue to improve E-verify and find ways to promote and 
incentivize voluntary employer compliance. We must address fundamental issues related to our 
detention and removal efforts and build the detention system commensurate with the risk. 
Finally, new Americans need greater opportunities to become full members of their 
communities. 

Based on DHS’ responsibilities in this area, DHS will pursue comprehensive immigration 
reform, improve DHS immigration services processes, focus on fraud detection and national 
security vetting, target egregious employers who knowingly exploit illegal workers, dismantle 
human smuggling organizations, improve the detention and removal process and emphasize 
Secure Communities and efforts to identify and deport criminal aliens, ensure the integration of 
our newest Americans so that they become fully vested members of our Nation, and build and 
maintain a model detention system. 

• Comprehensive immigration reform. Effective enforcement and administration of our 
immigration laws can best be built on comprehensive legislative reform that: (1) bolsters 
border security and interior enforcement; (2) mandates a nationwide employment 
verification program to stem the demand for illegal immigration and hold employers 
accountable for hiring unauthorized workers; (3) provides a mechanism to help clear 
family and employment visa backlogs; (4) recasts the legal migration provisions to better 
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match the needs of the twenty-first century, for both high-skiil and iow-skill workers; and 
(5) carefully crafts a tough but fair program under which illegal immigrants will register, 
record biometrics, pass a criminal background check, pay any back taxes, pay a fine, 
learn English, and in return, be allowed to remain legally in the country and earn the 
opportunity for lawful permanent residence. Working closely with interagency partners 
and Congress, and in ongoing dialogue with external stakeholders from across the 
country, DHS will continue to develop and advance comprehensive immigration reform 
legislation. 

• Improve DHS immigration services processes. Effective administration of the 
immigration system depends on fair, user-friendly processes and the identification and 
correction of vulnerabilities in real time. DHS will expedite the transformation of the 
immigration services system from a paper-based to an electronic-based application 
process. The Department will also ensure the standardization of immigration services 
policies and implementation across regions, offices, and agencies where applicable, DHS 
will also explore restructuring funding for USCIS to address variability in demand, 

• Focus on fraud detection and national security vetting. DHS immigration authorities are 
powerful tools used against terrorists and other foreign nationals posing national security 
threats. DHS wilt improve its ability to analyze information, especially in identifying 
high risk cases, to better address fraud and national security concerns. DHS will 
strategically prioritize and manage investigations of interior immigration violations and 
visa overstays to target and remove criminal aliens and foreign nationals who pose a 
threat to national security, and increase intelligence relating to analysis of entry, exit, and 
stay information. 

• Target egregious employers who knowingly exploit illegal workers. Preventing unlawful 
immigration depends in part on reducing the demand for illegal labor. DHS will seek 
legislative authority to increase civil and criminal penalties for employers who knowingly 
employ illegal aliens. Enhancing and expanding the E-Verify system is a critical 
component of ensuring a legal workforce. Additional work is underway to improve the 
accuracy of the system, combat identity fraud, address employer misuse, ensure that 
employees understand their rights, and allow employees to correct government records. 
While implementing E-Verify improvements and enhancing efforts to promote voluntary 
employer compliance, DHS will focus worksite enforcement on egregious employers 
who knowingly exploit illegal labor and critical infrastructure sites, 

• Dismantle human smuggling organizations. Illegal immigration is facilitated by 
transnational criminal organizations that smuggle aliens internationally, across U.S, 
borders and within the interior of the country. DHS will enhance efforts to conduct 
investigations to dismantle these criminal organizations and will work with the 
Department of Justice to ensure successful prosecution of their leadership and forfeiture 
of their profits and other non-monetary assets or infrastructure. DHS will also work with 
the Department of Health and Human Services and other partners to implement best 
practices for processing undocumented, unaccompanied alien children who present 
themselves at the border. 
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• Improve the detention and removal process. As described above, DHS administers the 
detention and removal process through ICE in partnership with the Department of Justice. 
To improve the efficiency of this process, particularly as applied to criminal and other 
dangerous foreign nationals, DHS will increase non-investigatory law enforcement 
staffing for detention and removal operations to focus law enforcement on criminal 
investigations. DHS will continue to institutionalize the Secure Communities program to 
ensure enforcement resources are targeted based on risk, ensuring that criminal aliens are 
identified and processed efficiently for removal. DHS will also expand the Criminal 
Alien Program (CAP) at State, local, tribal, and territorial detention facilities to increase 
the number of criminal aliens who have removal orders by the time they complete their 
criminal sentence, removing the burden in detaining these aliens beyond their criminal 
sentences while awaiting removal orders. DHS will also seek to strengthen staffing at 
existing CAP sites, equip additional sites, and will work with DOJ to ensure that State, 
local, tribal, and territorial receipt of Federal detention funding is tied to participation in 
the Secure Communities (also known as a Comprehensive Plan to Identify and Remove 
Criminal Aliens (CIRCA)) and CAP programs. 

• Work with new Americans so that they fully transition to the rights and responsibilities of 
citizenship. Effective integration of lawful immigrants supports an America where all 
individuals are .secure in their rights, can exercise their civil liberties, and have 
opportunities to become full participants in their communities. Promoting integration 
also fosters a resilient public resistant to the enticements of extremism. DHS, with our 
interagency partners and stakeholders, will develop strategies that help new citizens 
integrate and assist eligible immigrants with naturalization. This includes core programs 
already underway in the public and nonprofit sectors, such as those provided by the 
Departments of Education and Health and Human Services. DHS will also increase its 
efforts to encourage legal permanent residents to become naturalized American citizens. 

• Maintain a model detention system commensurate with risk. DHS will operate its 
detention system to ensure that the level of detention is commensurate with the risk posed 
by the detainees in its custody. Together with its partners and stakeholders, DHS will 
revise national standards for detainee care and treatment, including the treatment of 
families, minors, and those needing continuing medical treatment, ensure that detention 
facilities housing immigration detainees meet or exceed these standards, and cancel the 
contracts at facilities that receive deficient ratings. DHS will also take other steps in the 
near and long term to materially improve the immigration detention system. Those steps 
include: reducing the number of facilities DHS uses, issuing requests for proposals for 
new facilities commensurate with the risk posed by detainees, developing a detainee 
locator system to maximize communication between detainees and their families, 
strengthening the system that monitors the conditions within detention facilities, and 
ensuring the detainee health care system provides detainees with adequate and timely 
access to necessary care. DHS will also support increased funding for Alternatives to 
Detention (ATD), 
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As noted above, pursuant to the Homeland Security Act of 2002, the Secretary of Homeland 
Security is responsible for coordinating overall efforts to manage risk to critical infrastructure 
and key resources, including enhancing non-Federal cybersecurity. Homeland Security 
Presidential Directive 23, Cybersecurity Policy, provides that the Secretary shall lead the 
national effort to protect, defend, and reduce vulnerabilities of Federal systems (excluding 
civilian national security systems), and shall provide consolidated intrusion detection, incident 
analysis, and cyber response capabilities to protect Federal agencies’ external access points. The 
May 2009 Cyberspace Policy Review outlined specific cybersecurity responsibilities to DHS. 
Additionally, the U.S. Secret Service is authorized by law to prevent, detect, and investigate 
electronic financial crimes, working closely with state and local law enforcement. The support 
for the Department’s cybersecurity efforts is also embedded in the missions of Intelligence and 
Analysis, Science and Technology, and other offices and components. 

Overview of the DHS Role 

Cyber infrastructure forms the backbone of the Nation’s economy and connects every aspect of 
our way of life. While the cyber environment offers the potential for rapid technological 
advancement and economic growth, a range of malicious actors seek to exploit cyberspace for 
dangerous or harmful purposes, disrupt communications or other services, and attack the 
Nation’s infrastructure through cyberspace. We must secure the system of networks and 
information while promoting economic growth, protecting privacy, and sustaining civil rights 
and civil liberties. 

Creating a Safe, Secure, and Resilient Cyber Environment 

DHS leads the national effort to protect civilian government computer systems, in cooperation 
with the Office of Management and Budget (OMB) and the National Institute of Standards and 
Technology (NIST). DHS also works with industry to defend privately-owned and operated 
critical infrastructure and with State, local, tribal, and territorial governments to secure their 
systems. 

To protect against current threats, DHS has the primary responsibility for working with civilian 
agencies and cyber centers across the Federal government, with State, local, tribal, and territorial 
governments, and with the private sector, to share information and collaborate to enable 
understanding of the threat, provide indications and warnings, and create common situational 
awareness utilizing and strengthening the public private partnership model established under the 
National Infrastructure Protection Plan. DHS collects and analyzes a wide variety of 
information regarding current and emerging cybersecurity threats and threat actors, and 
disseminates products to help improve the defensive posture of Federal agencies. DHS operates 
the National Cybersecurity and Communications Integration Center, which receives and analyzes 
reports of cyber incidents on Federal agency networks and provides w'arnings to Federal 
agencies. State, local, tribal, and territorial governments, and critical infrastructure owners and 
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operators. DHS also operates the National Cyber Security Center, which promotes coordination 
and common situational awareness across Federal cybersecurity operations centers. Working 
through the councils of the National Infrastructure Protection Plan’s Sector Partnership, other 
Critical Infrastructure Partnerships and their unified public-private Infonnation Sharing 
Environment, DHS, other Federal agencies, and State, local, tribal, and territorial governments, 
collaborate and share cybersecurity information with critical infrastructure owners and operators, 
to enhance understanding of the threat, situational awareness, prevention, and incident response. 
DHS also maintains an area of focus on the security of control systems, which manage the basic 
functions of significant elements of our infrastructure, in order to further resilience. 

Similarly, DHS has the responsibility to support cyber risk management and reduction in the 
Federal civilian (excluding civilian national security systems) and State, local, tribal, and 
territorial government domains as well as in the private sector, to support their efforts to protect 
information systems, networks, personal and sensitive data, and to make systems and networks 
more resilient. Through the Trusted Internet Connection, EINSTEIN, and other programs, DHS 
is strengthening the defenses of Federal agency networks and enhancing protection of privacy by 
reducing their exposure to attacks, setting standards for security and network operations centers, 
and deploying intrusion sensors to detect and prevent attacks. In cooperation with the 
Department of Commerce and OMB, DHS develops and issues advisories and best practices to 
Federal agencies, helping to ensure that known vulnerabilities are addressed quickly and that 
preparations are made to mitigate emerging threats. Going forward, DHS will continue to 
support Federal civilian agencies and the private sector in meeting national and homeland 
security-related cybersecurity requirements — derived from standards, policy, and an 
understanding of the threat and necessary responses. 

DHS is responsible for creating and maintaining a robust public-private cyber incident response 
capability to manage cyber incidents from identification to resolution in a rapid and replicable 
manner with prompt and appropriate action. DHS is responsible for coordinating effective 
response by Federal civilian agencies — as well as military and intelligence agencies as 
appropriate — and where necessary, directing appropriate mitigation; DHS also supports and 
coordinates with the private sector to enhance its response. To serve many of these purposes, 
DHS maintains the United States Computer Emergency Readiness Team (US-CERT), which is 
charged with providing response support and defense against cyber intrusions and attacks for 
Federal civilian networks (excluding civilian national security systems) as well as information 
sharing and collaboration with State, local, tribal, and territorial governments, industry, and 
international partners. US-CERT interacts with Federal agencies, industry, the research 
community, State, local, tribal, and territorial governments, and others to disseminate reasoned 
and actionable cybersecurity information to the public. US-CERT also provides a way for 
citizens, businesses, and other institutions to communicate and coordinate directly with the 
United States government about cybersecurity. DHS works closely with civilian, military, law 
enforcement, and intelligence agencies to ensure an integrated and holistic response. 

DHS shares responsibility with other government agencies to prevent cyber crime and other 
malicious uses of cyberspace, by di.srupting criminal organizations and other bad actors engaged 
in high-consequence or wide-scale cyber crime. DHS law enforcement components — 
particularly USSS and ICE — play key roles in investigating, disrupting, and deterring homeland 
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security-related cyber crime, specifically, high-consequence or wide-scale crimes committed in 
cyberspace or against cyber networks, particularly in the financial, child exploitation, and 
intellectual property arenas, respectively, working closely with other Federal agencies and Stale, 
local, tribal, territorial, and international partners to disrupt criminal activity affecting U.S. 
assets. USSS has established a network of 29 domestic and international Electronic Crimes Task 
Forces (ECTF) to combine the resources of academia, the private sector, and Federal, State, 
local, tribal, and territorial law enforcement agencies to combat computer-based threats to U.S. 
financial systems and critical infrastructure — a capability that has allowed ECTFs to identify and 
address potential cyber vulnerabilities before criminals exploit them. ICE’s Cyber Crimes 
Center investigates cyber crimes involving cross-border criminal activity, including child 
exploitation, identity, document, and benefit fraud, thefts of intellectual property, money 
laundering, commercial fraud, counterproliferation, and other cross-border criminal schemes. 

In its efforts to promote cybersecurity, DUS benefits from the work of its Privacy Office and its 
Office for Civil Rights and Civil Liberties. For example, the Privacy Office has conducted, and 
made available to the public, reviews of the EINSTEIN program. Likewise, the Privacy Office 
has conducted a classified Privacy Impact Assessment of the exercise involving enhanced 
capabilities for the EINSTEIN program and information-sharing with the National Security 
Agency, and has made available to the public an unclassified version of that a,ssessment in 
furtherance of the DHS commitment to transparency. Through the continuing work of these 
offices, DHS will ensure that the initiatives it undertakes to promote cybersecurity will protect 
privacy, civil rights, and civil liberties. 

Promoting Cvbersecuritv Knowledge and Innovation 

To protect against future threats, and to create a more secure cyber “ecosystem,” DHS works 
broadly to raise awareness, build knowledge, drive innovation, and create the technical and 
governance foundation of stronger network security. DHS will also lead the Administration's 
National Cybersecurity Public Awareness Campaign, and is working with other Federal 
departments and agencies to build the cyber workforce of the future. 

DHS plays a key role in supporting innovation by sponsoring technical and other research in the 
public and private sectors. Perhaps most important, as part of DHS’ responsibility to enhance 
the protection of critical infrastructure, including the government, DHS is driving efforts to make 
the cyber ecosystem more secure by building standards and governance solutions that meet 
national and homeland security requirements. This includes automation of security to facilitate 
real-time response, interoperability to support security cooperation across sectors, and privacy- 
enhancing authentication so we can effectively protect our systems, 

DHS, in partnership with the private sector. State, local, tribal, and territorial governments, and 
Federal agencies such as the Departments of Defense and Commerce, also encourages the 
enhancement of the security and integrity of the hardware, software, services, and architecture 
that will constitute a fundamentally more secure cyber ecosystem. DHS also supports research 
and development of emerging cybersecurity products and processes, working closely with 
industry and academia to bring promising new technology and techniques to increase the 
Nation’s cybersecurity. 
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Initiatives and Enhancements 

Given DHS’s broad responsibility for Federal civilian (excluding civilian national security 
systems) and private sector networks and the priorities outlined in the QHSR, DHS’s 
cybersecurity activities must be consolidated, coordinated, and strong. The line between 
physical and cyber critical infrastructure continues to blur, creating synergies across these 
activities that must be accounted for when considering our organizational and operational 
posture. Cybersecurity authorities across the Federal government have in many cases adapted 
well to a more networked world, but w'ork remains to ensure clear lines of authority and mission. 
Adversaries continue to shift and refine tactics to penetrate our networks, placing high demand 
on our ability to anticipate, attribute, and prosecute cyber threats. Finally, though much progress 
has been made, efforts to maintain strong public awareness of the latest tactics and techniques 
and the optimal means of thwarting them must be continuously honed and improved. 

For these reasons, DHS will undertake the following initiatives and enhancements to strengthen 
the Department’s capabilities in cybersecurity — including creating a cybersecurity and 
infrastructure resilience operational component within DHS, strengthening DHS authorities and 
capabilities to protect cyber networks, increasing DHS cyber predictive, investigative, and 
forensic capabilities, and promoting cybersccurity public awareness, 

• Increase the focus and integration of DHS 's operational cybersecurity and infrastructure 
resilience activities. DHS has substantial operational cyber security responsibilities, 
which are inextricably intertwined with its responsibilities to manage all hazards risk to 
critical infrastructure. DHS typically manages its operational responsibilities through 
operating components. However, the majority of DHS’s operational activities relating to 
cyber security and infrastructure protection and resilience are currently administered by 
the NPPD, which is designated as a DHS headquarters element. DHS will focus NPPD’s 
activities on operations and more closely align cyber and critical infrastructure protection 
and resilience efforts, in cooperation with the private sector, to secure cyber networks and 
make critical infrastructure resilient. DHS will examine ways to clarify NPPD’s 
increasingly operational role as opposed to other elements of the DHS headquarters, as 
well as NPPD’s functions not related to cybersecurity or infrastructure protection and 
resilience. 

• Strengthen DHS ability to protect cyber networks. DHS is responsible for the protection 
of Federal networks (the .gov domain), excluding civilian national security systems. 
However, further efforts are needed to effectively fulfill this responsibility. To this end, 
DHS will increase its cybersecurity activities for Federal civilian networks (excluding 
civilian national security systems) to ensure that national cybcrsecurity requirements are 
met, as well as additional resources to develop the capabilities necessary to effectively 
implement those authorities in close collaboration with other departments and agencies. 

In order to keep pace with emerging threats and new technologies, DHS will also seek to 
use new models for developing, acquiring, and disseminating cybersecurity technology, 
including technology leasing arrangements, technical service agreements, and 
development of secondary markets for cybersecurity technology among State, local. 
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tribal, and territorial governments. Finally, DHS' effort to “design-in” greater resilience 
for critical infrastructure to ensure national security requirements are met will include a 
cybersecurity focus. 

• Increase DHS predictive, investigative, and forensic capabilities for cyber intrusions and 
attacks. The ability to predict the emergence of new cyber threats will help mitigate the 
effects of such threats. Likewise, the ability to determine the source of a cyber attack, 
intrusion, or disruption both increases the likelihood of a successful prosecution of the 
attacker and creates a powerful deterrent effect against both state and non-state actors. 

To that end, DHS will build a new predictive analytic capability that will work closely 
with the law enforcement and intelligence communities and the private sector to improve 
the identification of cyber adversaries, establish and advance deterrence strategies, and 
promote a more accurate understanding of emerging cyber threats. To meet these goals, 
DHS will enhance its efforts to recruit and develop an expanded cyber intelligence and 
analysis team. DHS will also expand and prioritize investigative activities targeted at 
high-consequence or wide-scale cyber attacks, intrusions, and disruptions, and associated 
transborder cybersecurity-related crime, in cooperation with other law enforcement 
agencies through the National Cyber Investigative Joint Task Force. DHS will establish 
reliable mechanisms to categorize, store, and retrieve relevant cyber information from 
DHS databases, consistent with protection of privacy, civil rights, and civil liberties. 
Finally, DHS will develop and implement a robust process to share finished cyber 
intelligence products and other information in a timely fashion within DHS and with our 
Federal, State, local, tribal, territorial, and private sector partners. 

• Promote cyhersecurity public awareness. As the President's Cyberspace Policy Review 
found, people cannot value security without first understanding how much is at risk. 
Therefore, DHS will enhance its own cybersecurity awareness program and continue to 
lead the national cybersecurity public awareness campaign aimed at individual users of 
the Internet, as part of the Administration’s National Initiative for Cybersecurity 
Education. This campaign will empower and support citizens and organizations to use 
the Internet securely and safely, protecting themselves and the cyber infrastructure. 

E. Ensuring Resilience to Disasters 

Current A uthorities 

DHS’s role in ensuring resilience to disasters is .shaped primarily by the Robert T. Stafford 
Disaster Relief and Emergency Assistance Act (Stafford Act), the Post Katrina Emergency 
Management Reform Act (PKEMRA), and other Executive Orders and Congressional mandates. 
The Homeland Security Act of 2002 identifies as primary mission of the Department the 
responsibility to act as a focal point regarding natural and manmade crises and emergency 
planning. Under Title V of the Homeland Security Act, as amended by PKEMRA, the Secretary 
of Homeland Security, through the FEMA Administrator, is responsible for leading the Nation’s 
efforts to prepare for, protect against, respond to, recover from, and mitigate against the risk of 
natural disasters, acts of terrorism, and other man-made disasters, including catastrophic 
incidents. The Stafford Act is the Nation’s primary authority for all-hazards emergency 
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management; the FEMA Administrator exercises a variety of authorities under the Stafford Act 
on behalf of the President and the Secretary of Homeland Security. Homeland Security 
Presidential Directives 5, 8, and 20 make the Secretary of Homeland Security responsible for 
domestic incident management and national preparedness, and national continuity operations and 
activities, respectively; these functions are largely carried out by FEMA, Statutes such as the 
National Flood Insurance Act of 1968, the Earthquake Hazards Reduction Act of 1977, and the 
National Dam Safety Program Act vest FEMA with significant hazard mitigation authorities. 

The Implementing the Recommendations of the 9/1 1 Commission Act of 2007 codify several of 
the Department’s preparedness grant programs. The Federal Fire Prevention and Control Act of 
1974 vests FEMA with a variety of fire prevention, preparedness, and response authorities. 
Further, the Ports and Waterway Safety Act of 1972, amended by the Port and Tanker Safety Act 
of 1 978, authorizes the USCG to establish requirements for vessels and other port safety 
controls, to minimize threats to the safety and security of U.S. citizens, facilities, vessels, 
national assets, and the environment. The Comprehensive Environmental Response, 
Compensation, and Liability Act, the Superfund Act, and the Oil Pollution Act of 1990 establish 
broad Federal authority to respond to releases or substantial threats of releases of oil and 
hazardous substances; these authorities are executed by the U.S. Coast Guard in conjunction with 
the Environmental Protection Agency. 

Overview of the DHS Role 

Ensuring domestic resilience to disasters is grounded in the four fundamental elements of 
emergency management: mitigating hazards, increasing our Nation’s preparedness, effectively 
responding to emergencies, and supporting community recovery. The QHSR also highlighted 
the overarching importance of resilience to the Nation’s ability to withstand and recover from 
disasters. To that end, DHS will foster an approach to disaster management nationally that is 
built upon a foundation of proactive engagement at the community level that builds community 
resilience and supports local emergency management needs. 

During domestic disasters, the Department’s role, largely executed through FEMA, is principally 
one of coordinator, working closely with our State, local, tribal, and territorial partners, as well 
as nongovernmental organizations and the private sector, to enhance preparedness, build and 
sustain capabilities, and act as an aggregator of resources from across the Federal government. 
DHS, through FEMA, also has specific direct responsibilities, including disaster response and 
field coordination, disaster logistics, individual and public assistance programs, as well as the 
lead coordinating role for national continuity programs. DHS maintains significant first 
responder and coordination capabilities for disasters in the maritime domain through USCG with 
its broad Captain of the Port authority and role as Federal Maritime Security Coordinator and 
Federal On-Scene Coordinator in the coastal zone. USCG provides multi-mission surface, air, 
and shore assets that take action to save lives, minimize damage, and protect the environment. 
DHS, through the National Protection and Programs Directorate, also ensures the resilience of 
critical infrastructure to disasters. 
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Mitiaaling Hazards 

DHS is uniquely positioned not only to support communities during a disaster, but also enable 
State, local, regional, tribal, and territorial partners to take steps that will decrease risk and 
mitigate future hazards before a disaster strikes. DHS works closely with our local and regional 
partners to identify hazards, assess vulnerabilities, and develop strategies to manage the risks 
associated with natural and man-made hazards. The Department works to reduce risk to life and 
property through encouraging land use controls and adoption of building codes, while also 
applying engineering and planning practices in conjunction with advanced technology tools. A 
primary area of focus is reducing flood loss and damage, by ensuring that communities across 
the country have access to affordable flood insurance while also encouraging communities to 
adopt and enforce floodplain management regulations that mitigate the effects of flooding. DHS 
also enhances structural resilience through interrelated stewardship and safety responsibilities, 
particularly in the maritime sector. 

Enhancing Preparedness 

Increasing preparedness is a key responsibility of DHS. This responsibility includes working 
collaboratively to increase the preparedness of our State, local, regional, tribal, and territorial 
partners, as well as nongovernmental organizations, the private sector, and the general public. 
DHS has responsibility for crafting a national preparedness goal and system and building 
preparedness capabilities through planning, training, safety and security standards, technical 
assistance, exercises and credentialing for homeland security partners and stakeholders at all 
levels of government and industry. The primary vehicle for enhancing preparedness at the State, 
local, regional, tribal, and territorial level arc grant programs — notably the State Homeland 
Security Grant Program and Urban Areas Security Initiative — which along with other grant 
programs collectively provide almost $4 billion annually to State, local, regional, tribal, and 
territorial governments. The Department is also the lead in providing guidance and resources to 
aid in building preparedness at the local and regional level by encouraging individuals and 
families, the private sector and community-based organizations to reduce vulnerabilities and 
improve their capacity to withstand disasters through planning, readiness, and capacity-building 
activities. To this end, DHS works closely with local and regional officials and first responders 
encouraging public preparedness activities and awareness campaigns, and works with a number 
of national networks of community based preparedness teams. Federally-administered training 
programs — such as FEMA’s National Domestic Preparedness Consortium, Emergency 
Management Institute, and Center for Domestic Preparedness — also play a critical role in 
developing the knowledge, skills, and abilities of stakeholders in the private sector and at all 
levels of government. DHS. through USCG, establishes and enforces safety and security 
regulations on mariners, vessels, and maritime facilities to ensure all-hazard preparedness. 
Finally, DHS improves catastrophic preparedness through the establishment of shared 
preparedness and response objectives and planning for responding to extreme events. 

Ensuring Effective Disa.ster Response 

DFIS, primarily through FEMA, acts as the Federal coordinator during disaster response, 
supporting State, local, regional, tribal, and territorial governments while working closely with 
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nongovernmental organizations and the private sector to help leverage the resources that they can 
bring to bear. This coordination ensures that our Nation’s emergency response is functioning in 
a comprehensive, unified manner. To meet disaster response requirements, FEMA maintains 
Incident Management Assistance Teams, the National Urban Search and Rescue Response 
System, Mobile Emergency Response Support Detachments, the National Response 
Coordination Center and a network of Regional Response Coordination Centers, disaster 
emergency and interoperable communications capabilities, a robust disaster logistics capability, 
and recovery programs to provide public assistance and individual assistance to affected citizens. 
DHS, through FEMA, also disseminates emergency alert information during an emergency 
through the Integrated Public Alert and Warning System (IPAWS) which is designed to provide 
a multi-faceted dissemination mechanism for alerts beyond traditional audio-only and television 
warnings. The IPAWS program leverages technological advancements in how messages can be 
disseminated as well as how, and on what types of devices, they can be received in the event of 
an emergency. Through USCG, DHS also maintains robust multi-mission first responder assets 
capable of saving lives, protecting property and the environment, and responding to all-hazards 
disasters within the maritime domain. USCG, together with the Environmental Protection 
Agency, coordinates the response to Spills of National Significance under the National 
Contingency Plan for oil and other hazardous materials spills in navigable waterways. 

Supporting Community Recovery 

DHS plays a key role in facilitating community recovery following a disaster. Through FEMA’s 
Public Assistance and Individual Assi.stance programs, DHS is able to support eligible 
reconstruction projects and provide eligible disa.ster survivors with financial support as they 
begin the road to recovery. In conjunction with the Small Business Administration and the 
Departments of Housing and Urban Development, Agriculture, and other Federal agencies, the 
Department also provides State, local, tribal, and territorial governments with access to subject 
matter experts to assist local governments with planning and coordinating the rebuilding efforts. 
In addition, FEMA serves in a key role to ensure government-wide continuity of operations in 
the event of a disaster. USCG “first responder” assets quickly become recovery platforms 
following a maritime disaster and play critical roles in restoring the Maritime Transportation 
System and the flow of commerce through our ports and waterways. USCG and CBP have 
substantial responsibilities for facilitating the restoration of trade following a major disruption 
due to disaster. 

The devastating effects of recent disasters have highlighted the need to reform our national 
approach to long-term recovery. Communities devastated by a disaster, particularly large-scale 
and catastrophic events such as Hurricane Katrina face complex and difficult challenges, 
including restoring economic viability, rebuilding infrastructure and public services, and 
establishing resilience against future hazards. To that end, in September 2009, the President 
directed DHS and the Department of Housing and Urban Development (HUD) to co-chair an 
interagency working group to strengthen long-term disaster recovery at the Federal, State, local, 
tribal, and territorial levels. Following an extensive outreach effort with stakeholders across the 
country, this effort will result in two documents in 2010: a National Disaster Recovery 
Framew'ork (NDRF) and a report to the President with specific recommendations to improve the 
Nation’s capacity for effective long-term recovery. The NDRF, a companion document to the 
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National Response Framework, will outline how community recovery is supported on a national 
level. The report to the President will recommend improvements to the way in which 
government at all levels, the private sector, non-profit organizations, communities, and 
individuals prepare for and recover from a disaster. DHS’s efforts, through FEMA, will include 
a particular focus on enhancing the delivery of recovery support functions for which FEMA is 
directly responsible, such as funding for public infrastructure rebuilding. 

Initiatives and Enhancements 

The QHSR and BUR analyses show that DHS’s responsibilities in disaster resilience require 
enhanced planning, management systems, resilience policies, and the promotion of individual, 
family and community preparedness. Planning for catastrophic disasters must be more 
coordinated and predicated on nationally agreed-upon, risk-based preparedness standards. 

FEMA personnel must be developed to further enhance DHS's ability to lead in emergency 
management. DHS must lead non-governmental sectors in setting infrastructure design 
standards and get expanded authority to regulate high-risk assets. Finally, new mechanisms are 
needed to enhance preparedness at the community, family, and individual levels. 

Therefore, DHS will undertake the following initiatives and enhancements to enhance 
catastrophic disaster preparedness, improve DHS’ ability to lead in emergency management, 
explore opportunities with the private sector to “design-in” greater resilience for critical 
infrastructure, and make individual and family preparedness and critical facility resilience 
inherent in community preparedne.ss. 

• Enhance catastrophic disaster preparedness. Of particular importance to DHS is our 
national preparedness for catastrophic events. National efforts to ensure resilience to 
these events must focus on improving existing catastrophic preparedness. This requires 
close collaboration with all partners to establish shared objectives and capability 
standards at the Federal, State, local, regional, tribal, territorial, nongovernmental, and 
private sector levels. We must engage and integrate the public as part of the solution to 
achieving greater overall catastrophic preparedness. Planning assumptions must address 
risk-based worst case scenarios (maximums of maximums) with resource thresholds that 
are intended to challenge preparedness at all levels of government. These scenarios will 
enable planners to seek innovative, non-traditional solutions to catastrophic events. 
Partnerships in planning for these events will also extend beyond the traditional 
coalitions, that involve Federal, State, local, regional, tribal, territorial, community 
planners, the private sector, and nonprofit organizations. Plans will be supported by 
training, technical assistance and grants, and ultimately be validated through robust 
exercises designed to overload the system so additional capability shortfalls can be 
identified and addres.sed. 

• Improve DHS ' ability to lead in emergency management. To improve overall 
effectiveness in emergency management, FEMA will create a new strategic approach to 
developing the agency’s current workforce, recruiting and hiring the best talent available 
and strengthening skill sets across the workforce in support of FEMA’s core 
responsibilities. DHS will create a career path for employees with emergency 
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management responsibilities, including headquarters positions, field deployments, and 
mobility assignments, and implement both paid and unpaid internship programs to 
develop future emergency managers. FEMA will implement personnel exchanges 
between headquarters and regional offices to enhance employee understanding of 
headquarters and regional perspectives, as well as personnel exchanges between FEMA 
and State governments through the Intergovernmental Personnel Act. DHS will reassess, 
refine, and clarify roles and responsibilities for emergency management through the 
National Response Framework revision process, which will help streamline the delivery 
of effective disaster response. DHS will also promote access to emergency management- 
related information by homeland security partners and stakeholders, in order to promote a 
shared understanding of how risks are prioritized and managed and inform resource 
allocation decisions. Finally, DHS will align FLETC State, local, regional, tribal, and 
territorial law enforcement with training through FEMA’s National Domestic 
Preparedness Consortium, Emergency Management Institute, and Center for Domestic 
Preparedness in order to harmonize curriculums and take advantage of complementary 
learning experiences. DHS will also enhance coordination of existing fellowship 
programs that receive DHS support to ensure coordination and maximize the 
effectiveness and utility of those programs. 

• Explore opportunities with the private sector to “design-in " greater resilience for critical 
infrastructure. Our efforts to reduce vulnerabilities to critical infrastructure and key 
resources must include not only physical protection measures but also inherent resilience. 
It is more efficient and more effective to build in resilience by design than to retrofit for 
resilience once facilities and networks are developed. To that end, DHS will work with 
nongovernmental organizations that .set infrastructure design standards to establish 
commonly-agreed standards for critical infrastructure resilience. DHS will build upon 
the standards adoption authority provided under Title IX of the Implementing the 9/1 1 
Recommendations Act of 2007, and will seek to incorporate design standards for critical 
infrastructure resilience into Federally-administered insurance and re-insurance 
programs. DHS will also examine the need to set security requirements at high-risk 
assets and in high-risk areas as appropriate, and to set standards for security practices in 
critical infrastructure sectors as necessary. Finally, DHS will seek to obtain information 
from the private sector with protections preventing such information from unnecessary 
disclosure, in order to allow DHS to make determinations concerning risk. 

• Make individual and family preparedness and critical facility resilience inherent in 
community preparedness. Preparedness and hazard vulnerability reduction must be 
inherent in communities in the same way that protection and resilience must be built into 
critical infrastructure by design. DHS will work with its Federal, State, local, tribal, 
territorial, nongovernmental, and private sector partners to develop new mechanisms for 
building in preparedness and hazard vulnerability reduction into urban planning, 
community-provided education, and civic organizations. 
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F. Complementary Department Responsibilities and Hybrid Capabilities 

DHS also performs a number of services and functions that are complementary to its homeland 
security mission responsibilities, including marine safety, stewardship, and environmental 
protection and certain categories of law enforcement activities. These services and functions are 
typically performed with hybrid capabilities — assets and resources capable of performing 
multiple missions — which are a hallmark of homeland security. For example, the same assets 
and personnel that patrol our borders, enforce our immigration laws, and respond to major oil 
spills also enforce safety regulations, assist travelers, and safeguard natural resources. These 
complementary activities are critical to fulfilling other national interests, and are often 
intertwined with and mutually supporting of homeland security activities. 

IV. Improving Department Management 

As noted earlier, the integration of all or part of 22 different Federal departments and agencies 
into a unified, integrated Department of Homeland Security continues to represent a significant 
public policy and management challenge. In its seven years of existence, D! IS has taken 
significant steps to create a unified and integrated Department, and the bottom-up review process 
has provided a unique opportunity to examine and improve the way the Department runs itself. 

The DHS Efficiency Review 

To unify the Department, the Secretary launched a major initiative to foster a culture of 
responsibility and fiscal discipline, cut costs, and streamline operations through a series of 
measures that are expected to lead to significant cost avoidances. Since its launch in March 
2009, the DHS Efficiency Review program has implemented nearly two dozen separate 
initiatives to achieve these aims while also promoting greater accountability, transparency, and 
customer satisfaction. The Efficiency Review has led to improvements in how the Department 
manages its resources in several areas, including its physical assets and support of its workforce, 
as well as the day-to-day expenditures required to do business. As part of the Efficiency Review 
and through other channels, DHS has also made improvements in how it supports its workforce. 
An expanded discussion of Efficiency Review initiatives is set forth at Annex C to this report. 

A DHS International Engagement Framework 

The flow of people and goods around the world and across U.S. borders can advance America’s 
interests, but can also create security challenges that are increasingly borderless and 
unconventional. Within this environment, DHS has a core responsibility to ensure the safety, 
security, and resiliency of the United Slates and the global trade and travel systems upon which 
our Nation relies. 

In order to fulfill its full range of missions, DHS must build on U.S. international partnerships to 
enhance our ability to identify vulnerabilities and to understand, investigate, and interdict threats 
at the earliest possible point, ideally before they become manifest, reach our shores, or disrupt 
the critical networks on which we depend. To that end, DHS will be developing a strategic 
framework for DHS international engagement to provide common policy objectives and 
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priorities across the Department, The framework will prioritize the Department’s engagement, 
activities, and footprint abroad, and advance DHS’s ability to meet future challenges around the 
world. This international framework will be consistent with the broad range of U.S. Government 
international priorities and in consultation and coordination with the Department of State and the 
U.S. Chiefs of Mission in foreign countries. 

The DHS international engagement framework will focus on the following areas of emphasis: 

• Increased cooperation with international partners to identify, prevent, deter, investigate, and 
disrupt threats, and manage homeland security risks through dynamic information and 
knowledge sharing and cooperation in joint operations; 

• Enhanced collaboration with international partners to develop norms, standards, and 
regulatory environments that enhance international security activities relating to homeland 
security, including aviation security, maritime security, and global supply chain security; 

• Enhanced collaboration with international partners in technology development and 
evaluation for homeland security applications; and 

• Increased capacity building, training, and technical assistance in partnership with the 
Departments of State and Defense to strengthen weak links in the global systems that move 
people and goods. 

Initiatives and Enhancements 

The QHSR statute required an assessment of the organizational alignment of the Department 
with the national homeland security strategy and homeland security missions set forth in the 
QHSR Report. The BUR included this assessment. The assessment showed that six years since 
its establishment as a Federal department, there remain critical opportunities to enhance 
integration across DHS, including operationally by ensuring clear delineation of headquarters 
and operational components; aligning the multiple regional structures that exist across 
operational components nationally; strengthening training and career paths through emphasis on 
mobility and cross-disciplinary experiences; and enhancing management and functional 
integration. Currently, the Secretary of Homeland Security cannot reorganize DHS in the 
manner envisioned by the Homeland Security Act, thereby severely limiting her ability to 
manage the department through a rapidly evolving security environment. Though much progress 
has been made in adopting a risk management posture and culture across DHS, there remains 
work to be done in carrying out a national risk assessment and further inculcating risk 
management principles and priorities throughout all DHS activities. Lastly, the health and 
resilience of DHS employees must remain an urgent management priority, as should the 
conversion of contractor to government positions. 

At the core of DHS operations are its seven operating components: U.S, Citizenship and 
Immigration Services (USCIS); the U.S Coast Guard (USCG); U.S. Customs and Border 
Protection (CBP); the Federal Emergency Management Agency (FEMA); U.S. Immigration and 
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Customs Enforcement (ICE); U.S. Secret Service (USSS); and the Transportation Security 
Administration (TSA). 

To improve Department management, DUS proposes to restore the Secretary’s reorganization 
authority for DHS headquarters, realign component regional configurations into a single DUS 
regional structure, improve cross-Departmental management and functional integration, 
strengthen DUS intelligence and counterintelligence capabilities, enhance the Department's risk 
management capability, increase coordination within DHS through cross-Departmental training, 
enhance the DHS workforce through more developed career paths, and increased diversity, 
especially at senior levels, and reduce reliance on contractors. 

• Seek restoration of the Secretary 's reorganization authority for DHS headquarters. At 
its founding, DHS was authorized to conduct reorganizations of Department functions 
upon 60 days notice to Congress, with the exception of USSS and USCG. Over time. 
Congress has limited that authority to a point where today the Secretary is restricted from 
using that authority at all. To provide the Secretary with the authority to realign the 
Department’s headquarters to meet new threats and realize greater efficiencies, DHS will 
request that Congress remove current restrictions on the Department’s ability to use its 
authority under Section 872 of the Homeland Security Act of 2002 with respect to its 
headquarters. 

• Realign component regional configurations into a single DHS regional structure. Each 
of DHS’s seven current operating components use a different regional structure for 
locating offices, allocating resources, and conducting operations and planning across the 
United States. To streamline operations nationally, increase efficiencies, and enhance 
cross-training and rotational assignments, DHS will align the seven separate regional 
structures currently in use by the operating components to a single, nationwide regional 
structure. DHS is currently examining the best mechanism for harmonizing and 
integrating its regional structure, including any recommendations regarding legislative 
authority necessary to effectuate such an alignment. 

• Improve cross-Departmental management, policy, and functional integration. DHS’s 
business chiefs (e.g. Chief Financial Officer, Chief Information Officer) conduct cross- 
Department management and oversight as well as perform day-to-day service functions 
for DHS headquarters directorates and offices, in order to improve cross-Department 
management, DHS will examine the creation of a Headquarters Services Division within 
the Management Directorate from the existing service functions of the business chiefs 
that will provide day-to-day business support functions to DHS headquarters elements. 

In order to increase cross-Departmental policy development and coordination, DHS will 
also seek to elevate the position of Assistant Secretary for Policy to an Under Secretary, 

To transform and increase the integration of Departmental management functions, DHS 
is concentrating on seven specific initiatives: Enterprise Governance; a Balanced 
Workforce Strategy; Transformation and Systems Consolidation (TASC); Headquarters 
Consolidation and St. Elizabeth’s; Human Resources Information Technology; Data 
Center Migration; and Flomcland Security Presidential Directive 12 Implementation. 
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These initiatives will help drive transformation to a “One DHS” culture through cohesive 
horizontal and vertical integration and management of Department-wide initiatives, 
improve the transparency and functionality of critical management systems, increase 
cybersecurity of our networks through consolidation of data centers, effectively manage 
real estate in the National Capital Region, and create common identification procedures 
within DHS. Full implementation of Homeland Security Presidential Directive 12, 
including a single DHS identification card and common operating procedures and 
protocols for employee and contractor access, will ensure a single secure identification 
credential for all of DHS, 

• Strengthen internal DHS counterintelligence capabilities, it is imperative for DHS to 
have an effective and coherent counterintelligence effort. DHS will enhance its 
counterintelligence capabilities and posture through increased training and reporting, pre- 
bricfing and de-briefing of employees traveling abroad and recurrent vetting programs for 
contractor personnel. DHS will also develop a cyber counterintelligence capability to 
complement existing information assurance activities. In addition, DHS will address 
structural impediments to improving the counterintelligence function within the 
Department by integrating currently separated counterintelligence activities into a unified 
counterintelligence program. 

• Enhance the Department's risk management capability. As the QHSR identified, 
ultimately homeland security is about effectively managing the risks to the Nation. 
Employing an integrated risk management framework, DHS will enhance its capability to 
inform strategies, processes, and decisions to enhance security and to work in a unified 
manner with its homeland security partners to manage risks. DHS will continue building 
this framework and invest in the governance, policy, guidance, processes, tools, training, 
and accountability necessary to manage risk. DHS will al.so continue to work to evaluate 
all hazards ri.sks to the Nation, identify improved strategies for managing risks, and 
measure performance in terms of risk reduction. 

• Strengthen coordination within DHS through cross-Deparimental training and career 
paths. DHS’s most valuable resource is its people. Thus, any effort to achieve a unified 
DHS must focus on the men and women who work at DHS. DHS will strengthen 
Department unity by developing DHS career paths that provide mobility within the 
Department and span headquarters and operational components. DHS will also increase 
the number of DHS component personnel on rotation in headquarters directorates and 
offices, and the number of DHS headquarters personnel on rotation in components. As 
part of interagency national security and homeland security professional development, 
DHS w'ill also explore interagency and intergovernmental rotational a,ssignments with 
Federal, State, local, tribal, and territorial partners. 

• Enhance the DHS workforce. The Department's health, wellness, and resilience 
programs arc critical to employee retention and performance, DHS has created programs 
such as the DHS Together Employee Initiative and the Organizational Resilience 
Initiative to ensure that Department employees have the tools and resources to manage 
the stresses inherent in these occupations. DHS also plans to implement Workplace 
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Wellness programs, including employee resilience training, to address the needs of the 
Department’s diverse workforce. DHS will create a standardized, metrics-driven health 
program that supports the unique needs of our operational workforce, and frontline 
medical programs that support operational missions staffed and supported with 
appropriate training and equipment. DHS will also expand TSA’s Idea Factory across the 
Department in order to harness the insights and innovations of the DHS workforce. 

In addition, the Department will pursue greater diversity in its workforce, especially at 
senior levels. Given our critical homeland security mission, DHS must focus on the 
diversity of its workforce to reflect the people it serves. The Secretary recently appointed 
a senior-level steering committee, chaired by the Deputy Secretary, to direct a multi-year 
effort to promote diversity. DHS has initiated a coordinated employee recruitment 
initiative to improve diversity of applicant pools. This approach will emphasize targeted 
recruitment to increase the number of women, minorities, and veterans applying to work 
throughout DHS and enterprise recruitment efforts for Senior Executive Service 
positions. We will also deploy a Department-wide exit survey to provide more reliable 
information about employee attrition and to understand how this impacts diversity in the 
Department. 

• Balance the DHS workforce by ensuring strong federal control of all DHS work and 
reducing reliance on contractors. DHS is strongly committed to a full re-examination of 
its workforce needs and its current reliance on contractors. In 2009, all DHS directorates, 
components, and offices were directed to examine current contracts and develop initial 
contractor conversion plans. Over the past year, the Department has been actively 
converting contractor positions to government positions. DHS will continue to build on 
these efforts at an even more aggressive pace to put in place the appropriate federal 
workforce required to oversee and carry out its mission responsibilities. 

V. Increasing Accountability 

To enhance mission performance and improve Departmental management, DHS must increase 
accountability across the organization. While accountability cuts across all aspects of the 
organization’s operation.s, our initial focus will be to maximize the performance and resource 
data we collect to inform strategic and risk-informed decision-making. 

Data and Performance Management 

Seven years of Departmental operation have led to significant gains in cross-Departmental 
relationships, particularly at the operational level, but significant differences still remain. These 
differences can hinder effective decision-making and accountability. 

For many of its early years, DHS did not have mature strategic planning, resource allocation, 
execution oversight, and reporting processes. The QHSR was a major milestone in the 
Department’s strategic planning process; it has demonstrated both internally and externally the 
value of strategic planning and that strategic planning is possible within the homeland security 
mission space. The last few years have seen increased maturity in resource allocation and 
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execution oversight, particularly acquisition oversight. The Department has also systematically 
improved its financial management by building a strong internal controls process and focusing 
attention on the elimination of material weaknesses in financial audits. 

Congressional Accountability 

As the 9/1 1 Commission noted in its report, “Congress needs to establish for the Department of 
Homeland Security the kind of clear authority and responsibility that exist to enable ... the 
Defense Department to deal with threats to national security." Both the House and Senate 
Appropriations committees have consolidated all DHS jurisdiction into a single subcommittee 
within each chamber. Each chamber has also designated one authorization committee with 
primary oversight over DHS. However, DHS has had 86 committees and subcommittees 
exercising jurisdiction over the Department in each session of Congress since 2003. As a result, 
to date in the 111"’ Congress, DHS has provided testimony in more than 200 hearings from more 
than 280 Department witnesses. Over the past year, DHS provided approximately 5,227 
Congressional briefings, formal and informal. A diagram of Congressional oversight of DHS in 
the 1 10th Congress is attached as Annex F. Streamlining Congressional oversight of DHS would 
allow the Department to focus its time and resources much more effectively on its critical 
missions, while preserving a full degree of accountability to Congress. 

Initiatives and Enhancements 

The QHSR established a foundation that will permit more effective and targeted analysis of DHS 
mission effectiveness. The QHSR legislation also required a review and assessment of the 
effectiveness of the mechanisms of the Department for executing the process of turning the 
requirements developed in the QHSR into an acquisition strategy and expenditure plan within the 
Department. DHS conducted this analysis. DHS does not have a common analytic framework 
like that of the Department of Defense, which facilitates cross-Departmental planning and 
capability development. DHS will establish a common framework to effectively identify and 
assess alternatives and support decision-making at all levels. Additionally, the performance 
metrics that flow from department-wide analysis must be a priority for further development and 
refinement, both at the strategic and program levels. Lastly, though the Cost Analysis Division is 
an important step in the department’s improved acquisition oversight, there remains a vital need 
for independent cost assessments of major programs. These initiatives are intended to improve 
the effectiveness of the mechanisms of the Department for executing the process of turning the 
requirements developed in the QHSR into an acquisition strategy and expenditure plan within the 
Department. 

• Increase Analytic Capability and Capacity. Increasing the Department’s analytic 
capability and capacity will help Department leadership better understand the 
implications of major decisions and the costs of alternative actions. DHS will enhance its 
strategic planning processes, resource allocation processes, risk analyses, net 
assessments, modeling capabilities, statistical analyses, and data collection in order to 
effectively project capability and capacity requirements for DHS missions and functions. 
DHS will take steps to develop common analytic frameworks and assumptions for use in 
cross-Departmental analysis, similar to the Department of Defense’s Analytic Agenda 
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initiative. DHS will also reform its budget account structure to increase its ability to 
compare like costs across components and offices. As these reforms take shape, DHS 
will seek Congressional approval to conform its appropriations structure to this reformed 
account structure. 

• Improve Performance Measurement and Accountability. Along with increased analytic 
capability and capacity, the Department must increase the quality of its performance 
measures and link those measures to the mission outcomes articulated in the QHSR 
Report. DHS has been actively working with the Government Accountability Office to 
address shortfalls in its current program performance measures, and the QHSR strategic 
framework provides the foundation upon which to base new strategic outcomes and 
measures. To that end, the Department will adjust its program-level performance 
measures, and introduce new strategic-level performance measures for cross- 
Departmental missions and functions. DHS will also expand program evaluation during 
and after program execution, 

• Strengthen Acquisition Oversight. DHS has made significant improvements in 
acquisition oversight in the last two years; however, the Department needs to continue to 
strengthen this process. Numerous audits conducted by the Government Accountability 
Office and DHS Inspector General have highlighted significant program cost grow'th and 
the inadequacy of the cost estimating process across DHS. DHS has established a Cost 
Analysis Division (CAD) in the Office of the Chief Procurement Officer. Currently, the 
CAD is responsible for validating Program Life Cycle Cost Estimates. As a next step in 
its acquisition oversight process, DHS proposes to increase CAD’s capability to provide 
independent cost estimates of major programs at major milestone points. This capability 
will ensure program cost estimates are reasonable reflections of the program’s 
requirements and can withstand the scrutiny of external reviews and audits. Reliable and 
credible independent cost estimates will increase the Department’s capability for 
informed investment decision making, budget formulation, progress measurement and 
accountability. Rigorous analyses of operational requirements, technology alternatives 
and disciplined testing and evaluation of technology acquisitions will be instituted to 
ensure investments yield intended mission improvements. 

VI. Conclusion 

The Quadrennial Homeland Security Review, consistent with the National Security Strategy, was 
the first step in setting forth the strategic foundation to guide the activities of the homeland 
security enterprise toward a common end. This BUR report represents a second, DHS-focused 
step, and comprehensive effort to align the Department’s programmatic activities and 
organizational structure with the mission sets and goals identified in the QHSR. The BUR serves 
as a road map for areas where additional emphasis, investment, and effort are needed to 
strengthen mission performance, improve Departmental operations and management and 
increase accountability for the resources entrusted to DHS. 

The final step will be to execute the BUR. The BUR and QHSR will be implemented in the 
DHS FY 2012-2016 Future Years Homeland Security Program to Congress, which w'ill propose 
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specific programmatic adjustments based on the BUR recommendations, DHS will also 
undertake, in coordination with appropriate interagency partners, additional efforts in support of 
the QHSR, including the development of requirements for intelligence, science and technology, 
support to civil authorities, and other elements described in this report. Together, the QHSR, the 
bottom-up review, and the budget proposals will serve as vital steps in maturing DHS into a truly 
strategy-driven organization. 

As noted in the QHSR, the over-arching message is clear; this is a strong and resilient Nation, 
but one that must consistently adjust to an ever-changing threat environment. There are many 
critical roles to play — at DHS, across the Federal government, in Congress, throughout State, 
local, tribal, and territorial governments, within the private sector, and by families and in 
communities across the Nation. Through the commitment of each, we will secure the homeland 
for all. 
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Annex A 

DHS Component Composition 

The Department of Homeland Security has a dynamic and complex mission and continually 
evaluates its force needs to optimally secure the homeland. The current composition of DHS 
forces is provided below. The QHSR and BUR results will be implemented in the FY 2012- 
2016 Future Years Homeland Security Program (FYHSP), which may drive additional changes. 
(Employee numbers are rounded) 

Transportation Security Administration (TSA): 

Headquarters and Supporting Resources 
Operations Coordination Center 
HQ Intelligence Office and Field Intelligence Officers 
TSA Representation (19 countries) 

Vetting and Credentialing Centers (primary and Back-up) (2) 

Federal Flight Deck Officer Training Facilities (2) 

Airport Passenger and Baggage Screening Operations (450 Airports) 

Transportation Security Officers (45,000) 

Behavior Detection Officers (3,000) 

Bomb Appraisal Officers (400) 

Canine Teams (165 Proprietary; 640 Agreements) 

In-Flighl Air Security 

Federal Air Marshal Service 
Surface and Multi-Modal Security 

Multi-Modal Visible Intermodal Prevention and Response Teams (VIPR) (10) 

Surface Transportation VIPR Teams (15) 

U.S. Customs and Border Protection (CBP): 

Headquarters and Supporting Resources 
Air, Land, and Sea Ports of Entry (327) 

Process Passengers and Pedestrians 
CBP Officers (21,000) 

Agricultural Specialists (2,000) 

Border Security between Ports of Entry 

20 Border Patrol sectors with 139 stations 
Border Patrol Agents (20,000) 

Air and Marine Operations (46 Air Units and 67 Marine Units) 

Air Interdiction Agents (800) 

Marine Interdiction Agents (350) 

Assets 

Aircraft (290) 

Marine Vessels (235) 
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U.S. Citizenship and Immigration Service (USCIS): 

Headquarters and Supporting Resources 
Immigration Benefits Processing 

District Offices providing adjudication of applications and petitions (26) 

Service Center Operations (4) 

Asylum Offices providing adjudication of asylum applications (8 domestic offices) 
Refugee Offices providing adjudication of refugee applications (over 70 global offices) 
International Operations (30 field offices) 

Application Support Centers (129) 

Citizen Outreach 

Information Call Centers 
Fraud Detection and National Security 

Immigration Officers vetting of fraud and national security concerns (650) 

U.S. Immigration and Customs Enforcement (ICE): 

Headquarters and Supporting Resources 
Office of Investigations 

Special Agents in Charge Offices (SACS) (26) 

Criminal Investigators (6,600) 

Office of Detention and Removal Operations 
Field Office Directors (27) 

Detention Officers (7,200) 

Detention Beds (33,000) 

Office of the Principal Legal Advisor 
Division Chiefs (13) 

Chief Counsel (26) 

Attorneys (851) 

Office of International Affairs 

Attache/Assistant Attache Offices (63) 

Special Agents (337) 

Deportation Liaison Officers/ Detention & Deportation Officer (1801) (18) 

Intelligence Research Specialists/Analysts (4) 

Foreign Service Nationals (118) 

Office of Professional Responsibility 

Special Agents in Charge Offices (5) 

Office locations nationwide (24) 

Special Agents (323) 

Office of Intelligence 

Field Intelligence Directors (26) 

Special Agents (66) 
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U.S. Secret Service (USSS): 

Headquarters and Supporting Resources 

Headquarters Divisions/Offices (30) 

Administrative, Professional, and Technical Personnel (1,800) 

Protection and Investigations 

Permanent Protective Details (8) 

Special Agents (3,500) 

Uniformed Division Officers (1,400) 

Domestic Offices (116) 

Foreign Offices (20) 

Federal Emergency Management Agenty (FEMA): 

Workforce 

A blended workforce of 16,590 with 4,200 permanent, 3,390 temporary and 9,000 
reserve employees 

Headquarters and Supporting Resources (1,988: 1,539 perm; 382 temp; 67 reserve) 

Mount Weather Emergency Operations Center (837: 669 perm; 1 66 temp; 2 reserve) 
National Emergency Training Center (NETC) training facility (243), includes: 

Emergency Management Institute (EMI) (58 perm; 15 temp; 9 reserve) 

National Fire Academy (NFA) (1 10 perm; 1 temp) 

Center for Domestic Preparedness (CDP) training facility (50 perm) 

Regional offices (10) and Area Offices (3) 

Region 1 (100 perm; 17 temp; 570 reserve) 

Region 2 (107 perm; 10 temp; 608 reserve) 

Region 3 (101 perm; 14 temp; 519 reserve) 

Region 4 (156 perm; 91 temp; 1311 reserve) 

Region 5 (126 perm; 17 temp; 439 reserve) 

Region 6 (126 perm; 85 temp; 912 reserve) 

Region 7 (97 perm; 58 temp; 446 reserve) 

Region 8 (89 perm; 20 temp; 433 reserve) 

Region 9 (126 perm; 22 temp; 473 reserve) 

Region 10 (97 perm; 13 temp; 585 perm) 

Texas Transitional Recovery Office (I temp) 

Louisiana Transitional Recovery Office (1 perm; 485 temp) 

Mississippi Transitional Recovery Office (276 temp) 

Disaster Reservists (9,000) 

Disaster Support Resources 

National Response Coordination Center (NRCC) (1) 

Regional Response Coordination Centers (RRCC) (10) 

Federal Coordinating Officers (FCO) (1 perm; 37 temp) 

National Incident Management Assistance Teams (IMAT) (2) 

Regional Incident Management Assistance Teams (IMAT) (4) 

Mobile Emergency Response Support (MERS) Detachments (6), each comprised of; 

MERS Operations Centers (MOC) 
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Incident Response Vehicle (IRV) capability 
Mobile Emergency Operations Vehicle (MEOV) capability 
Forward Communications Vehicle (FCV) capability 
Logistics Distribution Centers (8) 

Mobile Disaster Recovery Centers (MDRC) (60) 

U.S. Coast Guard (VSCG): 

Workforce 

A blended work force with 50,720 active duty and reserve military members, 7,773 
civilians, and over 30,000 volunteer members of the Auxiliary. 

Support Commands 

Coast Guard Headquarters, 2 Area Commands, 9 District Offices, 6 Logistics and Service 
Centers 

Training Centers 

6 Major Training Centers: Accession programs for cadets, officer candidates and new 
recruits and specialized training for Coast Guard job performance. 

Shore-Based Multi-Mission Forces 

35 Sector Commands with broad maritime safety and security authorities 
945 air and marine stations throughout the United States with 1,850 small boats. 
Deployable Forces 

1 Maritime Security Response Team, 12 Maritime Safety and Security Teams, 8 Port 
Security Units, 1 7 Law Enforcement Detachments, 3 Strike Teams 
Air and Maritime Fleet 

43 Major Cutters, 30 Buoy Tenders, 121 Patrol Boats, 9 Domestic Icebreakers, 3 Polar 
Icebreakers. 

143 Rotary Wing Aircraft, 56 Fixed Wing Aircraft 
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Annex B 

A Day in the Life of the Department of Homeland Security 

The Department of Homeland Security uses many tools and areas of expertise to accomplish our 
goal of securing the homeland. On any given day, we perform a variety of different tasks and 
functions to make America safer and our citizens more secure. Although our responsibilities are 
varied, we are united in a common purpose - 24 hours a day, 7 days a week. Below is a sampling 
of what the men and women of DHS do in a typical day. (All numbers are approximate 
averages.) 

Transportation Security Administration will: 

• Screen 2 million passengers and their 1 .8 million pieces of checked baggage before they 
board commercial aircraft 

• Intercept 2,000 prohibited items from people and carry-on baggage including 1 ,200 
knives, blades or other sharp objects and 2 firearms 

• Operate the National Explosives Detection Canine Team Program, which has 705 
explosive detection canine teams deployed across the country 

• Deploy thousands of Federal Air Marshals to protect flights in the United States and 
around the world 

• Oversee screening of approximately seven million pounds per day of air cargo on 
domestic planes 

• Conduct 4-5 Visible Intermodal Protection and Reponses operations per day in passenger 
rail and mass transit systems somewhere in the United States 

U.S. Customs and Border Protection will: 

• Process over 1 million passengers and pedestrians 

• Inspect nearly 60,000 truck, rail and sea containers 

• Process $88 million in fees, duties and tariffs 

• Make 2,200 apprehensions between ports for illegal entry 

• Seize 6,600 pounds of narcotics 

• Seize 4,300 prohibited agricultural items 

• Make 5,400 pre-departure seizures of prohibited agricultural items 

U.S. Citizenship and Immigration Services will: 

• Naturalize 2,900 new immigrants 

• Conduct 135,000 national security background checks 

• Process 27,400 applications for immigrant benefits 

• issue 7,200 permanent resident cards (green cards) 

• Capture 8,700 sets of fingerprints at 1 30 Application Support Centers 

• Welcome 3,200 new citizens and 3,300 new permanent residents 

• Adjudicate nearly 200 refugee applications from around the world 

• Grant asylum to 40 individuals already in the United States 

U.S. Immigration and Customs Enforcement will: 

• Make 63 administrative arrests and 89 criminal arrests 

• Make 11 currency seizures totaling $1.1 million 
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• Participate in 26 drug seizures each day, totaling 7,200 lbs. of marijuana, 7 lbs. of heroin, 
and 960 lbs. of cocaine 

• ICE attorneys litigate 1,500 cases in immigration court and obtain 740 final orders of 
removal; 90 of those final orders of removal are for criminal aliens 

• Screen 3,800 VISA applications 

• House 29,800 illegal aliens in facilities nationwide 

United States Secret Service will: 

• Protect dozens of high profile government officials including the President, the Vice 
President, visiting heads of state, and former Presidents 

• Seize $319,000 in counterfeit currency and suppress a counterfeit operation 

• Open 30 new financial crimes and counterfeit investigations and conduct 26 computer 
forensic examinations 

• Seize $300,000 in assets 

• Arrest 25 individuals 

• Conduct 8 public education seminars on counterfeit recognition and financial fraud 
schemes 

Federal Emergency Management Agency will: 

• Obligate $39 million for disaster response, recovery, and mitigation activities 

• Help save $2.7 million in damages from flooding across the country through FEMA’s 
Flood Plain Management 

• Help protect an additional 1 04 homes from the devastating effects of flooding through 
flood insurance policies issued by the National Flood Insurance Program 

• Provide $1 81,000 for Fire Management Assistance grants, which aid state and local 
efforts in the suppression of wildfires 

• Provide 1 1,300 publications through FEMA's U.S. Fire Administration to educate 
citizens about how to stay safe from fire and help America's fire service to safely respond 
to fires and other emergency incidents 

• Arrange for translation services for disaster victims in up to 1 73 different languages 
through the National Processing Service Centers in Maryland, Puerto Rico, Texas and 
Virginia 

United States Coast Guard will: 

• Save 13 lives, respond to 64 search and rescue cases and prevent loss of $260,000 in 
property damage 

• Seize or remove 1,100 pounds of illegal drugs, with a street value of $19 million 

• Interdict 10 migrants attempting to illegally enter the United States via maritime routes 

• Conduct 1 35 armed waterborne patrols projecting presence near maritime critical 
infrastructure and key resources 

• Conduct 57 inspections of U.S. Flagged Vessels and safety exams on commercial fishing 
vessels 

• Conduct 67 container inspections, and investigate and respond to 10 pollution incidents 

• Issue 200 credentials to qualified merchant mariners to ensure the safety, security and 
efficiency of the maritime supply chain 
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• Perform 47 safety, security and environmental protection inspections at maritime 
facilities 

• Ensure compliance with U.S. and foreign ships with international and U.S. shipboard air 
emission standards by conducting 32 exams 

• Manage 3,500 commercial vessel transits through the Marine Transportation System to 
facilitate the safe and efficient movement of goods and people 

• Provide reliable visual aids to navigation throughout the United States and its territories 

• Conduct 14 fisheries boardings to ensure compliance with fisheries and marine protected 
species regulations 

• Provide forces and capabilities to the Department of Defense to carry out U.S. national 
security objectives 

National Protection and Programs Directorate will: 

• Protect U.S. information systems through the United States Computer Emergency 
Readiness Team (US-CERT) by monitoring Federal Executive Branch civilian networks 
to identify emerging threats, ongoing trends, and intrusions; US-CERT detects and 
responds to an average of 64 incidents and 3,750 alert events daily 

• Disrupt potential terrorist planning activities by conducting 5 Buffer Zone Protection 
assessments with local law enforcement at critical infrastructure and key resources in 
every sector across the Nation 

• Analyze biometrics data on 100,000 foreign visitors and compare to the Federal watch 
list of 3.2 million known or suspected terrorists, criminals and immigration violators 

• Identify 40 criminal migrants illegally attempting to enter the United States from the sea 
with biometric data and, through a partnership with the FBI, provide that information to 
state and local law enforcement agencies 

• Use computer modeling and risk analysis to support critical decisions across the 
Department and to help the Nation prevent, protect, respond, and recover from all hazards 

• Prevent 2,100 prohibited items from entering Federal facilities 

Science and Technology Directorate will: 

• Lead 200 projects to provide solutions to protect us from chemical, biological, and 
explosive attacks, provide security for our borders and shores, protect key parts of our 
infrastructure, and mitigate the effects of natural disasters. 

• Assess 22 technology companies for product applicability to first responder customers, 
develop standards for first responder technologies to ensure high quality transitions, and 
provide test and evaluation services for DHS. 

Office of Operations Coordination and Planning (OPS) will: 

• integrate department and interagency strategic level planning and operations coordination 
across the spectrum of prevent, protect, respond and recover 

• Provide DHS with a joint operations coordination and planning capability at the strategic 
level to support internal DHS operational decision-making and Department leadership 
and participation in interagency operations 

• Provide situational awareness and a common operating picture for the entire Federal 
government, and for State, local, and tribal governments as appropriate, in the event of a 
natural disaster, act of terrorism, or other man-made disaster 
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• Ensure that critical terrorism and disaster-related information reaches government 
decision-makers 

Management Directorate will: 

• Hire and process 1 00 new employees through its human capital office 

• Obligate $142 million through its finance office 

• Issue 300 contracts through its procurement operations 

Office of Intelligence and Analysis will: 

• Review all-source intelligence information and produce analysis to distribute to Federal, 
State, local, tribal, territorial, and private sector partners regarding current and developing 
threats and vulnerabilities, as well as providing recommendations for potential protective 
measures 

Domestic Nuclear Detection Office will: 

• Provide radiation detection equipment to U.S. Customs and Border Protection to scan 
70,000 cargo containers for radiological/nuclear material 

• Train 12 State and local law enforcement officials on how to use preventive 
radiological/nuclear detection equipment 

Federal Law Enforcement Training Center will: 

• Train 3,500 Federal officers and agents from more than 80 different Federal agencies, as 
well as state, local, tribal and international officers and agents, in one or more of the 400 
basic and advanced training programs available 

Office of Health Affairs will: 

• Retrieve samples from hundreds of BioWatch collectors that have been testing the air in 
our major metropolitan areas for evidence of biological pathogens 

• Screen 350 sources of information from across multiple agencies and venues and assess 
them for significance and early recognition of a potential bio-event of national 
significance through the 24 hour watch of the National Biosurveillance Integration Center 

Office of Policy will: 

• Develop DHS-wide policies, programs, and planning to promote and ensure quality, 
consistency, and integration across all homeland security missions 

• Provide thought leadership and analysis to the Secretary and other Departmental leaders 
to facilitate decision-making 

• Represent the consolidated DHS position at White House interagency policy committee 
meetings 

• Develop and articulate the long-term strategic view of the Department and translate the 
Secretary’s strategic priorities into capstone planning products that drive increased 
operational effectiveness through integration, prioritization, and resource allocation 

• Lead departmental international engagement 

• Serve as a single point of contact for experts in academia, the private sector, and other 
external stakeholders to allow for streamlined policy development and management 
across the Department 
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Annex C 

The DHS Efficiency Review 

The DHS Efficiency Review has focused on improvements regarding physical assets, workforce 
support, and day-to-day operations. A summary of Efficiency Review and related initiatives is 
set forth below. 

Physical Assets 

Strategic refinements in how DHS manages its physical assets have led to savings and 
improvements. For example, by using excess information technology equipment instead of 
buying new equipment, DHS has, to date, avoided costs of nearly $3,9 million. 

In the area of fleet management, DHS components are making great strides towards increasing 
the percentage of hybrids and alternative-fuel vehicles in their fleets. Components are also 
taking steps to encourage the use of alternative fuel instead of petroleum whenever possible. 

Initiatives in this area include: 

• Implementing an electronic tracking tool for fleet usage data to identify opportunities for 
alternative fuel usage; heighten vigilance for fraud, waste or abuse; and optimize fleet 
management; 

• Initiating acquisition/leasing of hybrid vehicles for administrative use and alternative-fuel 
vehicles in cases where hybrids are not feasible; 

• Implementing energy efficiencies in all facility management projects; and 

• Utilizing wherever possible refurbished IT equipment (computers and mobile devices) 
and redeploying the current inventory throughout DHS. 

Workforce Support 

Supporting our workforce by giving them the tools and training they need is good business, and 
it translates into a more productive and efficient workforce. 

Efficiency Review and other initiatives in this area include: 

• Identifying and implementing Department-wide strategies to develop and retain our 
talented workforce, such as providing leadership training to emerging leaders; 

• Developing cros.s-component training opportunities for employees; 

• Establishing Idea Factory across the Department to encourage all DHS employees to 
contribute and rate ideas for improved operations; 
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• Establishing an employee resilience program to help identify and reduce sources of 
extreme job stress and promote employee wellness; 

• Working aggressively to reduce the Department’s reliance on contractors and contract 
services, in turn strengthening our Federal workforce; 

• Standardizing content for new-employee orientation and mandatory annual training 
modules DHS-wide; and 

• Focusing on achieving greater diversity in the leadership ranks of the Department. 
Dav-to-Dav Operations 

Changing the way the Department allocates resources, from acquiring office supplies to renting 
facilities, has allowed DHS to significantly reduce those costs. To date, DHS has avoided over 
$35 million in costs through improved travel and conference planning. In addition, DHS expects 
to avoid costs of $2.) million in fiscal year 2010 by consolidating subscriptions for several 
publications, as well as $138 million in software licensing and maintenance costs over the next 
six years. 

Initiatives in this area include: 

• Consolidating subscriptions to professional publications and newspapers and reducing the 
number of hard copies received by providing online access whenever possible; 

• Maximizing the use of government office space for meetings and conferences in place of 
renting facilities; 

• Minimizing the physical printing and distribution of reports and documents that can be 
sent electronically or posted online; 

• Leveraging buying power to acquire software licenses for Department-wide usag,e; 

• Eliminating non-mission critical travel and maximizing use of conference calls and web- 
based training and meetings; 

• Increasing usage of DHS-wide blanket purcha.se agreements for office supplies; and 

• Converting printers, fax machines, copiers, and scanners into all-in-one machines as 
replacements are needed. 

In addition, DHS employees submitted thousands of suggestions in response to the President’s 
SAVE award campaign. Many of these suggestions will be incorporated into the Efficiency 
Review initiatives in the coming year. 
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Annex D 

Alignment of Major DHS Programs to Homeland Security Missions 

In addition to developing the initiatives discussed in the main text of this document, the bottom- 
up review also conducted a detailed examination of DHS activities and the alignment of these 
activities to the QHSR mission areas and other complementary Departmental responsibilities for 
which DHS develops hybrid capabilities. This will facilitate a detailed evaluation of what DHS 
does within each mission area and identify gaps and overlaps within and across mission areas. 
This work is also building a foundation for a unified programmatic structure and strategic 
architecture. This work is ongoing. To provide a view of preliminary alignment, a high-level 
summary of selected major categories from DHS’s existing program structure is shown below. 
Also shown is a preliminary alignment of DHS’s major investments with each mission. Note 
that while many of these programs and investments cut across multiple mission areas, for display 
purposes only one alignment is shown. 

Preventing Terrorism and Enhancing Security: 

• Major FYHSP Programmatic Activity: 

o Aviation Security (TSA) 
o Surface Transportation Security (TSA) 
o Federal Air Marshal Service (TSA) 

o Transportation Threat Assessment and Credentialing (TTAC) (TSA) 
o Domestic Protectees (USSS) 
o Protective Intelligence (USSS) 
o Campaign Protection (USSS) 
o Foreign Protectees and Foreign Missions (USSS) 
o Infrastructure Protection (USSS) 
o Infrastructure Protection (NPPD) 
o Federal Protective Service (NPPD) 

0 Domestic Nuclear Detection (DNDO) 
o Medical and Biodefense (OHA) 

o Chemical and Biological Research and Development (S&T) 
o Radiological and Nuclear Research and Development (S&T) 
o Ports, Waterways and Coastal Security (USCG) 

• Major Acquisitions and Investments: 

o Electronic Baggage Screening Program (TSA) 
o Passenger Screening Program (TSA) 
o Secure Flight (TSA) 

o Transportation Worker Identification Credentialing (TSA) 
o Advance Spectroscopy Portals (DNDO) 
o Cargo Advanced Automated Radiography System (DNDO) 

0 Infrastructure Information Collection and Visualization (NPPD) 

Securing and Managing our Borders: 

• Major FYHSP Programmatic Activity: 

o Border Security and Control between Ports of Entry (CBP) 
o Border Security Inspections and Trade Facilitation at Ports of Entry (CBP) 
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o Border Security Fencing, infrastructure, and Technology (CBP) 
o Air and Marine (CBP) 
o Automation Modernization (CBP) 
o Drug Interdiction (USCG) 
o Migrant Interdiction (USCG) 
c US-VISIT (NPPD) 

o Border and Maritime Security Research and Development (S&T) 

• Major Acquisitions and Investments: 

o Strategic Air and Marine Plan (CBP) 
o Secure Border Initiative Net (CBP) 
o Border Patrol Facilities (CBP) 
o Non-lntrusive inspection Systems Program (CBP) 
o Traveler Enforcement Compliance System Modernization (CBP) 
o Secure Border Initiative Tactical Infrastructure (CBP) 
o EWP Tactical Communications (CBP) 
o License Plate Reader (CBP) 

o Automated Commercial Environment / International Trade Data System (CBP) 
0 Electronic System for Travel Authorization (CBP) 
o Secure Freight Initiative (CBP) 
o Advance Passenger Information System (CBP) 

0 Western Hemisphere Travel initiative (CBP) 
o Automated Targeting System (CBP) 
o Offshore Patrol Cutter (USCG) 

0 National Security Cutter (USCG) 
o HC-I30 Conversion/Sustainment Project (USCG) 
o HH-65 Conversion/Sustainment Project (USCG) 
o HC-I44A Maritime Patrol Aircraft (USCG) 
o Medium Endurance Cutter Sustainment (USCG) 
o Fast Response Cutter - B class (USCG) 
o Nationwide Automation Identification System (USCG) 
o FIH-60 Conversion/Sustainment Project (USCG) 
o Unmanned Aircraft Systems (USCG) 
o Patrol Boat Sustainment (USCG) 
o HC-130J Fleet Introduction (USCG) 
o Response Boat - Medium (USCG) 

o United States Visitor and Immigrant Status Indicator Technology (NPPD) 
o ATLAS (ICE) 

Enforcing and Administering our Immigration Laws: 

• Major FYHSP Programmatic Activity: 

o Adjudication Services (USCIS) 
o Information and Customer Service (USCIS) 
o Citizenship (USCIS) 
o Immigration Status Verification (USCIS) 
o Immigration Security and Integrity (USCIS) 
o Investigations (ICE) 
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o Detention and Removal Operations (ICE) 
o Automation Modernization (ICE) 
o International Affairs (ICE) 
o Migrant Interdiction (USCG) 

• Major Acquisitions and Investments: 

o Transformation (USCIS) 
o Integrated Document Production (USCIS) 

o Verification Information System / Employment Eligibility Verification (USCIS) 
o Detention and Removal Modernization (ICE) 

Safeguarding and Securing Cyberspace: 

• Major FYHSP Programmatic Activity: 

o Cyber Security and Communications (NPPD) 

• Major Acquisitions and Investments: 

o Homeland Security Information Network (AO) 
o Homeland Secure Data Network (DHS) 
o National Cybersecurity and Protection System (NPPD) 
o Information Systems Security (NPPD) 

Ensuring Resilience to Disasters: 

• Major FYHSP Programmatic Activity: 
o Mitigation (FEMA) 
o National Preparedness (FEMA) 
o Disaster Operations (FEMA) 
o Disaster Assistance (FEMA) 
o Logistics Management (FEMA) 
o U.S. Fire Administration (FEMA) 
o National Continuity Programs (FEMA) 
o Search and Rescue (USCG) 

• Major Acquisitions and Investments: 

o BioWatch Gen-3 (OHA) 
o National Bio and Agro-Defense Facility (S&T) 

o National Biodefensc Analysis and Countermeasures Center Facility (S&T) 
o Risk Mapping, Analysis and Planning (FEMA) 
o Housing Inspection Services (FEMA) 
o Risk Mapping, Analysis and Planning IT (FEMA) 
o Total Asset Visibility (FEMA) 
o C4ISR- COP (USCG) 

o Interagency Operations Centers (Command 2!) (USCG) 
o Rescue 2! (USCG) 

Complementary Departmental Responsibilities and Hybrid Capabilities 

As noted above, DHS also performs a number of services and functions that are complementary 
to its homeland security mission responsibilities, including marine safety, stewardship, and 
environmental protection and certain categories of law enforcement activities. These services 
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and functions are typically performed with hybrid capabilities — assets and resources capable of 
performing multiple missions — which are a hallmark of homeland security. For example, the 
same assets and personnel that patrol our borders, enforce our immigration laws, and respond to 
major oil spills also enforce safety regulations, assist travelers, and safeguard natural resources. 
These complementary activities are critical to fulfilling other national interests, and are often 
intertwined with and mutually supporting of homeland security activities. Some of these 
activities include the following: 

o Major FYHSP Programmatic Activity: 

o Marine Environmental Protection (USCG) 
o Marine Safety (USCG) 
o Other Law Enforcement (USCG) 
o Living Marine Resources (USCG) 
o Search and Rescue (USCG) 
o Defense Readiness (USCG) 

o Waterways Management: Aids to Navigation (USCG) 
o Waterways Management: lee Operations (USCG) 
o Financial Investigations (USSS) 

As the Department continues to evaluate its inventory of activities, it will gain increased insight 
into those Departmental activities that are complementary to its homeland security mission 
responsibilities but remain vital and continue to be performed most effectively and efficiently by 
DHS. This additional breakout will be provided in the President’s FY 2012 Budget and the 
accompanying FY 2012-2016 Future Years Homeland Security Program. 


D-4 


10:1 4 Nov 08, 2011 Jkt 58402 PO 00000 Frm 000272 Fmt 06601 Sfmt 06601 P:\DOCS\58402.TXT SAFFAIRS PsN: PAT 



269 


VerDate Nov 24 2008 


Annex £ 

Sector-Specific Agencies 
(Source: National Infrastructure Protection Plan) 



a The Department of Agriculture is responsible for agriculture and food {meat, poultry, and egg products), 
b The Department of Health and Human Services is responsible for food other than meat, poultry, and egg products, 
c Nothing in this plan impairs or otherwise affects the authority of the Secretary of Defense over the Department of Defense 
(DOD), including the chain of command for military forces from the President as Commander in Chief, to the Secretary of 
Defense, to the commander of military forces, or military command and control procedures. 

d The Energy Sector includes the production, refining, storage, and distribution of oil. gas, and electric power, except for 
commercial nuclear power facilities. 

e The Water Sector includes drinking water and wastewater systems, 
f The U S. Coast Guard is the SSA for the maritime transportation mode. 

g The Department of Education is the SSA for the Education Facilities Subsector of the Government Facilities Sector, 
h As stated in HSPD-7, the Department of Transportation and the Department of Homeland Security will collaborate on all 
matters relating to transportation security and transportation infrastructure protection. 
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Annex F 

Congressional Oversight of DHS in the 1 lOth Congress 


CONGRESSIOHiU. OVERSIGHT OF DHS 

u s. Hogsu si Reprossntativts By 108 Committees and Subcommittees 

1 10th Congress 


U.S, Senate 
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